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Who am 1 What is ITL?

) 1 OEOEAI| Afouhde#GEQO , AAG O
ITL focuses on OS security research:
EAOT Al EIT £ZAAOET 1 Oh AAOAT AA
anti-malware mechanisms, virtualization security issues
Right now working with Phoenix Technologies,
researching security of effective thin hypervisor
Implementations

ITL also does trainings and consultations:
O51 AAOOOAT AET ¢ 30AAI OE - Al
Founded in April 2007, currently 2 people and growing :)
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What | will be talking about?

Virtualization -based rootkits
What is so special about them?
Facts & myths about virtualization rootkits

How real is this threat today?
VMs as Security Boundaries

Isolation provided by VMMs?

VMMSs vs. MicrokerndbasedOSes
Nested Virtualization

What are the security implications?
What are the positive applications?
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Virtualization based rootkits




Hardware vs. Software virtualization

S/W based (x86)

H/W virtualization

2ANOEOAO OAI O1 AOBMX (htelx8ex64 OA OO O

privileged code

can be implemented very
efficiently: BinaryTranslation
Does not allow full virtualization

sensitive unprivileged
Instructions GxDT)

Widelyused today
VMWare Workstation 6
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SVM/PacificaAMD x64
$1T A0 11T O OANOEOA
code emulation
Should allow for full
virtualization of x86/x64 guests
Still not verypopular in
commerciaVMMs
XEN3, Virtual PC 2007



Full VMMs vs. “Thin hypervisors”

Full VMMs O4EET EUPAOOEC
Create full system abstraction Transparently control the target
and isolation for guest, machine
Emulation of 1/O devices Based on hardware virtualization
Disks, network cards, ~ (SVM, Vi)
COAPEEAO AAOAO#H Isolgtignmight not be agoall
Trivial to detect, native I/0O access
Usage: Shared address space with
server virtualization, guest (sometimes)
malware ana|ysis’ Very hard to detect
Development systems Usage:
stealthmalware
Anti-DRM
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Original Blue Pill Proof-Of-Concept

Originallydeveloped folCOSEINC by yours truly,
Presented at Black Hat 2006 in N\Asgas,

Also Dino DaZXovipresented his Vitriol, which was
similar, but worked for Intel \ck

COSEINC owns theriginal Blue Pill code,
May 200z we designedand wrote from scratch the
New Blue Pil[NBP)

AlexTereshkinwrote most of the code
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Blue Pill Idea

Exploit AMD64 SVM . :
i Blue Pill Hypervisor
extensions to move the

operating system into the
OEOOOAI | AAE|
the-/El UG q

Providethin hypervisor to
control the OS

Hypervisorns responsible
for controlling Blue Pill (executable)
OET OAOAOGOET ¢
guestOS

(c) Invisible Things Lab, 2007 8



BP installs itself ON THE FLY!

BP installgtself on the fly
Thus, no modifications to BIOS, boot sector or
system files ar@ecessary,
BP doeshot survive system reboot
AAAET ENOAOC &£ O OOAOOAO0O
O" 0 OA A gd.gl BIOSqnhteétion
BP, like any other malware, can be made persistent,
but thisis out of the scope of this presentation

In many cases this is not needed, BTW
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BP does not virtualize hardware!

BP and New BP are thin VMMSs,
They do not virtualize I/O devices!

If your 3D graphics card worked before BP
Installation, itwill still work with the same

performance!

Bluepilledsystems see the very same hardware as
they saw before BP installatianh/w fingerprinting
can not be used to detect BP
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Memory virtualization (AKA hiding in

memory)

Original Blue PIREAT 6 O OEOOOAI EU
The assumption was that the opponent (e.g. an A/V
Al 1 PATUQ Al AOT 60 EAOA A
because BP is usedtargeted attacks:
A8C8 xA CAT AOAOA A DBl 1 Ui
malware separately for each infection

alsoz we do not publlsh polymorphic generator, so
OEAO EOG6O 110 BT OOEAI A O

plus we make sure to encrypt the VMRUN instruction
after resuming the guest.
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Scanning for BP code in memory

Without having a code sample one could find BP In
memory only using heuristics, e.g.:
Code emulation (i.e. emulate code on each physical
PACA AT A EET A 1 OO0 xEAOEA
Better: whether it looks likenalicioushypervisor?
) O60 OOEOEAI O AAEAAO
OOET C OAI AOOEA6 AT AA T A
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Why bother with virtualization?

) £ xA Al O A OOA OAI AOOE.
detection, why bother with virtualization?
Why not use classic kernel rootkits?
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“No hooking” principle

So what so special abo&ue Pill?

ThatitAT AOT 60 ET T E BWOAT A
Other rootkits need to hook something in the
system code or at least in OS data sections...

thus wecanalways detect them (although this is very
hard to do Iin a generic way)

BP isan example of type Ill malware...
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Type | Malware

KERNEL

CODE
DATA

[ CPU “SYSTEM” REGISTERS LJ

. S

— || ) \\Hooking

places

]

CODE

DATA

MALWARE

. v, e v

PROCESS 1 PROCESS 2

DATA
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Type Il Malware

KERNEL

' )
CODE
DAT

[ CPU “SYSTEM” REGISTERS J

\ \ J
y ' ' '
.

CODE S5 Hooking places (only
data sections are
MALWARE hooked this tlme)

DAT

PROCESS 1 PROCESS 2
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Type lll Malware

KERNEL
' )
. ™
CODE
DATA MALWARE
[ CPU “SYSTEM” REGISTERS J
L A
o J
4 N [ ™)
Y,
No Hooks!
e
DATA
DATA
e J " J
PROCESS 1 PROCESS 2
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A perfect Integrity Scanner

Imagine acompletekernel
Inteqrity scanner,
Something like Patch Guard
or SVV, butomplete!
Such scanner would be able to

detectanytype | and type Il
kernelET ZAZAAOET 1 O8

We also assume a reliable
memory acquisitiorused
In other wordsz the Holy Grail of
rootkit hunters!
But it still will not be able to
detect Type Il infections!
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What about “massive attacks”?

I x 1T AO6O Ai 1T OEAAO OOEIT
contrast to targeted attacks)

&1 O OAOCAOAA AOOAAEO xA
We could use the several strategies for hiding its
AT AA ET T AIT OuUS8
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Other strategies for hiding Blue Pill’s code in

memory

Private page tables
Shadow Page Tables (SPT) )
. AOOAA OACEITCj!-%$qQ7r | O(.
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Memory hiding strategies

Private page tables (private CR3)
Quite easilybypassabldgvia use custom PTES)

Could be made harder to bypass (page permutations)
Shadow Page Tables

popular method for memory virtualization (all current
VMMs use this method)

SPT can be detected via performance impact
Nested Paging (AMD)/Extended Page Tables (Intel)

negligible performance impact
requires new hardware (not available in shops now)
challenge: cheat about the amount of availalnieem
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So is Blue Pill really 100% undetectable?

- AT U DAI Bl A Al AEi AA OEA
8ET xAOAO OEAU 111U DPOAO.
detectvirtualization not the specific malware!
BTW, All the presented methods were based on tricks
and hacks that were highly implementation specific
(e.g. processor model specific)

Wrong assumption was made:

If OS is executing inside (h/w) \1we detected
thuahzaﬂpn based malware
) O6 O EEA AOOOI ET ¢ OEAO

networking |s abotnet agent!
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