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Á)ÎÖÉÓÉÂÌÅ 4ÈÉÎÇÓ ,ÁÂȭÓ founder/CEO
Á ITL focuses on OS security research:

ÁËÅÒÎÅÌ ÉÎÆÅÃÔÉÏÎÓȟ ÁÄÖÁÎÃÅÄ ÍÁÌ×ÁÒÅȟ ÅÆÆÅÃÔÉÖÅÎÅÓÓ ÏÆ /3ȭÓ 
anti-malware mechanisms, virtualization security issues

ÁRight now working with Phoenix Technologies, 
researching security of effective thin hypervisor 
implementations

Á ITL also does trainings and consultations:

ÁȰ5ÎÄÅÒÓÔÁÎÄÉÎÇ 3ÔÅÁÌÔÈ -ÁÌ×ÁÒÅȱ ÃÌÁÓÓ ɉ"( 6ÅÇÁÓɊ

ÁFounded in April 2007; currently 2 people and growing :)
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ÁVirtualization -based rootkits
ÁWhat is so special about them?

ÁFacts & myths about virtualization rootkits

ÁHow real is this threat today?
ÁVMs as Security  Boundaries
ÁIsolation provided by VMMs?

ÁVMMs vs. Microkernel-based OSes
ÁNested Virtualization
ÁWhat are the security implications?

ÁWhat are the positive applications?
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S/W based (x86)
Á 2ÅÑÕÉÒÅÓ ȬÅÍÕÌÁÔÉÏÎȭ ÏÆ ÇÕÅÓÔȭÓ 

privileged code

Á can be implemented very 
efficiently: Binary Translation

Á Does not allow full virtualization

Á sensitive unprivileged 
instructions (SxDT)

Á Widely used today
Á VMWareWorkstation 6

H/W virtualization
Á VT-x (Intel x86/x64)
Á SVM/Pacifica (AMD x64)
Á $ÏÅÓ ÎÏÔ ÒÅÑÕÉÒÅ ÇÕÅÓÔȭÓ priv

code emulation
Á Should allow for full 

virtualization of x86/x64 guests
Á Still not very popular in 

commercial VMMs
Á XEN3, Virtual PC 2007
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Full VMMs
Á Create full system abstraction 

and isolation for guest,
Á Emulation of I/O devices

ÁDisks, network cards, 
ÇÒÁÐÈÉÃÓ ÃÁÒÄÓȟ ")/3ȣ

Á Trivial to detect,
Á Usage: 

Á server virtualization,

Ámalware analysis,

ÁDevelopment systems 

Ȱ4ÈÉÎ ÈÙÐÅÒÖÉÓÏÒÓȱ
Á Transparently control the target 

machine
Á Based on hardware virtualization 

(SVM, VT-x)
Á Isolation might not be a goal!

Á native I/O access

ÁShared address space with 
guest (sometimes)

Á Very hard to detect
Á Usage:

Á stealth malware

ÁAnti-DRM
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ÁOriginally developed for COSEINC by yours truly,
ÁPresented at Black Hat 2006 in Las Vegas,

ÁAlso Dino Dai Zovipresented his Vitriol, which was 
similar, but worked for Intel VT-x

ÁCOSEINC owns the original Blue Pill code,
ÁMay 2007 ɀwe designed and wrote from scratch the 

New Blue Pill (NBP)

ÁAlex Tereshkinwrote most of the code
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Á Exploit AMD64 SVM 
extensions to move the 
operating system into the 
ÖÉÒÔÕÁÌ ÍÁÃÈÉÎÅ ɉÄÏ ÉÔ ȬÏÎ-
the-ÆÌÙȭɊ

Á Provide thin hypervisor to 
control the OS

Á Hypervisor is responsible 
for controlling 
ȰÉÎÔÅÒÅÓÔÉÎÇȱ ÅÖÅÎÔÓ ÉÎÓÉÄÅ 
guest OS
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ÁBP installs itself on the fly
ÁThus, no modifications to BIOS, boot sector or 

system files are necessary,
ÁBP does not survive system reboot

Á4ÅÃÈÎÉÑÕÅÓ ÆÏÒ ȰÒÅÓÔÁÒÔ ÓÕÒÖÉÖÉÎÇȱ ÁÒÅ ÏÒÔÈÏÇÏÎÁÌ ÔÏ 
Ȱ"0 ÔÅÃÈÎÏÌÏÇÙȱ ɀe.g. BIOS infection

ÁBP, like any other malware, can be made persistent, 
but this is out of the scope of this presentation

ÁIn many cases this is not needed, BTW
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ÁBP and New BP are thin VMMs,
ÁThey do not virtualize I/O devices!

ÁIf your 3D graphics card worked before BP 
installation, it will still work with the same 
performance!

ÁBluepilledsystems see the very same hardware as 
they saw before BP installation ɀh/w fingerprinting 
can not be used to detect BP
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ÁOriginal Blue Pill ÄÉÄÎȭÔ ÖÉÒÔÕÁÌÉÚÅ ÍÅÍÏÒÙ!
ÁThe assumption was that the opponent (e.g. an A/V 
ÃÏÍÐÁÎÙɊ ÄÏÅÓÎȭÔ ÈÁÖÅ ÁÃÃÅÓÓ ÔÏ "ÌÕÅ 0ÉÌÌ ÃÏÄÅȟ 
because BP is used in targetedattacks:

ÁÅȢÇȢ ×Å ÇÅÎÅÒÁÔÅ Á ÐÏÌÙÍÏÒÐÈÉÃ ÖÅÒÓÉÏÎ ÏÆ ȰÂÌÕÅ ÐÉÌÌȱ 
malware separately for each infection

Áalso ɀwe do not publish polymorphic generator, so 
ÔÈÁÔ ÉÔȭÓ ÎÏÔ ÐÏÓÓÉÂÌÅ ÔÏ ÁÎÁÌÙÚÅ ÉÔ

Áplus we make sure to encrypt the VMRUN instruction 
after resuming the guest.
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ÁWithout having a code sample one could find BP in 
memory only using heuristics, e.g.:

ÁCode emulation (i.e. emulate code on each physical 
ÐÁÇÅ ÁÎÄ ÆÉÎÄ ÏÕÔ ×ÈÅÔÈÅÒ ÉÔ ȰÌÏÏËÓ ÌÉËÅȱ Á ÈÙÐÅÒÖÉÓÏÒȢ  

ÁBetter: whether it looks like malicious hypervisor?

Á)ÔȭÓ ÔÒÉÖÉÁÌ ÔÏ ÄÅÆÅÁÔ ÔÈÏÓÅ ÄÅÔÅÃÔÉÏÎ ÍÅÔÈÏÄÓ ÂÙ 
ÕÓÉÎÇ ȰÃÌÁÓÓÉÃȱ ÃÏÄÅ ÏÂÆÕÓÃÁÔÉÏÎ ÔÅÃÈÎÉÑÕÅÓȣ
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Á)Æ ×Å ÃÏÕÌÄ ÕÓÅ ȰÃÌÁÓÓÉÃ ÃÏÄÅ ÏÂÆÕÓÃÁÔÉÏÎȱ ÔÏ ÁÖÏÉÄ 
detection, why bother with virtualization? 

ÁWhy not use classic kernel rootkits?
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ÁSo what so special about Blue Pill?
ÁThat it ÄÏÅÓÎȭÔ ÈÏÏË ÅÖÅÎ Á ÓÉÎÇÌÅ ÂÙÔÅ!
ÁOther rootkits need to hook something in the 

system code or at least in OS data sections...

Áthus we canalways detect them (although this is very 
hard to do in a generic way)

ÁBP is an example of type III malware...

14(c) Invisible Things Lab, 2007



Hooking 
places
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Hooking places (only 
data sections are 
hooked this time)
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No Hooks!
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Á Imagine a complete kernel 
integrity scanner,

ÁSomething like Patch Guard 
or SVV, but complete!

Á Such scanner would be able to 
detect any type I and type II 
kernel ÉÎÆÅÃÔÉÏÎÓȣ

ÁWe also assume a reliable 
memory acquisition used

Á In other words ɀthe Holy Grail of 
rootkit hunters!

Á But it still will not be able to 
detect Type III infections!
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Á.Ï× ÌÅÔȭÓ ÃÏÎÓÉÄÅÒ ÕÓÉÎÇ "0 ÆÏÒ ȰÍÁÓÓÉÖÅ ÁÔÔÁÃËÓȱ ɉÉÎ 
contrast to targeted attacks) 

Á&ÏÒ ÔÁÒÇÅÔÅÄ ÁÔÔÁÃËÓ ×Å ÄÏÎȭÔ ÎÅÅÄ ÍÅÍÏÒÙ ÈÉÄÉÎÇȦ 

ÁWe could use the several strategies for hiding its 
ÃÏÄÅ ÉÎ ÍÅÍÏÒÙȣ
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ÁPrivate page tables
ÁShadow Page Tables (SPT)
Á.ÅÓÔÅÄ 0ÁÇÉÎÇɉ!-$ɊȾ ɉȰ(ÁÒÄ×ÁÒÅ 304ȱɊ
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ÁPrivate page tables (private CR3)
ÁQuite easily bypassable(via use custom PTEs)

ÁCould be made harder to bypass (page permutations)
ÁShadow Page Tables
Ápopular method for memory virtualization (all current 

VMMs use this method)

ÁSPT can be detected via performance impact
ÁNested Paging (AMD)/Extended Page Tables (Intel)
Ánegligible performance impact

Árequires new hardware (not available in shops now)

Áchallenge: cheat about the amount of available mem
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Á-ÁÎÙ ÐÅÏÐÌÅ ÃÌÁÉÍÅÄ ÔÈÅÙ ÃÁÎ ÄÅÔÅÃÔ "ÌÕÅ 0ÉÌÌȣ
ÁȣÈÏ×ÅÖÅÒ ÔÈÅÙ ÏÎÌÙ ÐÒÅÓÅÎÔÅÄ ÓÏ ÆÁÒ ÍÅÔÈÏÄÓ ÔÏ 

detect virtualization, not the specific malware!
ÁBTW, All the presented methods were based on tricks 

and hacks that were highly implementation specific 
(e.g. processor model specific)

ÁWrong assumption was made:

ÁIf OS is executing inside (h/w) VM Č we detected 
virtualization based malware

Á)ÔȭÓ ÌÉËÅ ÁÓÓÕÍÉÎÇ ÔÈÁÔ ÅÁÃÈ ÐÒÏÇÒÁÍ ÔÈÁÔ ÕÓÅÓ 
networking is a botnet agent!
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