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Preface

Vulnerabilities have increased sin2807. Vulnerability researchers find it
difficult to get the source code of tkeftware. Reverse engineering is one of
the effective methods to analyze biea for identifying vulnerabilities.

The book first discusses the ass@mlanguage. The chapter not only
provides the fundamentals of assemlalgguage. It also discusses about the
various calling conventions and data constructs.

Since the programs are tightly couplavith the operating system, the
second chapter discusses the fundadelenof operating system, about
concepts of processes, threadsgnsentation, context switching and the
methods that can be used for synchzation between threads. Vista provides
various security features such as ASlaRd pointer encoding which provides
inherent protection against the vulnelidibs. The chapter also provides the
details of new cryptographic API's in detalil.

In chapter 3, PE file format, the executable and linking file format are
discussed.

Chapter 4 discusses various vulneiigibgd such as buffer overflow, format
string vulnerability, SEH exception handler, Stack overflow, Off-by-One
vulnerability, and Integer Overflow. Thehapter first discusses the details of
these vulnerabilities, using assemhlgde, The chapter also discusses the
analysis of exploits fothese vulnerabilities.

The last chapter focuses on the fundamentals of reverse engineering. It
discusses the linear sweep disassembbdeyrsive disassembler, and various
evasion techniques which can be used by the disassembler. The detection of
hardware break point, software bregbint and the detection of virtual
machine are also presented. The chapbtmcludes with the methods, which
can be used to find the manual entrynpof the executable and import table
reconstruction.

The concepts discussed in the bookdarpractical use and the exploits are
from the real world exploits. Althoughdhbook has been designed for those
who practice information security, itan also be used for advanced
information security level courses. Timstructors can feel free to contact.

Abhishek Singh
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¥include<stdio.h>
#include<string. h>

int add_int{int al, int a2){
int &

C=
retu

al + a2;

I c.;

vold main(){
add_int(10,20);

}

">

E1P

al

a2

, &

£S5

89ES

51

E9 8168
43
Cva43C
75 F&
57

SB7D 82
8370 ac
8970 FC
8B45 FC
SF

co

c3

&R B8R
ES DIFF!
83C4 B8

cs

|
BEEE
SASAFA

FFFF

Return address to C code

Values of al and a2

PUSH EBP
MOY EBP, ESF
PUSH ECX
NDU EDX 1

NOU DwORD PTR 55: [ESP+ECX*4] FFFRASASA
JNZ SHORT testchar.88481200
PUSH EDI

MOV EDI,DWORD PTR SS5:[EBP+21]
ADD EDI,DWORD PTR SS:[EBP+C]
MOU DWORD PTR S5S:[EBP-41,EDI
MOV ERX,DWORD PTR 5S:[EBP-41]
POP EDI

LERVE

RETN

PUSH EEBP

MOY EEP,ESP

PUSH 14

PUSH B8R

CALL testchar._mul

ADD ESP, 2

LERVE

RETN
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FUSH_EBP
MOU EEP,ESP
PUSH_ECX
MOY ECX, 1
DEC ECX

Al MOY DWORD PTR SS:[ESP+ECK#41,

JNZ SHORT testchar.88481200
PUSH ESI

PUSH EDI

MoV EDI,DWORD PTR SS5:[EBP+8]
MOV ESI,DWORD PTR SS:L[EEP+C]
ADD EDI,DWORD PTR DS:(CESI]
MOU DWORD PTR SS:[EBP-41,EDI
ggg Eg?.DMDHD PTR SS: (EEP-41

POP ESI
LEAVE
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03

(&

Finclude<stdio. h>
Finclude<string . h>

int d= 10;

int mul_int{int al, int a2){
inE c;
c = al *® (a2) = d;
return c;

void maind){
int b = 10;
int c = 20:

mul_inti{b.c):

b

6 D>2

-666 <</

ruUon cwn

PUSH EAX
MOY ECK,2
DEC ECX
MOU DWORD PTR SS.[ESP+ECX#4] FFFASASA
JNZ SHORT testchar.B8@4@
MOV DWORD PTR SS:[EEFP-41, Bﬂ
MOY DWORD PTR SS: [EBP—BJ 14
PUSH DWORD PTR SS5:[EBP-8
EH?H DNDRDIPTR SSl[EBP—4]
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int basemember 1
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