push edi

call sub_314623

test cax, eax

3z ahort loc_31306D

cEp [vaﬂlv_ol: ebx

inz short loc_313066

Bov ecax, [ebpevar_70)

cmp eax, [ebpevar_g4)

b short loc_313066

sub eax, [ebpevar_g4)

push esi

push esl

push cax

push edi

mOV [ebpearg 0], eax

call sub_31486x

tast eax, eax

3z short loc_31306D

push esl

lea eax, [ebpearg_0)
® ot push cax

OV esi, 1DOh

push esi

push [ebprarg 4]

push edl

call sub_ 314623

test cax, eax

3z abort loc_31306D

cup lebwuv_sl, esi

3z short loc_31308F

Malware Analysis
CSCI 4976 - Fall 201 e
Branden Clark =

9
call

I=p

lec_31307D:
call

v
»
,

0Dh
sub_314118

.
-

.

sub_3140F3

eax, eax

short loc_31307D
sub_3140F3

short loc_31308C

sub_3140F3

CODE XREF: sub 312FDS
sud_312FD8+SS

CODE XREF: sub_312FD8
sub_312FD8+49

CODE XREF: sub 312FD8

RPISEC - 08/29/2014

ard
or

Meeting Title
loc_31308C:

eax, OFIFIR
eax, 50070000

3
-

[ebpevar 4), eax

1

CODE XREF: sub 312FD8



push edi

call  sub_314623

test cax, eax

Jz ahort loc_31306D
cEp [ebp+arg 0], ebx

°
jnz short loc_313066
ve rV] eW eax, [ebpevar_70)
eax, [ebpevar_84)

BOvV
cup

b short loc_313066
sub eax, [ecbpevar_84)
push esi

Pash €31

push eax

* Your malware analysis VM -

call sub_ 314862
teast eax, eax

 Static Analysis et

lea eax, [ebpearg_0]
push eax
BOV esi, 1D0Oh

e Dynamic Analysis = I

push [ebprarg_4])

push edl
call  sub_314623
test cax, eax
Jz short loc_31306D
cup [ebp+arg 0], esi
3z short loc_31308F
loc_313066: ; CODE XREF: sub 312rp$
s sSud 312FD8+ES
push 0Dh

call sub_ 314118

lec_31306D: : CODE XREF: sub 312FD8
; sub 312FD8+49
call sub_ 3140F3
test SAX, eAx
1 short loc_31307D
call sub_3140F3
= short loc_31308C

lec_31307D: ¢ CODE XREF: sub 312FD8
call  sub_3140F3
ard ®ax, UFFFIR
or eax, £0070000h
RPISEC - 08/29/2014 Meeting Title 2
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oV [ebpevar 4), eax



sub_ 314623

Virtual Machines

 What is a virtual machine?
-Simply, a computer in your computer
-Really, a segregated virtual

""""

environment that emulates reat““" )

hardware .-

loc_31306

-There are different types/methods that we’ll

discuss later wac, 325585

sub_3140F3
loc_31307D

sub_3140F3
loc_31308C

lec_31307D:

RPISEC - 08/29/2014 Meeting Title



sub_314623

Virtual Machines : =5
« Why are we using a virtual machlmm

-Safety, reliability, consistency, it’s easy f

-Keep the malware in a contained env1ronment
-Snapshots -
«Completely 100% revert the VM to an earller stat@

+arg_0], esi
loc_31308F
oIf things go bad, no one cares
loc_313066:
:u$_3:«:15
loc_31306D:
sub_ 3140F3
= .igc_lllbﬁt
sub 3140F3
loc_31308C
lec_31307D:
sub 3140F3
RPISEC - 08/29/2014 Meeting Title
lec_31308C:

[ebpevar 4], eax



all sub_ 314623
test cax, eax

z loc_31306€D

® (] = [ebp+arg_0], ebx

nz . loc 313066

Virtual Machines
s eax, l pevar 86]

. (el

loc_31306&6
svar 4]

edi
[ebpearg 0], eax

e What’s in mine?

-Free Microsoft IE testing VM license -, ===

ax, | ~arg 0)

- Lots of free tools all pre-setup for you (C”\tools)
-Common ones are linked on the desktoup””

home d.lr loc 3 JDE!’

loc_313066:

«debuggers, disassemblers, analyzers gmpackers

compilers... the list goes on e

«You’ll know them all soon enoughmii

sub_3140F3
loc_31308C

lec_31307D:

sub_3140F3

RPISEC - 08/29/2014 Meeting Title

loc_31308C:

[ebp+var 4], eax



puash edl
call sub_314623
test cax, eax
iz t loc_31306D
° cup [ebp+arg_0], ebx
nz ashort loc_313066
Ve rV] eW ROV eax, [ebpevar_70)
cEp eax, [ebpevar_84)
1b ashort loc_313066
sub cax, [ecbpevar 84)
push esi
pash €31
. push eax
push edi
* Your malware analysis VM S S
call aub_31436A
tast eax, eax
Jz short loc_31306D
push LES
lea eax, [ebpearg 0]
push cax
L4 g ROV esi, 1DOh
e Dynamic Analysis
push [ebprarg_4]
push edl
call sub_314623
test cax, eax
3z loc_31306D
cap [ebp+arg_0], esi
)z short loc_31308F
loc_313066:
push Dh
call sub 314118
lec_31306D: ;s CODE XREF: sub 312FD§
;s sub 3J12FD8+49
call sub_ 3140F3
test 84X, ®aAx
1"} short loc_31307D
call sub 3140F3
=p loc_31308C
lec_31307D: CODE XREF: sub 312FD§
call sub 3140F3
and eax, OFITIh
or eax, 5007 1
RPISEC - 08/29/2014 Meeting Title
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BV [ebpevar 4), eax



Static Analysis

* Analyzing a sample without executmg any
code :

» >afe(r) : E7
Infer functionality -

» Provides good pointers to guide dyﬁamm B
and advanced analysis i

e Lots of tools involved! =

lec_31307D:

RPISEC - 08/29/2014 Meeting Title



push edi

call  sub_314623

test eax, eax
)z ‘ t loc_31306D
° ° cEp [ebp+arg_0], ebx
jnz ahort loc_313066
a ] C n a S] S ROV ecax, [ebpevar_ 70)
CEp eax, [ebpevar_g4)
ib short loc_313066
sub cax, [cbpevar 84)
push esi
pash €31
N . push cax
s -y
o Can be an easy way to find signatures.
all sub 314363
test eax, eax

eax, [ebpearg 0]

cax

-URLs, filenames, registry keys - =

e21, 1DOh

push es1

push [ebprarg_4)
push edl)
call sub_ 314623
test cax, eax
g loc_31306D
cap [ebp+arg 0], esi
iz short loc_31308F

loc_313066: $12F0
call sub 314118

lec_31306D: ) 312F0
call sub_3140F3
tast SAX, oAX
3¢ short loc_31307D
call sub 3140F3

P loc_31308C

lec_31307D: ; CODE XREF: sub 312FDé
call sub 3140F3
and eax, 134411
. eax. 50070000

RPISEC - 08/29/2014 Meeting Title
lcc_31308C: ; CODE XREF: sub 312FD8

DOV [ebp+var 4], eax



sub_314623

nz loc_313066
= eax, [ebpevar_84)
! o 30€

° ' . Cax
pus edi
e VM time! v (ebpearg 0], esx
'] gub 314363
Ltast oax

If your VM isn’t working,

Just jot down the tools and.the process
We’ll resolve any issues and review-at: ofﬁce B

lec_31306D:

hours!

loc_]:]?“t
sub_3140F3
loc_31308C

lec_31307D:

RPISEC - 08/29/2014 Meeting Title : | 9
loc_31308C: : CODE XREF: sub 312FT



push edl
call sub_ 314623
test cax, eax
Jz ahort loc_31306D
PY cup [ebp+arg 0], ebx
nz short loc_313066
Overview S o
cup eax, [ebpevar_£4)
b short loc_313066
sub eax, [ebpevar_g4)
push esi
pash €31
. push eax
° push edi
Your malware analysis VM = e,
call sub_31486A
tast tax, eax
d hd 1z short loc_31306D
e Static Analysis
lea eax, [ebpearg 0]
push eax
© © OV esi, 1DOh
e Dynamic Analysis
push [ebprarg_4)
push edl
call sub_ 314623
test cax, eax
Jz short loc_31306D
cap [ebp+arg 0], esi
Iz ahort loc_31308F
loc_313066: ; CODE XREF: sub 312rpg
s sud 312FD8+5S5
push 0Dh e
call sub 314118
lec_31306D: ;s CODE XREF: sub 312FD§
; sud 312FD8+49
call sub_ 3140F3
test GAXx, eax
39 short loc_31307D
call sub_3140F3
= shore loc-SISOeC
lec_31307D: ;s CODE XREF: sub 312FD¢
call sub_ 3140F3
and eax, UFFFIR
or eax, £0070000h
RPISEC - 08/29/2014 Meeting Title 10
icc_31308C: ; CODE XREF: sub 312FD8
oV [ebpevar 4), eax



Dynamic Analysis e

e Analyze what happens when the sample is
executed -~

o Are files made, processes created

’Q'Q

websites contacted files downloaded/

+arg_0)

executed, etc > i
o Shows you the effect the malware has on~
the system/network e 130 -

lec_31307D:

RPISEC - 08/29/2014 Meeting Title ' 11
icc_31308C: * CODE XREF: sub 312FT



sub_314623

nz loc_313066
= eax, [ebpevar_84)
! o €

° ' . Cax
pus edi
e VM time! v (ebpearg 0], esx
'] gub 314363
Ltast oax

86
oc 306D
{ebp+ 0]
[ebprarg_4)
ub 314623

If your VM isn’t working,

Just jot down the tools and.the process .
We’ll resolve any issues and review-at: ofﬁce B

lec_31306D:

hours!

loc_]:]?“t
sub_3140F3
loc_31308C

lec_31307D:

RPISEC - 08/29/2014 Meeting Title : v 12
loc_31308C: : CODE XREF: sub 313FT



push edi

all  sub_314623

est cax, eax
loc_31306D

= [ebpearg 0], ebx
R loc_313066
Lab > S
‘w1 fAX (n'. g"’dx_e‘l

loc_3130&6
eax, [cbpevar £4)

e Friday 09/04, same place samézitif.?i

o Problems will be similar to those ydtj Saw

today

[ebprarg_4)

o Must answer a few questions abonz:rt“each

loc_31306D
by 01

sample g

loc_313066

<c_31306D:

-See the PMA Chapter Labs for examples

:ub_314053

loc_31!37£
sub 3140F3
loc_31308C

lec_31307D:
sub_3140F3

RPISEC - 08/29/2014 Meeting Title
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edl
all sub_314623
test cax, eax

Additional Material = ZE5

eax, [ebpevar_ 70)
eax, [ebpevar_84)

¢ loc_313066
rax, [ebpevar £84)
esi

Related Readings:

Practical Malware Analysis . = o
» Chapter 1. Basic Static Analysis o e
o Chapter 2. Malware Analysis in Virtual Machmes

« Chapter 3. Basic Dynamic Analysis ?;’;i_' 'ub :‘:2:'
The chapter outlines make a great reféréiﬁié:ar

sub 314118
lec_31306D:
sub_ 3140F3
rt loc_31307D
sub 3140F3
loc_31308C

lec_31307D:

sub_3140F3
cax

.....

Malware - 09/01/2015 Introduction
() IREE icc_31308C:

; CODE XREF: sub 313FD8
[ebp+var 4], eax
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References

puash

call
test

Jz

1inz

push

edl
sub_314623
cax, eax

t loc_31306D
[ebp+arg_0], ebx
ahort loc_313066
ecax, [ebpevar_70)
eax, [ebpevar_84)
short loc_313066
ecax, [cbpevar 84)
esi

puash
;.-uah

e31
ecax

1. Sikorski, Michael, and Andrew Honig. Practical Malware Analysis the
Hands-on Guide to Dissecting Malicious Software. San Fran‘g:fsq‘c No

Starch, 2012. Print.

short loc_3130&D

,_nh LES
lea eax, [ebpearg 0]
push cax
ROV esi, 1D0Oh
push esl
push [ebprarg_4])
push edl
call sub_314623
test cax, eax
b t loc_31306D
cap [ebp+arg_0], esi
)z short loc_31308F
loc_313066: CODE XREF: sub 312rp¢
sud 312FD8+5S
puash Oh
call sub_ 314118
lec_31306D: CODE XREF: sub 312FD6
sub 3J12FD8+49
call sub_ 3140F3
tast 84X, ®aAx
39 t loc_31307D
call sub 3140F3
= t loc_31308C
lec_31307D: o XREF: sub 312FD¢
call sub 3140F3
and eax, OFITEh
or eax, 50070000h
Malware - 09/08/2015 Advanced Static Analysis 15
lcc_31308C: 2 oK XREF: sub 312FD8
BV [ebp+var 4), eax



