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Advanced Rersistent Threats: A
Symantec Ferspective

Chief Information Security Officers (CISO or CSO) or Directors of
Information Security looking to separate gpe from reality to undergand
how to defend themselves againsAdvanced Rersistent Threats and
other targeted attacks.






WHITE RPER: CUTING THROUGH THE HYPE

Advanced Fersistent Threats: A Symantec Perspective
Preparing the Right Deénse for the New Threat Landscape
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Introduction

Today we are seeing tageted o/ber attacks on oganizations grow progressively more sopHhisated, more serious, and more extensivén the
mid-2000s, the Oblack hatO commugyievolved from adolescent hadrs bent on mahem to oganized crime netorks, fueling highly
profitable identity theft schemes with massive loads of personal data haeged from corporate and government naetvorks. More recently,
changes in IT infragructure and usage models, including mobili, cloud computing, and virtualizationhave dissolved traditional enterprise
security perimeters, creating a "taget-rich" environment for hackers. But perhaps the mast significant new element in the threat landscape is

the ememence of highly tageted, longterm, international espionage and sabtage campaigns by coverttate actors.

These longterm, state-sponsored campaigns are sometimes known as Aahced Rersistent Threats (AHS). The term has become a baword
used and misusedyy the media, and by some technolggvendors. While AFs do represent a real danger in todgOs world, it is important to
understand how they figure within a lager context. Only by separating realtfrom hype and seeing how AR relate to the broader field of

targeted attack methods and techniques will @anizations be able to sadguard their information and operations in the coming decade.

What is an APT?
An AFT is a ype of taigeted attack. Brgeted attacks use a wideariety of techniques, including drive-by downloads, Micsoft SQL injection,
malware, spyvare, phishing, and spam, to name jusa few. AFs can and ofen do use mary of these same techniques. An ARisalways a

targeted attack, but a tageted attack isnot necessarilyan APT.
APTs are different from ather targeted attacks in the 6llowing ways:

¥ Customiz ed attacks NIn addition to more common attack methods, AFs often use highly cusomized tools and intrusion techniques,
developed specifically ér the campaign. These tools includeezo-day vulnerability exploits, viruses, worms, and ragits. In addition, APTs
often launch multiple threats or Okill chainsO simultaneously to breach theirgets and ensure ongoing access to tgeted sysems,
sometimes including a "sacrificial" threat to trick the taget into thinking the attack has been successfully repelled.

¥ Low and slowNAPT attacks occur over long periods of time during which the attaeks move slowly and quietly to eoid detection. In
contrast to the Osmash and grabO tactics of matargeted attacks launched by moreypical cybercriminals, the goal of the AR is to day
undetected by moving Olow and slowO with continuous monitoring and interaction until the atterskachieve their defined objectives.

¥ Higher aspirations NUnlik e the fag-money schemes ypical of more common tageted attacks, AFs are designed to satisf the
requirements of international espionage and/or sabiage, usually involving covert $ate actors. The objective of an APmay include
military, political, or economic intelligence gathering, confidential data or trade secret threat, disrtipn of operations, or even
dedgtruction of equipment.: The grougs behind ARASs are well funded and &ffed; they may operate with the support of militay or date
intelligence.

¥ Specific tar getsNWhile nearly any large omganization passessing intellectual propery or valuable cugomer information is suscepible to
targeted attacks, AHs are aimed at a much smaller range of tgets. Widely reported AP attacks hare been launched at government
agencies and facilities, degnse contractors, and manufacturers of products that are highly competitive on global matk. In addition,
APTs may attack vendor or partner oganizations that do business with their primay targets. But government-related aganizations and
manufacturers are nd the only targets. Ordinaly companies with aluable technology or intellectual property are now being tageted by
nation-states. With the globalization of world economies, national secuyitand economic securig have corverged? Moreover,
organizations that maintain and operate vital national infragucture are also likely targets. Symantec.cloud? security, which allows the

1-Joel Brenner, OThe Calm Bek the Storm,O &reign Policy, Segember 6, 2011
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amalgamation of tageted attack data acr@s multiple oganizations, reports that only 1 in 25 of its cusomer organizations has been

targeted. The met targeted indudries are minerals and fuel (1 in 8),dllowed by transportation and utilities, telecommunications, and

engineering?

How relevant are APTs?
It should now be evident that although nbevery organization is a lilely target of an AR, they are a real and serious threat to some

organizations. Additionally, aly organization can benefit from better underganding of APTs, because AR techniques are lilely to be adoped
over time by maingream hackers and g/bercriminals. Finally, since agyione could be the object of a tayeted attackNand APTs are examples
of highly adwanced, longterm, and lamge-scale tageted attacksNif you have a better undersanding of APTs, you can better deénd your

organization againg targeted threats of ary kind.

How do APT attacks work?
APT attacks are carefully planned and meticulously exuted. They ypically break down into éur phases: incursion, discover, capure, and

exfiltration. In each phase a ariety of techniques ma be used, as described below.

Phase 1: Incursion

In targeted attacks, haclers typically break into the oganization's network using social engineering, @ro-day vulnerabilities, SQL injection,
targeted malware, or ther methods. These methods are also used in A& often in concert. The main diférence is that while common
targeted attacks use short-term, Osmash and grabO methodsT ARursions are designed to @ablish a beach head from which to launch

covert operations over an extended period of time. Other charactelitss of APT incursions include the éllowing:

¥ ReconnaissanceNAPT attacks ofen employ lage numbers of researchers who maspend months sudying their targets and making
themselves familiar with taget sysems, processes, and people, including partners and vendors. dnfnation may be gathered bt¢h online

and using corventional suiveillance methods. In the case of the Stuxnet attack onganizations believed to be operating Iranian nuclear

3-Martin Lee, ORepeattacks Betray Attackers' Mativations,O $mantec, July 13, 2011



facilities, the attack team pssessed expertise in the design of the programmable logic controllers () used ér uranium enrichment
that were targeted in the attack:

¥ Social engineering Nincursion is often accomplished through the use of social engineering techniques, such as inducing unsuspecting
employees to click on links or open attachments that appear to come from tites partners or colleagues. Unli& the typical phishing
attack, such techniques are d&n fed by in defth research on the taget organization. In one case, a small number of human resource
employees were tageted using an apparently innocuous attachment, a spreadsheet on hiring needs that appeared to come from a job
listing website. In the case of Hydraq, tageted users were led to a picture-tating website where they were infcted via a drive-by-
download.

¥ Zero-day vulnerabilities NZero-day vulnerabilities are securiy loopholes that are unknown to the safvare developer and mg therefore
be exploited by attaclers before the developer can provide a patch or fix. As a result, the ¢gt organization has ero days to prepare; it is
caught off-guard. Since it tales significant time and efért to discover zro-day vulnerabilities, only the met sophisticated attacker
organizations are lilely to take advantage of them. ARs often use one ero-day vulnerability to breach the taget, switch to a second and
then a third as each point of attack is eventually fed. This was the case with Hydrag. The Stuxnet attack wasegional in that four
separate 2ro-day vulnerabilities were exploited simultaneously.

¥ Manual operations NCommon or massive attacks employ automation to maximéztheir reach. OSpsaand prayO phishing scams use
automated spam to hit thousands of users in hopes that a certain percentage will click on a link or attachment andgggthe incursion.
On the dher hand, while AHs may deploy spam, more dén they target distinct individual systems and the incursion process is tightly

focusedNnot the automated process used in non-APattacks.

4-Nicolas Ralliere, OExploring StuxnetOs @linfection Process,Oy8nantec, Sepiember 22, 2010



Phase 2: Discovey

Once inside, the attackr maps out the oganization's sysems and automatically scansdr confidential data or, in the case of some AR,
operational ingructions and functionality. Discovey may include unpraected data and netvorks as well as sdfwvare and hardware
vulnerabilities, expased credentials, and pathwgis to additional resources or access points. Here again, where shtargeted attacks are

opportunistic, APT attacks are more methodical and go to extraordingiengths to avoid detection.

¥ Multiple vectors NAs with incursion, APTs tend to use multiple discovey techniques in combination. Once malware is present on $to
sysems, additional tools can be downloaded as neededrfthe purpase of exploring sofware, hardware, and nework vulnerabilities.

¥ Run silent, run deep NSince the goal of the AH is to remain inside the oganization and hawves information over the longterm,
discovely processes are designed tovaid detection at all cast. Hydraq (also known as the Aurora or Google attacks) used a number of
obfuscation techniques to leep itself hidden inside victim oganizations. Specifically, it used spaghetti code, a technique used to mak
analysis and detection of the malware more difficult.

¥ Research and analysisNDiscovery efforts are accompanied by research and analysis oaund sysems and data, including neivork

topology, user IDs, passwords, and so on.

When an AF is detected, the firs question asked is: How long has it been there? Neo with the typical targeted attack; if account numbers
have been solen it is not difficult to date the breach and assess the damage. With A&, however, it mg be next to impasible to determine
just when the attack took place. Victims maneed to comb through log files or even disge of equipment because the incursion and

discovery phases hae been so well hidden.



In some cases, the APkill-chain may be quite easy to find. But appearances can be dedif. The obvious kill-chain mg be intentionally

launched to digract the victim while the perpetrators proceed undetected to their actual objectives.

Phase 3: Capure

In the capture phase, expsed data sored on unprdaected sydems is immediately accessed. In addition, rdkits may be surrepitiously
installed on targeted sysems and netvork access points to capure data and ingructions as they flow through the oganization. In the case
of Duqu, which seems to be the precursor to a future, Stuxnet-dlattack, its sole purpse was to gather intelligence, which could be used to
give attaclers the insight they need to mount future attacks. While Duqu was hwidespread, it is highly tageted, and its tagets include

suppliers to indudrial facilities.

¥ Long-term occupanc yNThe APT is designed to cafure information over an extended period. & example, a lage-scale gber spying
operation called GheatNet, discovered in March 2009, was able to infiltrate computer symms in 103 countries, including embassies,
foreign minigtries, and aher government offices, and the Dalai Lanis Tibetan exile centers in India, bndon, and New ®rk City s
According to a report by the Irdrmation Warfare Monitor, GhatNet began caguring data on May 22, 2007, and continued at leas
through March 12, 2009¢ On average, the amount of time that a hst was actively inected by an AF was 145 dgs, with the longe$
infection span being 660 dgs’

¥ Control NIn some cases, AFs entail the remde ignition or shutdown of automated sofware and hardware syems. As more and more
physical devices are controlled by embedded microprocessors, thetgotial for mayhem is high.In fact, Stuxnet went well beyond
stealing information. Its purpose was to reprogram indusial control systemsNcomputer programs used to manage indusial
environments such as power plants, oil refineries, and gas pipelines. Specifically, its goal was to manipulate thgsptal equipment

attached to specific indugrial control systems so the equipment acted in a manner programmed by the attask contrary to its intended

5-Harvey, Mile (March 29, 2009). "Chinese haaérs QOusing ghs network to control embassy cgmputersé". Thériles (London). Retrieved March 29, 2009.
6-Information Warfare Monitor, OTacking GhastNet: Investigating a Gyber Espionage Nevork,O March 29, 2009
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purpose. Command-and-control sarers may covertly seiz control of target sysems and even desoy them depending on the AP game

plan.

4. EXFILTRATION

Captured information is sent back
to attack team’s home base for
analysis and further exploitation
or fraud

Phase 4: Exfiltration
Once the intruders hae seizd control of target sygems, they mg proceed with the thef of intellectual property or aher confidential data.

¥ Data transmission NF ollowing command-and-control signals, haresed data may be sent back to the attack team home base either in
the clear (by Vb mail, for example) or wrapped in encypted packets or zipped files with password prtection. Hydraq used a number of
novel techniques br sending the $olen information back to home baseOne of these was the use ofdPt 443 as a primary channel br
upload of golen data. It also egablished connections that resembled an SSlely exchange dialogue, but did noresult in a fully
negotiated SSL channelLadly, it used private ciphers to encypt content as it left the victim organizations.

¥ Ongoing analysisNWhereas golen credit card numbers from a tageted attack are quickly packagedof sale, information captured by
APTs is oten studied at length for clues to drategic opportunities. Such data mg be subject to manual analysis by field experts to extract

trade secrets, anticipate competitive moves, and plan counter maneuvers.

What to do?

The hype surrounding ARs masks an underlying realigNthese threats are, in fact, a special case within the much broader cagery of
attacks targeted at specific oganizations of all kinds. As A continue to appear on the threat landscapeNand there is no reason to think
that they will notNwe expect to see the same techniques deployed byher cybercriminals. Moreover, the fact that AP are oten aimed at

stealing intellectual property suggegs new roles br cybercriminals as inbrmation brokers in indudrial espionage schemes.



The bes way to prepare br an AFT is to ensure you are well dehded agains targeted attacks in general. In fact, while the odds of an AP

affecting your oiganization may be relatively low, the chances that you nyabe the victim of a tageted attack are, unértunately, quite high.
Symantec offers rigorous securiyy assessments that can help uncover pential risks from targeted attacks.
Targeted Attack Assessment

¥ Are you concerned that your &y employees and eecutives might be a taget of IP thet?

¥ Do you wonder if ay of your key sysems have been compromised by malware?
Malicious Activit y Assessment

¥ Are you concerned about hidden imfctions?
¥ What are you currently doing to ensure that your ganization is nd infected?

¥ Do you want to better utiliz your ongoing monitoring?

Data Loss Risk Assessment

¥ Are you concerned that sensitive data is exiting your ngork via corporate and personal email accounts?
¥ Would you like to knowwhich sensitive files are vulnerable because they are accessible to eu@re?

¥ Do you hare a compliance initiative that mandates priecting sensitive payment card or personal data?
Vulnerabilit y Assessment

¥ Do you know which databases, seers, and netvork devices are vulnerable to haek attacks?
¥ Do you know which unmanaged devices pe a securiy risk to your critical sysems?

¥ Do you know which vulnerabilities should receive highepriority for remediation efforts?

To find out which type of assessment mads the mast sense br you, talk to a §mantec representative. @ learn more about ARFs from

Symantec, visit: http://go.symantec.com/apt

Research methodology

Symantec has etablished some of the mst comprehensive sources of Internet threat data in the world through theyBiantec? Global
Intelligence Netvork. More than 240,000 sensors in more than 200 countries and territories monitor attack actiyithrough a combination of
Symantec products and sevices, such as $mantec DeepSight® Threat Managementy&tem, Symantec® Managed Securiy Sewices,

Norton® consumer products, and additional third-party data sources. $mantec gathers malicious code intelligence from more than 133

million client, server, and gatewg sygems that have deployed its securig productss

SymantecOs disbuted honeypa network collects data from around the globe, capring previously unseen threats and attacks that provide
valuable insight into attacker methods. In addition, §mantec maintains one of the worldOs mstacomprehensive vulnerabiliy databases,
currently consiging of more than 40,000 recorded vulnerabilities (spanning more thanito decades) afécting more than 105,000
technologies from more than 14,000 vendors Symantec also facilitates the Bugfg mailing list, one of the mat popular forums for the
disclosure and discussion of vulnerabilities on the Internet, which has appxonately 24,000 subscribers who contribute, receive, and discuss

vulnerability research on a daily basis.

8-http://w ww.symantec.com/business/threatreport/topic.jsp?id=emea
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