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Motivation

« Software Is complex with a ecosystem of
dependencies

— Installation can cause other S/W to fail (e.g overwriting old
library versions)

— Uninstallation can cause S/W to fail (e.g removing critical
shared libraries)
* Interactions and dependencies between software are
difficult to understand

« We explore visualization as a tool for understanding
software dependencies

— SeeY.Wu, R.H.C. Yap and R. Ramnath, Comprehending
Module Dependencies and Sharing, ICSE 2010, to appear

Note: Dave’s talk — what is an application?



Examples of dependencies (1)

Binaries used by notepad

— c:\windows\apppatch\acgenral.dll
— c:\windows\system32\avgrsstx.dl|
— c:\windows\system32\imm32.dl

— c:\windows\system32\Ipk.dll

— c:\windows\system32\msacm32.dll
— c:\windows\system32\msctf.dll

— c:\windows\system32\msctfime.ime
— c:\windows\system32\shimeng.dll
— c:\windows\system32\usp10.dll

— c:\windows\system32\uxtheme.dll
— c:\windows\system32\winmm.dl

— c:\windows\system32\winspool.drv

— c:\windows\winsxs\x86 microsoft.windows.common-
controls_6595b64144ccfldf 6.0.2600.5512 x-ww_35d4ce83\comctl32.dlI



Examples of dependencies (2)

« Simple boot (only Windows installed)
— DLLs: 154
— EXEs: 10
— Drivers: 1
— Ime: 1
« Typical boot (Windows + applications)
— DLLs: 274
— EXEs: 15
— Telephony/Modem: 6
— Drivers: 3
— ActiveX: 2
—Ime: 1



What are binaries?

 EXE (executables) are considered binaries

* Other binary types are DLL (dynamic
linked libraries), OCX (ActiveX controls),
SYS (drivers) and CPL (control panel

applets), ...



Visualization Objectives

 Visualizing binaries used by a particular
executable

* Visualize any commonalities between
binaries

* Visualize dependencies between binaries



Visualization (1)

» Basic dependency graph
* Graph is too dense
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Revisiting processes (1)

* Process creation: Broken into many native calls.
* Very different from UNIX's fork+execve

* The user space Win32 API CreateProcess()
Open the EXE file (ZwCreateFile)

Create process object (ZwCreateProcess)
Create thread object (ZwCreateThread)

Notify Windows subsystem (csrss)

Start the initial thread (ZwResumeThread)

absrwnhE

Note: Recall Dave’s talk — NT native system calls



Revisiting processes (2)

* Binary loading: broken into many native calls
 Similar to UNIX: d1open = open+mmap+...
* The user space Win32 API LoadLibrary()

S\

Open the binary (ZwCreateFile)

Create a Section object (ZwCreateSection)
Map the binary to VM (ZwMapViewOfSection)
Dynamic linking, relocation...



Binary Dependency Visualization

Two types of nodes: EXE, DLL + etc

Three types of directed edges

1. EXE X launches another EXE Y

2. EXEXloadaDLLY

3. A function in binary X calls a function in binary Y
How are binaries shared among programs?

— EXE Dependency Graph

— Only Type 1 and 2 edge
—  Group DLLs by loader

How binaries interact?
— DLL Dependency Graph

— Only Type 2 and 3 edge
—  Group DLLs manually by functionality or software vendor



Visualization (1)

» Basic dependency graph
* Graph is too dense
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A more usable Visualization: EXE
Dependency Graph

* Grouped dependency graph

[/program files/mozilla firefox/*.dll]
freebl3, js3250, mozertl9, nspr4, nss3, nssckbi, nssdbm3,
nssutil3, pled, plds4, smime3, softokn3, sqlite3, ssI3, xpcom,
1 xul
[/program files/mozilla firefox/components/* dll]
browserdirprovider, brwsremp

[fwindows/system32/*.dll]
cryptui, dbghelp, riched20, shdocvw, winmr

fwindows/system32/macromed/flash/npswf32.dll

bl

fwindows/system32/wsock32.dll | 2

firefox.exe

[fwindows/system32/*.dll]
iphlpapi, wldap32, xpsp2res

[/program files/opera/*.dll]
opera, spellcheck

/program files/opera/program/plugins/npswf32.dll

/windows/system32/rsaenh.dll

b2 ——

b3

[fwindows/system32/*.dll]
advapi32, clbcatq, comdlg32, comres, crypt32, dnsapi, gdi32,
hnetcfg, iertutil, imagehlp, imm32, kernel32, midimap, mlang,
msacm32, msasnl, mscms, msctf, msimg32, msvert, mswsock,
netapi32, normaliz, ntdll, ole32, oleaut32, rasadhlp, rpertd, 2
o0

1\

iexplore.exe

schannel, secur32, setupapi, shell32, shiwapi, urlmon, uscr‘s'.z‘ e

userenv, uspl0, uxlhem*mim.wvmiﬂeﬂ Wiftnth ,%V?m?ust,
ws2_32, ws2help, wshtepip

[fwindows/system32/*.drv]
msacm32, wdmaud, winspool

fwindows/system32/msctfime.ime

fwindows/winsxs/x86_microsoft.windows.common-controls_.../comet132.dll

fwindows/system3 2/psaj

[/program files/internet explorer/*.dll]
custsat, ieproxy

1 /program files/microsoft visual studio 9.0/common 7/ide/privateassemblies/microsoft.visualstudio.qualitytools.recorderbarbh090.dll

[fwindows/system32/*.dll]
actxprxy, apphelp, atl, cometl32, escdll, cscui, deiman32,

ddraw, ddrawex, dxtrans, ieapfltr, ieframe, ieui, imgutil,
jscript, mshtml, msi, msimtf, msls31, msvl_0, ntmarta, pngfilt,
rasapi32, rasman, rtutils, samlib, sensapi, sxs, tapi32,
xmllite

/windows/system32/macromed/flash/flash10b.ocx

/windows/winsxs/x86_microsoft.ve90.crt_.../msver90.dll

fwindows/win: 6_microsoft windows.gdiplus_.../gdiplus.dll




Collecting binary dependency
iInformation

« EXE X launches another EXE Y

— Use the kernel
PsSetCreateProcessNotifyRoutine() API

« EXE Xload a D DLLY

— Use the kernel
PsSetLoadImageNotifyRoutine() API

« A function in binary X calls a function in binary Y
— Instrument code execution



Comparing Microsoft Word and
Open Office Writer

soffice exe

swriter exe

Awindowssystem32 fapphelp . dl

soffice. bin

wirw ord.exe

| P ———— |

Jprogram filesfopencffice. org 2 4'pr ogramawinapi.dil

[fprogram filesfopencffice. org 2. 4/program /™ dl]
avmediafiflmi, hasegfkE0mi, hehelper uno, bootstrap unn,
comphelpdmsc, configm g2 uno, cppud, cppubelperimse, deploymentd 80miunn,
deployn entimi scdB0mi, dnd emsemd80mi, fileace, filterconfigl,
fsstorage uno, firansl, farefiB0mi, frifB0mi, farkd B0md, farl680md,
furméB0mi, godflmi, guesslangdB0mi, helplink erd&0mi, 118 m solanglmse,
il Enpooluno, i1 8matilmse, icudt38], iowind s, iowmac3s,
1680mi_g jemaccessdmesc, jvmiwk3, ldapbel uno, libourd,
libchd2, libtexteat, likemI2, libxslt, Ingt®0mi, localebel uno,
localedata_en, menttype, meci uno, mevep? 1, nsldap32 w50,
olesutobridge uno, packagel, purpenvhelper3mese, reflection uno,
reg?, sal3, salhelperimse, sax uno, sh80mi, sfifE0mi, sotiS0mi,
spellfl Omi, spléB0mi, srtrel, stlport w7145, stocservicesunn,
stored, sW680mi, svit 20mi, svad20mi, swhs0mi, sw dS0mi,
sysdtrans, sysmgrl wno, theE0mi, 11680mi, uchl, ucbhelperdm sc,
ucpex pandl wno, uepfilel, wnormlEE0mi, wnsafe wno uno,
updatefe eduno, updehbouno, utléE0mi, wH6E Omi, welf80mi,
wog3mee, xerd E0mi, xobE0mi, x stor

[Feritudow sfsystem320* dif)
faltrep, mpr, poapl, winsta, wad_32, walhelp, waock3Z, wisapil2

stclierd wrapper. exe

[Ferindow sfsystem32*, dll]
clhcatg, comres, msctf, msimg32, netapi3Z, ole32, olead3d2,
setupapl, usererry, wtheme, xpsplres

Aarindows'system 32 farinsp ool di
Farindowrsfsystem 3 2msctfime ime

[Aprogram files'common fil esfmicrosoft sharedfofficel 1/ dll]
meo, riched2l

fprogram filescommore1/mi cr os~1/sm artt-1/fname.dil
fprogram files'commone1Amicros~1 famartt1 71033 /tint] dll

[Feritnclonr sfmystem32/0% dll]
afl, linkinfo, msi, mavepdll, nishna, oleace, sxs

Feritdowsfsystem 3 2iversion dil

fprogram files'openoffice org 2 dprogram/meseet 71 .dl

[Frindows/system3 2/ dll]
achrapidZ, cometl3Z, giS2, imm 32, kernel3 2, 1pk, mewott,
nidll, rpertd, secwt3, shell2, shivrapi, wser32, uspll

fwindowaiwins s 36 _microsoft. windows. common-controls .. Seomet!32.dll




DLL Dependency Graph: actual
binary usage

« Some definitions:

— An EXE-DLL dependency in a DLL Dependency
Graph is when there is has a control transfer from
code in executable x to code in DLL y. We say that x
has an EXE-DLL dependency ony.

— A DLL-DLL dependency in a DLL Dependency Graph
IS when there is has a control transfer from code in
DLL x to code in DLL y. We say that x has a DLL-DLL
dependency ony



Visualizing binaries executed

Call graph is large.

Group functions to images => DLL
dependency graph.

DLL dependency graph is still large.

Group DLLs by properties:
— By functionality: graphics, audio, network...
— By vendor: microsoft, adobe...

— By path: C:\windows\system32\*.dll,
D:\vmware\*.dll...



Grouping by functionality
wget: DLL dependency without grouping




Grouping by functionality
wget. DLL depend?ncy with grouping
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Examples of grouping
By functionality (GIMP)
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Examples of grouping
By software vendor (GIMP)
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Boot trace
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Tointowsisysien3ap 4]
crypinst, davelns, éoprov, &3, kbdus, notusd, moruil, silisman,
Fuapi32, ramin, SelguEy, sonsapi, 1apisZ. tpsve, vmhgs

Logami.cns

g exe

—
Somiprvas o

Ivindewslsy stem32/shtorder Al

S —

Iindowsisgsiend2 wbenteamedyn a1l

Tmaous systens2l 4]
duser, weing32, olesce, shgins

Toindowsisysiensmsatine ine

(wimdawalsystemial - @l

avapise, 032, imas2, kermel32, gk,

msvest, adll, ols32,

LRI, Tpertd, Soeur33, ohli33, Shiwaps, USbI2, vasreny,
aspl0, v

theme, version

Toimen ot et windows comman coniols_

Temeniz ail

(wimdavalystemial s al]
P civcatq, comres

Ioindowsisgsten3ighipaps

Twimaoussysten32l > 4]
o, hnetety, wihiepip
Ivindowsiapppatchiicgencel dll

)
mssew32, shimeng, wismm

ndowssystensaineot g 01
Tmindowsieyateni2 hbesns® al
Eastpro, whemeomn, whempr

)
2, whemsve, wmiutls

windows/ystens2l L
s

Ctpuge2, digest, maspaspt, minssp
sicurty

€, evertiD, paapi, sehannsl,

[mindowsieysions2 e/ all
Cimwin2, vmipeims

I

[,

T~

eeptorss sxe

Spoots.cns

Uvindowsisystendr al
sctiveds, adaldpe, apphely, suike, br

Tindonsisgsten32fhenl A1)

[
Soschi, neprav, repinets, whame nears, whemess, wiipruid,

Fwindowsisyssai2iepepees dll

Ioindowsisysten 32/nciapisz a1

[rwindowalaystem3al 4]
csbinet, mipsicha. winhitp, wisueng, wips

Inindowslsystont2/ssent &I

oindowarayston2lactupepi 11

{wimdawalaystamial 4]
nsspi, nicssps

P ———
Trwimdowalaystemsal s 4]
erypisz, msssal

)
condlgd, mer, migins, odbel2, adheint

Ioingowsiaysten32imlasp32 a1
[ ——

(wimdawalsystemial - 4]
mawsock, nsock32

wimaous/system32l 4]
sgeblp, wintruat

eabjmon, inctpp, localipl, pilmon,
s, vobmon, windZepl

]
Spootss, tepman, tpummon,

w o dws o2/ )

Teindovssyat

w ]

Ivindows/systen32atmnts ol

Timdous/systen32l> 4]
Clusagi, rssadilp, 1eauils, cte_oi, wincas

<«— Most common dlls

e.g kernel32, gdi32



Conclusion

* Actual software dependencies quite
complex in Windows

e 2 effective visualizations:

— EXE Dependency Graphs: commonality
between binaries

— DLL Dependency Graphs: actual binary
usage



