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Preface
Since I wrote the first edition of this book, servlets and the server-side Java platform have grown in popularity beyond everyone's 
wildest expectations. Adoption is pervasive. Web server vendors now offer servlet support as a standard feature. The Java 2, 
Enterprise Edition (J2EE), specification has included servlets as a core component, and application server vendors wouldn't be 
caught dead without a scalable servlet implementation. It's more than just vendor-driven hype too. Servlets have become the basis 
for JavaServer Pages (JSP) and other frameworks, and servlet technology now supports such high-traffic sites as ESPN.com and 
AltaVista.com.

Not surprisingly, the servlet landscape looks somewhat different today than it did when the first edition went to print. The Servlet 
API has undergone two revisions, with a third revision on the way. The familiar startup companies Live Software and New Atlanta 
that once made money selling the JRun and ServletExec servlet engines (now called servlet containers) have gotten themselves 
noticed and were purchased by larger web-focused companies, Allaire and Unify, respectively. They now offer features above and 
beyond basic servlet support in an effort to differentiate themselves.

Amazingly, the official javax.servlet and javax.servlet.http packages have been the first Java classes to be officially 
released as open source. They were transferred to the Apache Software Foundation (ASF) and now reside at 
http://jakarta.apache.org. The packages continue to follow the Servlet API specification, but bug fixes and specification updates can 
now be handled by a set of trusted open source developers—including yours truly, who recently had the chance to fix a bug to 
improve conditional GET request handling in HttpServlet. In addition, the server that acts as the Servlet API reference 
implementation was also transferred to the ASF and made available as open source under the name Apache Tomcat. Tomcat has 
since become one of the most popular servlet containers. For more information, see http://opensource.org.

The servlet world has changed, and this book brings you up-to-date. It explains everything you need to know about Java servlet 
programming, from start to finish. The first five chapters cover the basics: what servlets are, what they do, and how they work. The 
following 15 chapters are where the true meat is—they explore the things you are likely to do with servlets and the tools you're 
likely to use. You'll find numerous examples, several suggestions, a few warnings, and even a couple of true hacks that somehow 
made it past technical review.
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Servlet API 2.2

This edition of the book covers Version 2.2 of the Servlet API, which went to "public release" status in August 1999 and to "final 
release" status in December 1999. The first edition of this book covered Version 2.0. Changes between Versions 2.0 and 2.2 have 
been substantial:

 Rules have been provided that define how servlets can be distributed across multiple backend servers.

 Servlets now make use of pluggable web applications, which can be configured and deployed in a server-independent 
manner.

 Servlet security has been greatly improved.

 Servlets can now delegate request handling to other server components.

 Servlets can now share information using their ServletContext.

 There's a way to abstract servlet resources to support distributed access.

 Servlets now have more control over session management.

 Response output buffering has been added.

 Control over HTTP headers has been enhanced.

 More advanced error handling can now be used.

 The API has been "cleaned up" to make method names more consistent and predictable.

 The Servlet API is now defined by a formal specification document, with future API updates managed by the formal Java 
Specification Request (JSR) process.

 Servlets are now integrated into the umbrella Java 2 platform, Enterprise Edition (J2EE), specification.

All these changes, and many other more minor changes, are fully explained in this new edition. This second edition also has 
extensive coverage of the most exciting area of servlet development: techniques for building on the servlet base to easily and 
efficiently create dynamic content for real-world sites. In this edition you'll find tutorials on five of the most popular open source 
servlet-based content creation technologies: 

 JavaServer Pages (JSP), the Sun standard, developed and released in conjunction with servlets

 Tea, created by the Walt Disney Internet Group (formerly GO.com), used for high-traffic sites like ESPN.com, NFL.com, 
Disney.com, DisneyLand.com, GO.com, and Movies.com

 WebMacro, created by Semiotek and used by the search engine AltaVista

 XMLC, created by Lutris Technologies to leverage the power of XML technology for the Web, used by innovative sites like 
customatix.com

 The Element Construction Set (ECS), created by Apache to handle the most demanding programming needs

This second edition also introduces WAP, the Wireless Application Protocol, and explains how to create servlet-based web 
applications for wireless devices.

Servlet API 2.3
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At the time of the writing, Servlet API 2.3 is under development. However, it has not yet been finalized. Consequently, the text in 
this edition includes in various places a brief mention of the changes expected in the Servlet API 2.3. In addition, the final chapter of 
this book takes a thorough look at the October 2000 draft specification of the Servlet API 2.3, which should help you become 
familiar with the latest features that the Servlet API 2.3 will offer. We should point out, however, that these specifications are still 
subject to change, and the released version may differ slightly from the material presented here.
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Readers of the First Edition

Readers of Java Servlet Programming, 1st ed. will find this book comprehensively updated for Servlet API 2.2 and, where 
possible, Servlet 2.3. Every chapter has enjoyed substantial improvement from the first edition, and there are six new chapters 
covering servlet-based content creation techniques, as well a seventh new chapter, Enterprise Servlets and J2EE, that explains 
how servlets integrate into the J2EE platform.

Due to the significant impact the pluggable web applicationmodel has made across all aspects of servlet programming, we 
recommend readers of the first edition read each chapter of interest and take note of the new mechanisms that exist for 
accomplishing the traditional tasks. For readers whose time is limited, we include for your convenience a list of the most significant 
changes in Section P.5 later.

< BACK CONTINUE >
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Audience

Is this book for you? It is if you're interested in developing applications to be deployed on the Web. Specifically, this book was 
written to help:

J2EE programmers 

Servlets are an integral part of the Java 2, Enterprise Edition, standard. Programmers developing for J2EE servers can learn 
how best to integrate servlets into other backend technologies.

JSP programmers 

JavaServer Pages (JSP) are built on top of servlets. To take full advantage of JSP requires an understanding of servlets, 
which this book provides. This book also includes a tutorial on JSP as well as the four leading alternatives to JSP.

Java applet programmers 

It has always been difficult for an applet to talk to a server. Servlets make it easier by giving the applet an easy-to-connect-
to, Java-based agent on the server. 

CGI programmers 

CGI is a popular method of extending the functionality of a web server. Servlets provide an elegant, efficient alternative. 

Other server-side programmers  

There are many CGI alternatives including FastCGI, PHP, NSAPI, WAI, ISAPI, ASP, and now ASP+. Each of these has 
limitations regarding portability, security, performance, and/or integration with backend data sources. Servlets tend to excel in 
each of these areas.

What You Need to Know

When we first started writing this book, we found to our surprise that one of the hardest things was determining what to assume 
about you, the reader. Are you familiar with Java? Have you done CGI or other web application programming before? Or are you 
getting your feet wet with servlets? Do you understand HTTP and HTML, or do those abbreviations seem perfectly 
interchangeable? No matter what experience level we imagined, it was sure to be too simplistic for some and too advanced for 
others.

In the end, this book was written with the notion that it should contain predominantly original material: it could leave out exhaustive 
descriptions of topics and concepts that are well described online or in other books. Scattered throughout the text, you'll find 
several references to these external sources of information.

Of course, external references only get you so far. This book expects you are comfortable with the Java programming language and 
basic object-oriented programming techniques. If you are coming to servlets from another language, we suggest you prepare 
yourself by reading a book on general Java programming, such as Learning Java, by Patrick Niemeyer and Jonathan Knudsen 
(O'Reilly). You may want to skim quickly the sections on applets and Swing (graphical) programming and spend extra time on 
network and multithreaded programming. If you want to get started with servlets right away and learn Java as you go, we suggest 
you read this book with a copy of Java in a Nutshell, by David Flanagan (O'Reilly), or another Java reference book at your side.

This book does not assume you have extensive experience with web programming, HTTP, and HTML. But neither does it provide 
a full introduction to or exhaustive description of these technologies. We'll cover the basics necessary for effective servlet 
development and leave the finer points (such as a complete list of HTML tags and HTTP 1.1 headers) to other sources.

< BACK CONTINUE >
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About the Examples

In this book you'll find more than a hundred servlet examples. The code for these servlets is all contained within the text, but you 
may prefer to download the examples rather than type them in by hand. You can find the code online and packaged for download 
at http://www.oreilly.com/catalog/jservlet2. You can also see many of the servlets in action at http://www.servlets.com.

All the examples have been tested using the Apache Tomcat 3.2 server running in standalone mode, using the Java Virtual Machine 
(JVM) bundled with the Java Development Kit (JDK) 1.1.8 and 1.2.2, on both Windows and Unix. A few advanced examples 
require features that Tomcat does not support in standalone mode; in these cases the examples were tested against various other 
servers as noted in the text. The Apache Tomcat server is the official Servlet API reference implementation, available for free under 
an open source license from http://jakarta.apache.org.

This book also contains a set of utility classes—they are used by the servlet examples, and you may find them helpful for your own 
general-purpose servlet development. These classes are contained in the com.oreilly.servlet package. Among other things, 
there are classes to help servlets parse parameters, handle file uploads, generate multipart responses (server push), negotiate locales 
for internationalization, return files, manage socket connections, and act as RMI servers, as well as a class to help applets 
communicate with servlets. Since the first edition, there are also new classes to help servlets send email messages, cache responses, 
and autodetect servlet API support. The source code for most of the com.oreilly.servlet package is contained within the text; 
and the complete latest version is also available online (with javadoc  documentation) for download from http://www.servlets.com.[1] 

[1] This book does not come with a CD-ROM. Bundling a CD-ROM increases the cost of production and the cost to you. It's our belief anyone 
reading this book has access to an Internet connection, and you'd rather save your money and simply download the example code off the Web. Plus, 
we don't see much point in bundling evaluation copies of the various web and application servers. Considering the breakneck pace of innovation in 
the servlet market, the bundled servers would be obsolete before the book went to press. The same evaluation versions are available online, and we 
recommend you download the latest releases yourself. Just remember, if you plan to read the book offline, you might want to download the 
example code and a copy of the Apache Tomcat web server the next chance you get. The download links are at http://www.servlets.com .
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Organization

This book consists of 20 chapters and 6 appendixes, as follows:

Chapter 1 

Explains the role and advantage of Java servlets in web application development. The second edition has been updated with 
additional server information.

Chapter 2 

Provides a quick introduction to HTTP and the things an HTTP servlet can do. Demonstrates basic web page generation and 
introduces the notion of pluggable web applications. The second edition covers web applications and their XML-based 
deployment descriptors.

Chapter 3 

Explains the details of how and when a servlet is loaded, how and when it is executed, how threads are managed, and how 
to handle the synchronization issues in a multithreaded system. Persistent state capabilities are also covered. The second 
edition includes new rules for context reloading and registering servlets, a new section on server-side caching, and a new 
sidebar on super.init(config).

Chapter 4 

Introduces the most common methods a servlet uses to receive information—about the client, the server, the client's request, 
and itself. Also demonstrates a reusable class to handle file uploads. The second edition discusses setting information in the 
deployment descriptor, getting a servlet's name, accessing temporary directories, handling context init parameters, 
determining the Servlet API version, assigning servlet mappings, and accessing abstract resources. It also demonstrates an 
improved, more flexible file upload component.

Chapter 5 

Describes how a servlet can generate HTML, return errors and other status codes, buffer responses, redirect requests, write 
data to the server log, and send custom HTTP header information. The second edition contains new coverage of response 
buffering, a truly useful redirection example, and new sections on configuring error pages and error handling.

Section 6.1 

Looks at some of the interesting things a servlet can return: WAP/WML content for wireless devices, dynamically generated 
images, compressed content, and multipart responses. The second edition adds the WAP/WML coverage, welcome file lists, 
a discussion of PNG, an improved server-side image cache, and more details on generating compressed content. 

Chapter 7 

Shows how to build a sense of state on top of the stateless HTTP protocol. The first half of the chapter demonstrates the 
traditional session-tracking techniques used by CGI developers; the second half shows how to use the built-in support for 
session tracking in the Servlet API. The second edition includes the rules for web application sessions, material on new 
session method names, a discussion of how to manage timeouts, and applet-based session tracking. 

Chapter 8 

Explains the security issues involved with distributed computing. Demonstrates how to make use of standard servlet hooks 
for user account management and how to build a more powerful system using custom authentication and authorization. Also 
explains a servlet's role in secure SSL communication. Has been updated in its entirety in this second edition.

Chapter 9 
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Shows how servlets can be used for high-performance web-database connectivity. Includes a tutorial on JDBC. The second 
edition contains a demonstration of configuring connections with a properties file, a new guestbook example, and a new 
section on JDBC 2.0.

Chapter 10 

Describes how servlets can be leveraged by an applet that needs to communicate with the server. Updated for this second 
edition.

Chapter 11 

Discusses why servlets need to communicate with one another and how they can collaborate by sharing information or 
making calls on one another. Has been updated in its entirety in this second edition.

Chapter 12 

Discusses advanced servlet features needed for enterprise sites: distribution of load and J2EE component integration. New in 
the second edition.

Chapter 13 

Shows how a servlet can read and generate multilingual content. The second edition explains how to use javac  to manage 
encodings and how to use new API methods to manage locales.

Chapter 14 

Demonstrates the Tea framework, an elegant yet powerful templating engine. New in the second edition.

Chapter 15 

Discusses the WebMacro framework, similar to Tea but with several different design decisions. New in the second edition.

Chapter 16 

Gives short coverage on ECS, an object-oriented approach to page creation. New in the second edition. 

Chapter 17 

Provides an overview of XMLC, a page creation approach with an XML bent. New in the second edition.

Chapter 18 

Explains JSP, the Sun standard technology in which web pages are autocompiled into servlets. New in the second edition.

Chapter 19 

Presents a junk drawer full of useful servlet examples and tips that don't really belong anywhere else. The second edition 
includes a localized parameter parser, a new email class, an updated regular expression section, a new third-party tool 
section, and additional performance tips.

Chapter 20 

Illustrates the upcoming changes in the 2.3 version of the Servlets API, which is expected to be released in mid-2001. New 
in the second edition.

Appendix A 

Contains a full description of the classes, methods, and variables in the javax.servlet package. The second edition has 
been updated for Servlet API 2.2.
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Appendix B 

Contains a full description of the classes, methods, and variables in the javax.servlet.http package. The second edition 
has been updated for Servlet API 2.2.

Appendix C 

Presents an annotated reference for the web.xml  deployment descriptor's Document Type Definition. New in the second 
edition.

Appendix D 

Lists the status codes specified by HTTP, along with the mnemonic constants used by servlets.

Appendix E 

Lists the character entities defined in HTML, along with their equivalent Unicode escape values.

Appendix F 

Lists the suggested charsets servlets may use to generate content in several different languages.

Please feel free to read the chapters of this book in whatever order you like. Reading straight through from front to back ensures 
that you won't encounter any surprises, as efforts have been made to avoid forward references. If you want to skip around, 
however, you can do so easily enough, especially after Chapter 5—the rest of the chapters all tend to stand alone. One last 
suggestion: read Section 19.7 of Chapter 19 if at any time you find a piece of code that doesn't work as expected.
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Conventions Used in This Book

Italic is used for:

 Pathnames, filenames, and program names.

 New terms where they are defined.

 Internet addresses, such as domain names and URLs.

Boldface is used for:

 Particular keys on a computer keyboard.

 Names of user interface buttons and menus.

Constant width is used for:

 Anything that appears literally in a Java program, including keywords, datatypes, constants, method names, variables, class 
names, and interface names.

 All Java code listings.

 HTML documents, tags, and attributes.

Constant width italic is used for:

 General placeholders that indicate that an item is replaced by some actual value in your own program.

Constant width bold is used for:

 Command-line entries.
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Request for Comments

Please help us to improve future editions of this book by reporting any errors, inaccuracies, bugs, misleading or confusing 
statements, and plain old typos that you find anywhere in this book. Email your bug reports and comments to us at: 
bookquestions@oreilly.com. (Before sending a bug report, however, you may want to check for an errata list at 
http://www.oreilly.com/catalog/jservlet2 to see if the bug has already been submitted.)

Please also let us know what we can do to make this book more useful to you. We take your comments seriously and will try to 
incorporate reasonable suggestions into future editions.
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plans to write an O'Reilly book. I felt like I was telling Steven Spielberg I planned to star in one of his movies. To my complete and 
utter surprise, Tim replied, "On what topic?" So began the rollercoaster ride that resulted in this book.
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Chapter 1. Introduction
The rise of server-side Java applications—everything from standalone servlets to the full Java 2, Enterprise Edition (J2EE), 
platform—has been one of the most exciting trends to watch in Java programming. The Java language was originally intended for 
use in small, embedded devices. It was first hyped as a language for developing elaborate client-side web content in the form of 
applets. But until the last few years, Java's potential as a server-side development platform had been sadly overlooked. Now, Java 
has come to be recognized as a language ideally suited for server-side development.

Businesses in particular have been quick to recognize Java's potential on the server—Java is inherently suited for large client/server 
applications. The cross-platform nature of Java is extremely useful for organizations that have a heterogeneous collection of servers 
running various flavors of the Unix and Windows (and increasingly Mac OS X) operating systems. Java's modern, object-oriented, 
memory-protected design allows developers to cut development cycles and increase reliability. In addition, Java's built-in support 
for networking and enterprise APIs provides access to legacy data, easing the transition from older client/server systems. 

Java servlets are a key component of server-side Java development. A servlet is a small, pluggable extension to a server that 
enhances the server's functionality. Servlets allow developers to extend and customize any Java-enabled web or application server 
with a hitherto unknown degree of portability, flexibility, and ease. But before we go into any more detail, let's put things into 
perspective.
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1.1 History of Web Applications

While servlets can be used to extend the functionality of any Java-enabled server, they are most often used to extend web servers, 
providing a powerful, efficient replacement for CGI scripts. When you use a servlet to create dynamic content for a web page or 
otherwise extend the functionality of a web server, you are in effect creating a web application. While a web page merely displays 
static content and lets the user navigate through that content, a web application provides a more interactive experience. A web 
application can be as simple as a keyword search on a document archive or as complex as an electronic storefront. Web 
applications are being deployed on the Internet and on corporate intranets and extranets, where they have the potential to increase 
productivity and change the way that companies, large and small, do business.

To understand the power of servlets, we need to step back and look at some of the other approaches that can be used to create 
web applications.

1.1.1 Common Gateway Interface

The Common Gateway Interface, normally referred to as CGI, was one of the first practical techniques for creating dynamic 
content. With CGI, a web server passes certain requests to an external program. The output of this program is then sent to the 
client in place of a static file. The advent of CGI made it possible to implement all sorts of new functionality in web pages, and CGI 
quickly became a de facto standard, implemented on dozens of web servers.

It's interesting to note that the ability of CGI programs to create dynamic web pages is a side effect of its intended purpose: to 
define a standard method for an information server to talk with external applications. This origin explains why CGI has perhaps the 
worst life cycle imaginable. When a server receives a request that accesses a CGI program, it must create a new process to run the 
CGI program and then pass to it, via environment variables and standard input, every bit of information that might be necessary to 
generate a response. Creating a process for every such request requires time and significant server resources, which limits the 
number of requests a server can handle concurrently. Figure 1-1 shows the CGI life cycle. 

Figure 1-1. The CGI life cycle 

Even though a CGI program can be written in almost any language, the Perl programming language has become the predominant 
choice. Perl's advanced text-processing capabilities are a big help in managing the details of the CGI interface. Writing a CGI script 
in Perl gives it a semblance of platform independence, but it also requires that each request start a separate Perl interpreter, which 
takes even more time and requires extra resources.

Another often-overlooked problem with CGI is that a CGI program cannot interact with the web server or take advantage of the 
server's abilities once it begins execution, because it is running in a separate process. For example, a CGI script cannot write to the 
server's log file. For more information on CGI programming, see CGI Programming on the World Wide Web by Shishir 
Gundavaram (O'Reilly).

1.1.1.1 FastCGI

A company named Open Market developed an alternative to standard CGI named FastCGI. In many ways, FastCGI works just 
like CGI—the important difference is that FastCGI creates a single persistent process for each FastCGI program, as shown in 
Figure 1-2. This eliminates the need to create a new process for each request.

Figure 1-2. The FastCGI life cycle

                                                                                                                                        
                                                                                                                            
                                                                                                                           
                                                                                                                                      
                                                                                                                                 
                                                                                               

              

                                                                                                                             
                                                                                                                      
                                                                                                      

                

                                                                                                                             
                                                                                                                               
                                                                                                                                  
                                                                                                                               
                                                         

                     

                                                                                                                       
                                                                                                                                   
                         

                             

                                                                                                                               
                                                                                                                        
                                                                                                                                     
                                                                                                                        

                                           

                                                                                                                                  
                                                                                                                                 
                                                                                                                                        
                                                                                                                                     
                                                                                                    

                              

                                                                                                                                     
                                                                                                                            
                                                                                                                           
                                                                                                                                 
                                                             

                           

                                                                                                                              
                                                                                                                             
                                                                                                                                    
                                                                                           

                                                                                                                   
                                                                                                                    
                                                                                                                           
                                                                                                    
                                                                    

                        

                                                                                                                              
                                                                                                                          
                                                                                                                                
                                                                                                                                   

                   

                                                                                                                                 
                                                                                                                                   
                                                                                                                                       
                                                                                                                                       
                            

                                  

                                                                                                                                 
                                                                                                                         
                                                                                                                                    
                                                                                                                   

                                                                                                                                   
                                                                                                                                
                                                                                                                                   
        

< BACK CONTINUE >

                         
                                                      

                

This document is created with trial version of CHM2PDF Pilot 2.15.72.



                                                                                          

                               

                                                                                                                                   
                                                                                                                                
                                                                                                                                   
                                                                                                                                
                                                                                                                      
                                                                                                                                    
                                                                             

                                                                                                                              
                 

                              

                                                                                                                          
                                                                                                                               
                                                                                                                                       
                                                                         

                                                                                                                                   
                                                                                                                                    
                                                                                                                                   
                                                                                                                                   
                                                                                                                                
                                                                                          

                               

                                                                                                                          
                                                                                                                                       
                                                                                                                                       
                                                  

                                                                                                                             
                                                                                                                                        
                                                                                                                 
                      

               

                                                                                                                     
                                                                                                                            
                                                                              

                                  

Although FastCGI is a step in the right direction, it still has a problem with process proliferation: there is at least one process for 
each FastCGI program. If a FastCGI program is to handle concurrent requests, it needs a pool of processes, one per request. 
Considering that each process may be executing a Perl interpreter, this approach does not scale as well as you might hope. 
(Although, to its credit, FastCGI can distribute its processes across multiple servers.) Another problem with FastCGI is that it does 
nothing to help the FastCGI program more closely interact with the server. Finally, FastCGI programs are only as portable as the 
language in which they're written. For more information on FastCGI, see http://www.fastcgi.com.

1.1.1.2 PerlEx

PerlEx, developed by ActiveState, improves the performance of CGI scripts written in Perl that run on Windows NT web servers 
(Microsoft's Internet Information Server and iPlanet's FastTrack Server and Enterprise Server). It has advantages and 
disadvantages similar to FastCGI. For more information on PerlEx, see http://www.activestate.com/plex.

1.1.1.3 mod_perl

If you are using the Apache web server, another option for improving CGI performance is using mod_perl. mod_perl is a module 
for the Apache server that embeds a copy of the Perl interpreter into the Apache executable, providing complete access to Perl 
functionality within Apache. The effect is that your CGI scripts are precompiled by the server and executed without forking, thus 
running much more quickly and efficiently. The downside is that the application can be deployed only on the Apache server. For 
more information on mod_perl, see http://perl.apache.org.

1.1.2 Other Solutions

CGI/Perl has the advantage of being a more-or-less platform-independent way to produce dynamic web content. Other well-
known technologies for creating web applications, such as ASP and server-side JavaScript, are proprietary solutions that work only 
with certain web servers.

1.1.2.1 Server extension APIs

Several companies have created proprietary server extension APIs for their web servers. For example, iPlanet/Netscape provides 
an internal API called WAI (formerly NSAPI) and Microsoft provides ISAPI. Using one of these APIs, you can write server 
extensions that enhance or change the base functionality of the server, allowing the server to handle tasks that were once relegated 
to external CGI programs. As you can see in Figure 1-3, server extensions exist within the main process of a web server.

Figure 1-3. The server extension life cycle

Because server-specific APIs use linked C or C++ code, server extensions can run extremely fast and make full use of the server's 
resources. Server extensions, however, are not a perfect solution by any means. Besides being difficult to develop and maintain, 
they pose significant security and reliability hazards: a crashed server extension can bring down the entire server; a malicious server 
extension could steal user passwords and credit card numbers. And, of course, proprietary server extensions are inextricably tied to 
the server API for which they were written—and often tied to a particular operating system as well. 

1.1.2.2 Server-side JavaScript
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