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Research Background  

10-years security research experience  
ÁManager, Baidu  Security Labs  (NASDAQ:BIDU)  

ÁManager, TrustGo  Security Labs  

ÁWebsense, Trend Micro (TYO:4704), Fortinet  (NASDAQ:FTNT) 

Research data  
Á200M users in China  

ÁBaidu  Mobile Security  

Á50M users worldwide  

ÁTrustGo  Mobile Security  

ÁDU Speed Booster  

Á100M+ app downloads per day  

ÁBaidu  App Store: the largest app store in China for Android apps.  



Mobile Threats Increased 957% Over Past Year  
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Malware Compromise 
Mobile Threats  
ÁMalware: Trojan, Worm, Spyware, Virus  

ÁHigh Risk: Aggressive Adware, PUP  



Mobile Malware  Global Distribution  

*Baidu data http://sample.safe.baidu.com/exchange/tpl/echarts/samples/2014/map_mobile_malware_2014.html 

Russia Top 
1. FakeInst : SMS Fraud 

2. Fobus: Steal Banking Info  

3. Agent: SMS Fraud 

4. RuWapFraud : SMS Fraud 

5. Opfake : SMS Fraud 

6. DepositMobi : SMS Fraud 

Vietnam Top  
1. Blatantsms : SMS Fraud 

2. FakeValidation : SMS Fraud 

3. Agent: SMS Fraud 

4. Vietcon : Click Fraud  

5. Opfak  : SMS Fraud 

6. FakeInst : SMS Fraud 

US Top 
1. FakeDoc: Steal Privacy  

2. RuWapFraud : SMS Fraud 

France Top  
1. Agent: SMS Fraud 

2. RuWapFraud  : SMS Fraud 



Mobile Malware is Growing in Barbell Type  
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Mobile Malware Spreads in China  

*Baidu data http://sample.safe.baidu.com/exchange/tpl/echarts/samples/2014/map_smsthief.html 

China Top  
1. SmsThief : Steal Banking SMS  

2. Omigo : Downloader  

3. Smskyf : Toll Fraud  

4. Masnu : Toll Fraud  

5. SmsWorker : Toll Fraud  



How Mobile Malware Spreads  

ü1. Official App Store  
ÁGoogle Play  

ÁBaidu  App Store  

ü2. Third -Party App Store  

ü3. Text Message  

ü4. Femtocell  

ü5. QR Code 

ü6. Bluetooth  

ü7. Third -Party ROMs  

ü9. Mobile Ad Networks  

ü10. Instant Message  

ü11. Drive -by Download  
ÁCompromised Websites  

ÁSpam Email  

ü12. USB Connection  
ÁAndroid Infect Windows  

ÁWindows Infect Android  

45 zd|v wkdw wrgd|ɏv preloh pdozduh jhw durxqg 

ü8. Social Networks  
ÁTwitter  

ÁFacebook  

THE MOST 
DANGEROUS!!!  



1. Spreads by Official App Store -  Google Play  

Bouncer  
ÁSecurity service rolled out on Feb 2012.  

ÁCount for a 40% drop  in the number of malicious apps in Google Play.  

Bouncer can be fingerprinted and circumvented  
ÁUpdate attack: No malicious code needs to be included in the initial installer. In this case, the app can 
have an even better chance to evade BouncerΩǎ ŘŜǘŜŎǘƛƻƴΦ hƴŎŜ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ǇŀǎǎŜǎ BouncerΩǎ ŎƘŜŎƪ 
ŀƴŘ ƎŜǘǎ ƛƴǎǘŀƭƭŜŘ ƻƴ ŀ ǊŜŀƭ ǳǎŜǊΩǎ ŘŜǾƛŎŜΣ ǘƘŜƴ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ Ŏŀƴ ŜƛǘƘŜǊ ŘƻǿƴƭƻŀŘ ŀŘŘƛǘƛƻƴŀƭ ƳŀƭƛŎƛƻǳǎ 
code to run or connect to its remote control and command (C&C) server to upload stolen data or receive 
further commands. Just this month, another two fake apps successfully avoid Bouncer using this 
technique and snuck into Google Play, staying there for two weeks.  

ÁDelay attack: The application can include malicious payloads in the submitted app but behave benign 
ǿƘŜƴ ƛǘ ƛǎ ǊǳƴƴƛƴƎ ƛƴ .ƻǳƴŎŜǊΦ hƴŎŜ ƛǘ ƎŜǘǎ ƻƴǘƻ ŀ ǳǎŜǊΩǎ ŘŜǾƛŎŜΣ ǘƘŜƴ ǎǘŀǊǘǎ ǘƻ Ǌǳƴ ƳŀƭƛŎƛƻǳǎ ŎƻŘŜ. 

 
*http ://blog.trendmicro.com/trendlabs-security-intelligence/a-look-at-google-bouncer/ 



Spreads by Google Play Ɋ Update Attack  

Dropdialer.A  
ÁThis malware is able to evade Google Bouncer. Stay for two weeks on Google Play.  

ÁThis malware guises as an app supposedly used to set wallpapers. However, it downloads 
another file in the background. It then tricks users to install the downloaded file.  

 



Spreads by Official App Store Ɋ Baidu  App Store  

Baidu  App Store  
ÁThe largest app store for Android apps in 
China, where Google Play is banned.  

ÁOver 100M app downloads per day.  

ACS Ɋ Edlgxɏv Bouncer  
ÁSuffering the same attack with Google Play. 

ÁUpdate attack  

ÁDelay attack  

ÁAntivirus evasion attack  

ÁAdvanced obfuscation  

ÁMalicious native code  

ÁApp protector  

*Make AV guys' life much more harder!  

Delay Attack Update Attack 

Similarities Mother app has no malicious code. 

Differentia 

Dynamic load 
malicious code by 
DexClassLoader at 
runtime from 
Internet or local files 
(/assets, /res/raw). 

Request update to 
newer version app 
or download 
another app, 
which contains 
malicious code. 

Must require 
essential 
permissions in 
mother app, e.g. 
SEND_SMS. 

Mother app may 
has no dangerous 
permission at all. 
But upgraded or 
dropped app will 
require dangerous 
permissions. 



Baidu  App Store -  Delay Attack  

XTaoAd.A  
Áclasses.dex has no malicious code.  

ÁAt runtime, auto download arbitrary 
malicious JAR files from remote server , 
then load and run them.  

ÁThe malicious JAR files may download 
more malicious JAR files.  

ÁAuto download apps and tricks you to 
install.  

*24 hours after XTaoAd.A installed, 16 new app icons appeared.  
These apps will be installed when icon clicked. 



Antivirus Evasion Case -  Advanced Obfuscation  

GinMaster.Z  -  Advanced obfuscation  
ÁEncrypted strings, package, class, and method naming.  

ÁExternal methods are called via reflection.  

ÁThe encrypt key of each samples are randomized.  

ÁHard to analyze and detect.  

ÁAuto download apps, consuming bandwidth and battery.  



Antivirus Evasion Case -  Malicious Native Code  

Bios.A 
ÁAppend malicious dex code to ELF SO.  

ÁDrop malicious dex file at runtime.  

ÁLoad and run dex file to download  

other malicious code from server.  



Antivirus Evasion Case Ɋ App Protector  

BankStealer.A  Ɋ Malware with Packer  
ÁGuises as WeChat  app, steal banking info, steal money.  

ÁMalicious code is protected by Bangcle  app protect technique.  

Fake WeChat 
Bangcle protected code VS. unpacked code 



2. Spreads by Third -Party App Store  

Third -Party App Store and forum  
ÁVery low level security audit  

ÁNotorious Russian third -party app stores are FULL of toll fraud malware  

http://softandroid.ru /  

Trojan!FakeInst.AS  



3. Spreads by Text Message  

Worm!Samsapo.A  
ÁWhen uxqqlqj rq dq Dqgurlg ghylfh/ lw zloo vhqg dq VPV phvvdjh zlwk wh{w ɒʕʪʦ ʪʚʦʠ ʬʦʪʦBɓ 
(which is Russian for ɒLv wklv |rxu skrwrBɓ, dqg d olqn wr wkh pdolflrxv DSN sdfndjh wr doo ri 
the your contacts . 

ÁSteal SMS. 



4. Spreads by Femtocell  

Femtocell  
ÁFemtocell  is a low -power cellular base station given or sold to subscribers by mobile network 
operators. It works just like a small cell tower, using a home Internet connection to interface 
with the provider network. When in range, a mobile phone will connect to a femtocell  as if it 
were a standard cell tower and send all its traffic through it without any indication to the user . 

ÁRevealed on Blackhat  2013 talk  

ÁFemtocell  placed in the trunk of the car is 
used to send SCAM and SPAM text 
messages 

*http://www.blackhat.com/us -13/briefings.html#Ritter  

 



Spreads by Femtocell  

FakeCMCC.A 
ÁOn May 27 th  2014, Mr. Zhang received a 
SMS message from 10086 (China 
Mobile customer service number), said 
that he won 100 Yuan (12 Euro) bonus.  

ÁHe clicked link in the SMS and open the 
phishing China Mobile website.  

ÁKh folfnhg  ɒorjlq wr jhw erqxv% 
button and fill in banking information 
including bank card number and 
password, phone number.  

ÁThe phishing site asked him to 
download and install fake China  

  Mobile app to get bonus.  

ÁMr. Zhang agreed and installed it.  

ÁThe next day, no bonus but 3400 Yuan 
+733 Hxur, lq Pu1 ]kdqjɏv edqn fdug 
was lost.  


